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Chapter 1
Preserve |T!

Unparalleled Data Storage Protection for Your Entire Environment

management solution, delivers the most comprehensive tools to protect your

nightStor ARCserve 2000, the industry’s leading high performance storage
B most valuable corporate asset — data.

Use BrightStor ARCserve 2000’s comprehensive solutions to:

B Secure Crtical Data. BrightStor ARCserve 2000’s family of products delivers
the most comprehensive and easy to use tools for guaranteed protection of
your data, across multiple operating systems.

m  Reduce Backup Windows. BrightStor ARCserve 2000 delivers industry-
proven technologies, such as parallel streaming, to back up, restore, or copy
data while reducing your backup window.

®  Automate Management Tasks. Essential data protection routines can be
automated to minimize administrative time and reduce operating costs.

B Support Business Expansion. BrightStor ARCserve 2000’s editions offer
unlimited scalability and extend support throughout the enterprise.

Environmentally Correct

Since no two computer environments are the same, BrightStor ARCserve 2000 is
available in different editions. The comprehensive set of agents provides unlimited
flexibility in configuring the storage management solution that best fits your
environment.

Network
Clients

O

(>
Windows BrightStor ARCserve 2000
Clients SBS and Workgroup Edition
Server

BrightStor ARCserve 2000 for Small Business Server and Workgroup Edition
Support a single Windows 2000 server
and its attached clients.
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Unparalleled Data Storage Protection for Your Entire Environment

UNIX
Clients
Windows

Clients

NetWare W°rk9r§g'!f"r§rdltlon
Server

Server
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NetWare
Server

Windows NT
Server Advanced Edition
Server

Windows Clients

BrightStor ARCserve 2000 Advanced Edition
Ideally suited for multi-server and heterogeneous environments.
With its unique set of options, BrightStor ARCserve 2000 provides centralized
management of all Small Business Server, Workgroup, and/or Advanced Edition
storage servers throughout your network.

What is New In BrightStor ARCserve 2000

BrightStor ARCserve 2000 includes a number of significant enhancements that
mmprove performance, increase data availability, make administration easier, and
improve data protection.

m Web-Based GUIL: BrightStor ARCserve 2000 features a new web-based GUI
for remote centralized management of all storage tasks across the enterprise.

m  Remote Centralized Database: BrightStor ARCserve 2000 stores all storage-
related information including job logs, event logs, and device information
from multiple BrightStor ARCserve 2000 servers in a central remote
repository. The central repository allows interoperability between multiple
BrightStor ARCserve 2000 servers running on Windows NT/2000. This
provides centralized reporting, review of job logs, and managing devices
across the enterprise from a single administration console.

m  Assured Protection for Clustered Environment: BrightStor ARCserve 2000
extends full support to the Microsoft Cluster Service. High availability and
integrated fault resilience of the BrightStor ARCserve 2000 server in the
clustered environment is ensured through mtegrated job failover.



Unparalleled Data Storage Protection for Your Entire Environment

Protect the Windows 2000 Active Directory: BrightStor ARCserve 2000
delivers complete protection of the Windows 2000 Active Directory. With
BrightStor ARCserve 2000, you can be certain of complete protection of your
directory service — plus quick and seamless recovery in the event of a
disaster.

Integrated Virus Scanning and Cure: After the “cure” option is turned on by
the backup Administrator, CA’s industry-leading InoculateI T antivirus
software combines with BrightStor ARCserve 2000 to protect the network.
The integrated Virus Scan engine automatically scans for viruses during a
backup or copy operation. If the cure option 1s turned on, the infected files
are cured immediately. In addition, the Virus Scan engmne dynamically
updates virus signatures, ensuring protection of your data.

Enhanced Performance: BrightStor ARCserve 2000 delivers high
performance backup and restore by dynamically allocating buffer space for
operations. The performance automatically scales with available buffer space.

New Servetless Backup Option: BrightStor ARCserve 2000 features a new
Serverless Backup Option. The serverless backup option works with the
SAN Option to provide unparalleled performance in the SAN environment.
With the Serverless Backup Option, the backup and restore operations are
taken off the BrightStor ARCserve 2000 server, limiting CPU usage. This
significantly enhances the performance of your BrightStor ARCserve 2000
server by freeing up CPU time for mission-critical tasks. For more
mnformation about the Serverless Backup Option, visit
www.ca.com/arcserve/.

Key Features

The following functionality is shared by the BrightStor ARCserve 2000 for Small
Business Server, Workgroup, and Advanced Editions:

Integrated Client Support: BrightStor ARCserve 2000 protects your attached
desktops with mntegrated support to back up and restore attached Windows
2000 workstations, Windows 95/98, and Windows 3.1x, NetWare, UNIX,
Linux, and OS/2 clients.

Integrated Tape and Optical Library Support: BrightStor ARCserve 2000
mncludes autoloader support to extend backup flexibility and capacity by
leveraging single or automated libraries (tape or optical) with one drive and
unlimited slots.

Advanced Scheduling: BrightStor ARCserve 2000 allows you to run backup
jobs immediately or schedule them to run at any specified time. The easy-to-
use, calendar-based, Graphical User Interface allows you to plan your backup
strategy. Refer to the chapter “Back Up Automatically” in this guide for
detailed information on how to use a schedule to perform a backup, even
when you are out of the office.
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Unparalleled Data Storage Protection for Your Entire Environment

Centralized Database: All BrightStor ARCserve 2000 database information
can be stored in a central repository. This lets you to run centralized reports,
review job logs, and manage device sharing across the enterprise.

Built-in Data Encryption (North America Only): BrightStor ARCserve 2000
delivers ultimate data security with integrated data encryption. All your
critical data is encrypted before transmission over the network, securing it
against accidental or malicious intrusion.

Data Compression: BrightStor ARCserve 2000’s intelligent data compression
mncreases drive capacity and accelerates data movement, reducing network
traffic.

Parallel Streaming: BrightStor ARCserve 2000 significantly increases
performance by backing up, restoring, or copying data — thereby reducing
your backup window.

Data Verification: BrightStor ARCserve 2000 helps ensure data integrity by
offering various vernfication methods, including CRC, fast tape scan, or byte-
by-byte vernfication.

Intelligent Alerts Notification: BrightStor ARCserve 2000 features multiple
Alert Notification methods to report errors. These include pager, e-mail,
SNMP traps, event log, or network broadcast. The notification methods are
completely user configurable. Read about how Alerts can keep you informed
about data management later in this guide.

Extensive Device Support. BrightStor ARCserve 2000 can back up data to
virtually any tape, removable drive, or optical device, including magneto-
optical media. Visit www.ca.com/arcserve/ for a complete list of all certified
devices.

Small Business Server Edition Distinctive Features

In addition to the functionality highlighted above, BrightStor ARCserve Backup for
Small Business Server also provides the following features:

Simplified Installation of All Options. BrightStor ARCserve Backup for
Small Business Server offers simplified installation of all options, eliminating
time-consuming installation.

Key Option Support. By providing the Backup Agents for MS-SQL, MS-
Exchange, and the Backup Agent for Open Files as components, BrightStor
ARCserve Backup for Small Business Server provides secure automated, on-
line backup and restore for your cntical applications, even while they are open
and in use.

Integration with Management Console. BrightStor ARCserve Backup for
Small Business Server’s Administrator Console integrates seamlessly with the
Microsoft SBS Management Console.
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Advanced Edition Distinctive Features

BrightStor ARCserve Backup Advanced Edition supports the following distinctive
functionality:

®m  Multiple Servers Support. In addition to the local Windows 2000 Server,
BrightStor ARCserve Backup Advanced Edition extends suppott to protect
data on remote Windows 2000 servers. And by utilizing optional Client
Agents, BrightStor ARCserve Backup Advanced Edition can also back up and
restore Linux, UNIX, NetWare, and OS/2 machines.

m  Centralized and Remote Management. BrightStor ARCserve Backup
Advanced Edition can help reduce administration time and increase
productivity by centrally managing all enterprise-wide storage activities from a
single Windows 2000 console. All administrative functions are easily

accessible from remote locations through the ARCserve Manager or Remote
Access Services (RAS).

®  Remote Installation. BrightStor ARCserve Backup Advanced Edition offers
single point installation of any option and/or agent, eliminating time-
consuming installation of each machine in your environment.

Total Enterprise Management with Unicenter TNG Framework

BrightStor ARCserve 2000 works seamlessly with CA’s Unicenter TNG ®
Framework™ (the Framework), today’s most sought-after management technology.
BrightStor ARCserve 2000 leverages the Framework to deliver unparalleled data
protection. Framework 1s discussed in detail later in this guide.

For More Information

After walking through this Gerring Started guide, you can refer to the numerous
resources available to you for additional information. Your BrightStor ARCserve 2000
CD contains useful mstructional documents that showcase your software as well as
detailed explanations about BrightStor ARCserve 2000's comprehensive, feature-rich
components. In addition, the online help system offers procedural information and
answers to any questions you may encounter. If you need technical support, visit us

on the web at esupport.ca.com.
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Chapter 2

BrightStor ARCserve 2000 Explained!

The Basic Concepts and Installation Tips

storage management capabilities. This technology is provided for an entire
spectrum of users and covers all system platforms.
This chapter describes the concepts that form the BrightStor ARCserve 2000
system, as well as the key components and how they interact with each other and the
surrounding environment.

BrightStor ARCserve 2000's Components

Benefit from BrightStor ARCserve 2000’s scaleable design to manage and protect your
environment. BrightStor ARCserve 2000 1s composed of powerful components that
seamlessly work to accomplish critical administrative tasks.

B nightStor ARCserve 2000 has long set the industry standard for unrivaled data
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BrightStor ARCserve 2000 Wizards and Helpful Tools

No introduction 1s necessary to use these helpful Wizards. Launch them from the
BrightStor ARCserve 2000 Home Page and instantly be guided through BrightStor
ARCserve 2000’s primary functions.

& Takes you step-by-step from initial target selection to
Backup Wizard scheduling a repeating job.

Pk ) Restores data from media to a specified destination.

@ Restore Wizard Restore by session or by querying for the specific data.

ﬁDevice Wizard

Simplifies the task of formatting, erasing, re-tensioning,
compressing, and ejecting your storage media. Use the
Device Wizard to verify that BrightStor ARCserve 2000
communicates with the devices you have mnstalled.

Device Configuration

Configure the backup devices and set the Tape RAID level
configured on your system using this step-by-step tool.

Disaster Create local or remote Disaster Recovery boot disk set
Recovery/Boot Disk | following easy, progressive steps. Available in the

Wizard Advanced Edition and the Workgroup Edition.

Central Database Configure the various BrightStor ARCserve 2000 host
Configuration database systems from this easy-to-use console. Available in

the Advanced Edition.
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BrightStor ARCserve 2000 Managers

The Managers are the front-end interface used to perform all BrightStor ARCserve
2000 functions:

BrightStor ARCserve 2000 Manager: The BrightStor ARCserve 2000
Manager houses the other managers, each of which performs the specific
functions described below:

=

=
il
>

7

Job Status Manager: Your job 1s made easier because this Manager
helps monitor, reschedule, and submut all pending, completed, and active
jobs.

a.%.

Backup Manager: Performing BrightStor ARCserve 2000’s core
functions, the versatile Backup Manager schedules and submits complete
system backups of all machines.

Restore Manager: Launch the Restore Manager and perform a complete
or partial restore of your crucial data. And you can schedule restore jobs
from data that has already been backed up by BrightStor ARCserve 2000.

Media Pool Manager: This Manager makes it easy to create logical
groupings of media to quickly identify, maintain, and recycle your media.
You can choose specific media rotation schemes to suit your archive
needs. Chapter 6, “Back Up Automatically” discusses how to use
BrightStor ARCserve 2000’s media rotation scheme to simplify
administrative tasks.

»

Device Manager: Through Device Management, BrightStor ARCserve
2000 1s ready to smoothly handle the variety of media it supports. This
utility displays information about storage devices and media, enabling
media compression, formatting, erasing, ejecting, and re-tensioning. You
can also manage media rotations by assigning unique serial numbers.

Database Manager: BrightStor ARCserve 2000’s librarian, this Manager
stores information such as the jobs processed by BrightStor ARCserve
2000, the media used, the devices you are using, error logs, and system
alerts.

Reports Manager: Interfacing with the BrightStor ARCserve 2000
database, the Reports Manager furnishes the repozrts you need about
BrightStor ARCserve 2000 activity. This includes data on jobs, media
errors, sessions, backup devices, and media pools.

Alert Manager: This tool sends messages about events that occur during
backup. You can configure BrightStor ARCserve 2000 to send Alerts
through several different means, including: pager, mail, network
broadcast, SNMP traps, and Unicenter TNG Console.
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BrightStor ARCserve 2000 Utilities

Recover Database: Allows you to recover the BrightStor ARCserve 2000
database.

Merge: Allows you to merge information from BrightStor ARCserve 2000
media into the BrightStor ARCserve 2000 database.

st |
Scan: Allows you to scan media for information on your backup sessions.
AN

Compare: Allows you to compare the contents of media to the files on your
N machine.

Count: Allows you to count files and directories on a machine.

Purge: Allows you to delete files and directories from a machine.

Copy: Allows you to copy (or move) files and directories from one machine
to another.
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BrightStor ARCserve 2000 Server Components

The following components work in the background to perform the workload for the
BrightStor ARCserve 2000 Managers:

BrightStor ARCserve 2000 Server Engines—From the BrightStor
ARCserve 2000 Server Admin on the Program Group, you can access the powerful
BrightStor ARCserve 2000 components performing the background labor for the
BrightStor ARCserve 2000 Managers.

The Server Admin contains the Job, Tape, and Database Engines. These engines
process and monitor all backup or restore operations and update information about
performance in BrightStor ARCserve 2000’s activity logs and databases.

i ob Engine: Processes your jobs at their designated date and time. The Job
‘ : )
= |

Engine scans the job queue for a job that is ready to run, then sends it to the
appropriate handler.

Tape Engine: Responsible for communicating with and controlling your
== storage devices. The Tape Engine selects the device needed for a BrightStor
ARCserve 2000 job.

Database Engine: The valuable information contained in the database can be
conveniently stored, enabling you to run centralized reports, review job logs
and manage device shares on all BrightStor ARCserve 2000 operations. The
database information includes:

m [iles, directores, drives, and machines that BrightStor ARCserve 2000 has
backed up or copied.

m  Job type, logs, and the final results, start times, and end times of jobs
processed by BrightStor ARCserve 2000.

m Media used by BrightStor ARCserve 2000, such as its type, its name, the
date 1t was first formatted, the date it expires, and the sessions on it.
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Quick Access to BrightStor ARCserve 2000’s Main Functions

Launch the BrightStor ARCserve 2000 Manager by selecting Quick Access from the
Home Page. From here you will submit your backup and restore jobs, manage your
database, search reports, and so on. Launch the Backup, Restore, and Device Wizards
by selecting Wizards from the Home Page.

Buddy Tip—BrightStor ARCserve 2000 enables you to customize — while the Quick
Access screen is open, from the View menu you can see each BrightStor ARCserve 2000
[function in a convenient toolbar, or save the current viey.

Navigating Easily With BrightStor ARCserve 2000

The BrightStor ARCserve 2000 Manager keeps track of the pages you recently visited
so that you can quickly return to them:

MostRecemiyUsed
D Backup

D Job Status

D Recover Database
D Device Wizard

It’s easy to access common BrightStor ARCserve 2000 Uf#ilities, News, and Support
from BrightStor ARCserve 2000 Contents:

contents

3 Home
D Quick Access

0 wizards
O utilities

0 News

0 Support

2-6
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The Support screen allows quick access to these support tools:

m  BrightStor ARCserve 2000 Activity Log — This tool provides information
on the jobs that BrightStor ARCserve 2000 is currently running.

m  Certified Device List — This tool links you to an up-to-date listing of all
devices currently supported by BrightStor ARCserve 2000.

m  E-Support — The E-Support Page renders the latest news and information
from Technical Support: white papers, how-to documents, troubleshooting
guides, patches, and more.

m  E-News — The bi-weekly newsletter Storage Enews provides helpful technical
mnformation contained in service packs, hints and tips, product
updates/upgrades, and more.

Each Manager window gives you detailed information about your BrightStor

ARCserve 2000 job:
Select this button to see only
the list in the right pane, only
the properties view, or both.

Manager ‘Wizard Wiew Backup Window Help

= 1688 AR T - -

contents
Souce | Destinalion | Schedue |
O Home Name [ Tvpe [ Sice: [ Last Madified Dats [ creation Dats
Use the tree in = = : B SLocal Disk () Lacal Disk
O-uikcattess ._E,Lm' Disk. (02} = Local Disk (D) Local Disk.
the left pane to © Wizards TEB LDk le) S ocal Ok (1) Local Disk
. O utilities it Dzki G‘_)) Lozl Disk () Local Disk
navigate. o 8 Local sk vt i SLocal Disk (G:) Local Disk
2 News MR regety ) =T Local Disk (H:) Local Disk
Ly : —
Select individual - B By System Stats 8 2 Microsoft SCL Server
: ¢ 01 @2 Clierk Agents By System Stake
Ob]eCtS and - n@ Freferred SharesiMachines
M M = Hety k
display detailed o E 2 et
information on al |
. MostHecenthy'Uset!
your selection. N
t kd
© Jab Status h My Computer
0 Backup
Additional Information
. Security .. CPU Type Pentiumn
The Properties Number of CPU's z
| Filter... Total Memary 1,073,258,496
pane dlsplays T Free Mernary 663,408,640
additional Confiaure Gpen File Agent
1 1 Wiew Open File Agent
information on Yigw Open File Agen
the selected Yiew Open Fle Agent Loa
Hle
object.
FILTER  [=|||ARCserve Server:ASA My Computer:ASA |User: Administrator [10/23/2001 2:54:18 FM
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Considerations Before You Install BrightStor ARCserve 2000

BrightStor ARCserve 2000 mnstalls effortlessly with the use of an intuitive Setup
Wizard. Before you install the software, it 1s recommended that you review the
following checklist:

:

Connect your storage devices to the machine designated as your BrightStor
ARCserve 2000 server.

Make sure that this machine has at least one SCSI controller or adapter
supported by both Windows 2000 and BrightStor ARCserve 2000.
(BrightStor ARCserve 2000 can support up to eight installed SCSI
controllers.)

Ensure that you have at least Windows 2000 Administrator rights to the
Windows 2000 machine on which you are installing either the BrightStor
ARCserve 2000 Server or Manager component.

For BrightStor ARCserve Backup for Small Business Server, ensure that you
have the SQL authentication login ID or Microsoft Exchange account
mnformation.

Buddy Tip—T10 make sure that your hardware devices are compatible, and that
BrightStor ARCserve 2000 can communicate with your system, you can obtain the latest
Certified Device 1ist from our web site: esupport.ca.com/ public/ storage/ ascdls.asp.

Installing BrightStor ARCserve 2000

To install BrightStor ARCserve 2000:

1.

Insert the BrightStor ARCserve 2000 CD to launch the Product Explorer.
BrightStor ARCserve 2000 offers a brief component description at the
bottom of the screen. Additional information about BrightStor ARCserve
2000 1s available using the Product Information button.

You are offered a choice of installations to run:
m  Standard Setup: This option performs a local setup.

m  Remote Setup: This option installs via the network. You must have the
domain /username and password to use this option.

Choose the mstallation type and click the Insza// button.

Buddy Tip—LFor the purpose of the examples described in this Guide, we will choose a
Standard Setup and a Complete Setup Type.
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3. The Wizard prompts you to choose a setup type. For BrightStor ARCserve
Backup for Small Business Server, the Complete setup type, the default, installs
all of the options. You can select the Cuszom setup type to remove the Backup
Agent for Open Files from the installation.

4. FPollow the prompts presented by the Setup Wizard to complete the
mstallation process.

Buddy Tip—We recommend that you allow the Setup program to automatically start all
required services on every systen boot-up when provipred.

5. When prompted, reboot your system.

Integrate with the Microsoft SBS Management Console

BrightStor ARCserve Backup for Small Business Server’s Administrator Console
integrates seamlessly with the Microsoft SBS Management Console. You can integrate
BrightStor ARCserve Backup for Small Business Server with the Microsoft
Management Console once you have rebooted your system after completing the
mstallation.
1. Click the Szarz button and right-click the Swall Business Server Administrator
Console item on the Start menu.

Sal Busiry
Rum as...
g Scan for wiruses. ..

Programs cpen With. .. 4

@ Documents  Send To 4 3
3]
c % Settings fout *
L] Capy
(5]
8 @ Search Create Shorkout 4
o Delete
":: @ Help Rename
§ Run... Sork by Mame
= Properties -eremreereeneee
=
§ 1 Shut Down...

|;g5tart |J ] & =3 |J
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Select Author from the pop-up menu. The Small Business Administrator
Console appears. Select .Add/ Remove Snap-in from the Console menu.

"Hi Small Business Server Administrator Console

Jnﬁ] Console  Window  Help

. New Chrl+h
Acki
Open... Chrl+O
Tree  cove Chrl+5 I

Save As... 5 small Business Server (BackOffice ...

Chrl+
Options...,

1 ITProSBSConsole.msc

2 ENMWINNT system32\services. msc
3 Consolel.msc

4 E:VWINNTY System32idsa, msc

B 1rkernet Security and Acceleration. ..
Exit

4 | ¥
| | |

The Add/Remove Snap-in dialog appears, with the Standalone tab selected by
default. Click .4dd.

o = (ol x|
Add/Remove Snap-in 7| ®
J% Console 4 _I_I 12| _Iﬁllll

Standalone | Extensions I

Ackion  Wiew |

Tree I E— I Use thiz page to add or remaove a standalone Snap-in from the console.

t— Small Business ! Shap-ins added to:
: @ Small Busine
g Active Dire: @ Small Buginess Server [BackDffice Manager)
= Computer F @Active Directary Users and Cornputers

=y First Organ lgComputer M anagement [Local)

Healt.h I\ron % First Organization [Exchange]
;I'etrmlnat ISE Health b anitar
2 I\';c:;:& ; ,, Terminal Services Configuration

3 nternet se %Intemet Information Services
@‘ icrosoft Shared Fax [Local]

g Internet Security and Acceleration Server 2000

— Diezcription

Add.. Bemove ShEt. |

1 | ()8 I Cancel
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3. The Add Standalone Snap-in dialog appears. Select BrightStor ARCserve Backup
from the list of available snap-ins, and click 4dd.

Add Standalone Snap-in

“E Active Directory Domaing and Trusts  Microsoft Corporation
ﬁhctive Directary Sites and Services Microsoft Corporation
@Active Directary Users and Computers - Microsoft Corporation
giﬁhctivex Control

@i BackOffice Home Microsoft Corporation
ﬁ BackOffice Manager Microsoft Corporation

BackOffice To Do List Microsoft Corporation
ightS C Computer Azzociates

E Certificates Microsoft Corporation
@ Component Services Microsoft Corporation

4. You are prompted to save the snap-in. Click Yes.
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5. The Small Business Server Administrator Console appears again, with
BrightStor ARCserve Backup listed in the Tree.

"Hi Small Business Server Administrator Console -0l =l
Jnﬁ] Console  wWindow  Help |J D = H | |_|- _Iﬁ' ll
| Action  Yiew  Favorites |
Tree I Favorites | @ t_—'ﬁo
D Small Business Server Console &
-4 small Business Server (BackOffice Manager) Microsaft  Backup Agent

g Active Directory Users and Computers Exchange ... for Open Files

Computer Management {Local)
First Organization (Exchange)
2l Health Manitar
| Terminal Services Configuration
2 Internet Information Services
Microsoft Shared Fax {Local)
(-3l Inkernet Security and Acceleration Server 2000
=25 BrightStar ARCserve Backup

ARCserve 2000
" (CA Registration

J [

What's Next?

Now that you’ve learned more about BrightStor ARCserve 2000 and completed the
mstallation, BrightStor ARCserve 2000 1s poised and ready to help you perform your
data management tasks. The next chapters guide you through BrightStor ARCserve
2000’s basic functions and offer suggestions on how to use your new software.

You will soon see how the wide scope of BrightStor ARCserve 2000’s features
combines with its ease of use to make BrightStor ARCserve 2000 an indispensable part
of your organization.
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Chapter 3
Backing IT Up!
The ABC’s of Using BrightStor ARCserve 2000

emember the last time your office building temporarily lost power? It was at

R;he end of the business quarter, and your company’s quartetly reports and bills
eeded to go out the door. After spending nights and a weekend desperately
reconstructing the electronic files, you promised yourself that this would never happen
again — your data would not be jeopardized due to mnsufficient backup means. By
efficiently and dependably protecting and retrieving files, BrightStor ARCserve 2000
helps you keep that promise.
This chapter introduces you to BrightStor ARCserve 2000’s essentials — the

navigation tools you use to perform a backup of your data, and then restore the files
that you backed up.

1o pre-plan your backup requirements. Some of the points you may want to consider are:
W How much data do you want to back up?

— what is the current disk capacity in your environment?

— what is the server/ data growth you anticipate over the next year?
W How do you want to manage the media you are using for backup?

— will off-site storage be practical?

— do you want to migrate unused data to additional storage media?

’5, Buddy Tip— Before using BrightStor ARCserve 2000 for the first time, it’s a good idea

Follow the Wizards

With BrightStor ARCserve 2000, achieving quick and easy backups and restores 1s
foolproof — the BrightStor ARCserve 2000 Wizards guide you smoothly through each
step. In the following tour, you’ll back up and restore files from your local machine.
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To use the Backup Wizard:
1. Select Wizards from the BrightStor ARCserve 2000 Home Page.

2. Select the Backup Wizard. The Backup Wizard Welcome screen appears:

& Backup Wizard

3. Click Next. You can now choose the server you want to back up.

4. In the next screen, enter the Server name.

NOTE: If you are not using your local machine, you will be
required to enter your user name and password.

& Backup Wizard
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5. Now you can let BrightStor ARCserve 2000 know the specific files that you
plan to back up.

Click the box
next to “My
Computer” and
it will appear
solid green —
that is all you do
to target all the
drives,
directories, and
files on your
machine for

i Backup Wizard

What do you want to back up?

FPlease specify the iterms you want to back up,

Select the drives o files that you want to back up.

Backup Source:

B = Fi -FATIZ
- NTF3
- NTF3
Reqistry

BrightStor By System State
- Metwork.
ARCserve 2000 []---LIE%‘ Client Agents
to back up!

= o]

i

< Back I Mext > I

Cancel |

The Browser
displays the
machine tree
from which you
can select
domains,
machines,
volumes
(drives), shares,
directories, and
files for
backup.

6. To back up your machine, highlight “My Computer”. Then click Next.

Buddy Tip—If you are performing a backup during peak hours of network traffic, it is
recommended that you back up drives that are not in use.

7. The Backup Wizard now asks you to choose the backup destination by

selecting the media for the backup.

Where do you want to back up?

Choosze the destination of vour backup,

Select the device group and media for the backup.
Backup Destination:

7w GROUFO
5 .|
B35 <Empty>
B%) <Updating...>
B <|Ipdating...
B3 <Empty>
B <|Ipdating...

= o]

Vi

< Back I Mext > I

Cancel |
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= Buddy Tip— Make sure that the media you use is completely blank. Choose a new tape
z= or select the Quick Erase Plus method to format media.

8. The Backup Options screen appears. BrightStor ARCserve 2000 allows you
to customize the backup job by choosing the extent of the files that are to be
backed up.

Choose a Full backup as the Backup Method, and click Next.

& Backup Wizard

9. You can decide to run the backup job immediately, or schedule it for a later
date and time.
Select Run Now to start the job and click Next.

& Backup Wizard




The ABC'’s of Using BrightStor ARCserve 2000

& Buddy Tip—BrightStor ARCiserve 2000 allows you to establish a schedule so that your
o backup repeats at regular intervals, allowing you to be miles away when BrightStor ARCserve

E 2000 is managing your data. When you return, you can check out the Activity Log and
review the details of the backup.

10. In the screen that follows, enter a description for the job that you just created.

& Backup Wizard

Before you click Finish to submit the job, click the check box to start the Job
Monitor. This launches the Job Status Window, from which you can watch the
progtess of your job!

& Job Monitor

From this window you can see the server’s job queue, from where you can right-
click on the job to add, modify, reschedule, or delete it.
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You and BrightStor ARCserve 2000 have just completed performing a basic and
essential routine — you have prepared to back up your entire computer!

Now that you have accomplished your first backup, you can see first-hand how
easy it 1s to use BrightStor ARCserve 2000 to accomplish your most important task.
It’s now time to go to the second part of the operation — you’re ready to restore the
files that you have just backed up.

To use the Restore Wizard:
Select the Restore Wizard from the Wizards screen and click Next.

i

Welcome to the Restore Wizard

Thiz step-by-step application helps pou to Restore data in your nebwork,

Restore Wizard has the following steps that you
need to complete.
* Chooze your Server,
* Select your Method. [by Session or Query)
* Select what file[z] you want to Restore.
» Select where you want to Restore ko,
» Schedule Restore Option.

* Schedule Restore job immediately ar to be performed later.

To continue, click Nest ;r/ /

Cancel |

1. Similar to the information you entered with the Backup Wizard, enter the
server, and click Next.

NOTE: If you are not using your local machine, you will be
required to enter your user name and password.
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- Restore Wizard

2. In this tour, you will perform a Restore by Session by selecting the media that
contains your backup. BrightStor ARCserve 2000 allows you to browse the
database to find the backup session it just performed.

- Restore Wizard

3. The Restore Wizard asks for the session that you need to restore.
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- Restore Wizard

4. To compare the restored data to the original, restore the files to a new
location so that you can make a comparison. (This is not a necessary
procedure, but one that demonstrates that BrightStor ARCserve 2000 has
backed up and restored everything on your computer.) In Windows
Explorer, create the folder “Restore Test”. In the next Wizard screen, select
the destination Restore 1o the following location, highlight “Restore Test” and click
Next.

w5 Restore Wizard

My Computer (ASEIRDTST-MT3)

Reqistry
Syskem Skake
-5 Mebwork
= Client Agents

5. BrnghtStor ARCserve 2000 now prompts you to make a choice about
restoring files that already exist. Choose the option to Ouermrite Al Files.
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- Restore Wizard

Click Next. The screen that follows allows you to schedule a Restore session,
just as you previously scheduled a backup session. Choose to Run Now and
click Next. BrightStor ARCserve 2000 will restore the files to the path
(\Restore Test) you selected.

- Restore Wizard
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=l0lx]

Restore Wizard is almost Complete.

Flease enter a Restore Description:

[V Start Job kMonitor

Restore Wizard Summary

Festare kethod: Restore by Session

Source: Session 0001

D estination: Original location

Options: Cuerwtite with Mewer Files Only
Schedule: Fun Mow

Fleaze verify that the Restore Wizard summary is comect.
If not comect, please use the Back button to change the options.

V 4 ;/
To zubmit the R estore job, Click Finigh. v

< Back I Finizh I Cancel |

7. Click Finish to have BrightStor ARCserve 2000 submit your restore job.

8. Now it’s time to check out the status of your restore session. Because the Job
Monitor started by default when you submutted the job, you can see how
BrightStor ARCserve 2000 1s progressing in real-time.

9. To further confirm BrightStor ARCserve 2000’s ability to perform a perfect
backup and restore, you can now compare the files that appear under
“Restore Test” to the ones on your original directory.

What's Next?

As you have just seen, backing up files from a local machine and then restoring them is
really simple. But this 1s only the beginning of BrightStor ARCserve 2000’s range of
powerful and easy to use functions.

In the following pages, you will learn how to expand your knowledge and use of
BrightStor ARCserve 2000’s features — by managing multiple servers from a remote
machine.
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Chapter 4

Manage IT!

Put BrightStor ARCserve 2000 to Work Throughout the Enterprise

‘_ 7 ou’ve seen how quick and easy it is to select files for a BrightStor ARCserve
2000 backup of your machine. Now you’re ready to extend your expertise by
backing up and managing a remote server that’s running on a different

operating system.

NOTE: This chapter describes Windows 95/98 functions
available in the BrightStor ARCserve 2000 Advanced,
Workgroup, and Small Business Server Editions.

Backing Up a Remote Server

Before you can back up a remote machine on a different platform, you need to have
BrightStor ARCserve 2000 mnstalled and running on your server and you must first
mstall the appropriate agent (in this case, Windows 95 Agent) on that remote machine.
In this scenario, you will back up a server that is running Windows 95.
1. From the Backup Manager window, highlight the Windows 95/98 Agent, and
nght-click:

4-1



Put BrightStor ARCserve 2000 to Work Throughout the Enterprise

@File Manager Wizard View Backup ‘Window Help _Iﬂli"

P % RBO04a48L£0M&ES
' [IGITALTE0 1883 ﬂ|ﬂ%|&| 4G -

Source |Destinati0n| Schedule |

__ My Camputer (DIGITAL1S0) Mame | Type | Size Las
BZ Client Agents
;Iﬁf"‘l= Metware Agents

There are no items to display in this view,

ents
;Iﬁf"‘l= Windows NTfWindows { Add Object. ..
% Preferred Shares\Machines Add Using Auto-Discovery, ..

-a
-a
o

Metwork
Exchange Organization

1] | i

Windows 95/98 Agents

Additional Informatio
Add Object.., Narme _ILI
»

4 |

Buddy Tip—Alernately, you can use Auto Discovery to find machines thar have the
selected agents installed.

2. Select_A4dd Object from the drop-down menu. The Add Agent dialog box

appears:
Add Agent E

Add a Mew Client Agent Object

Host Name : I Agentt

& TCPYP
V¥ Use Computer Name Resolution
EntenlF address: [Ex 18212228, 201

it ol i o

£ PSP

Enten| Exsinternal network number:
[ 0 2 A )

LClose | Help |

3. In this example in the Host Name field, “Agent1” 1s entered for the remote
machine. You can enter an approprate name of your choice. Click Add to
mnclude the remote server for backup.
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Buddy Tip—BrightStor ARCserve 2000 enables the backup of multiple servers to be
treated as one job. 1If you choose this method, BrightStor ARCserve 2000 antomatically
submits the tasks in the job quene as one job and backs up the servers one after the other. Or,
you can have BrightStor ARCserve 2000 back up each machine as a separate job by clicking
the Schedule tab and specifying when you want each job to run.

Select the agent.

Fle Mansger ‘Wizard Wiew Backup Window Help _13]%|
Job Tape DB
[pOGUSTUS 1888 @‘d%%?:|&‘ﬁv

Souce | Destination | Schede |

© Home £l 5] My Cormputer (BUGUSTUS) Hame [Tipe [sie [ Last Modiied Date [ CreatonDate
% Clert Agents
© Quick Access B ‘5:", ey Ne‘\i/me Jo— Thete are no tems to displa in this view.
i+ D542 gents
5 UNIK Agents
4 Windows 3.1 Agents
(= [~ Windows 35/98 Agents
Pk ccni [ 0.000
1+ Windows NTAWindows 2000.4g
213y Preferred Shares\Machines
o @ Network

COnents

HostRecently Used |

© Backup Wizard
© Restore Wizard
© Backup

Agent1 ( 0.0.0.0)

&

© Media Pool Additional Information
e Security.., Name WAgentl
© Datahase it

Madify Agent
Delete Ohject

Click on the + to the left of the remote machine.
The Security and Agent Information dialog box opens, asking you for security
and agent information for the machine.

When you supply this information, you are entitled to the rights to browse the
machine and perform a backup.

Choose the Source and Destination for each machine that you want to include in
the backup.

When you have finished adding the machines, but before you click Run, it’s
time to set up an Alert for notification after the job runs.
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Setting Up an Alert

You can use Alert as part of BrightStor ARCserve 2000’s notification system to
transmit messages to one person or groups of people anywhere you designate. It’s
possible to send Alerts about BrightStor ARCserve 2000’s performance in different
ways: through e-mail, broadcast, pager, SNMP, printer, and Lotus Notes. In the
following scenario, you'll configure Alert to broadcast a message when the backup

successfully completes.

To start Alert:

1. %I From the Backup Manager window, click the Options button and

2]

select the Alert tab.
Backup Media | Werification I Fietry I Operation I Pre/Post I Log
Wirus Alert Replication I Media Exporting I ‘windows 2000
Event N | Methods & Recipientz | Attachment Add |
e Edifi |
WElete |
—Ewent: Methods & Becipients:
IJob Completed Successfully j |<Default>

Code [E*; W N*: AE*; C*; Al

Lonfigure... |

I [ Attach Job Log

il
Press Add to add the event and methods & recipients to the list, Modify to
modify the curment line or Delete to delete the current line.

o]

Cancel | Help

2. Click Configure to determine the transmussion method.

Select “Broadcast” from the list
box.

Highlight the Alert method; in this case select Broadeast, and click Add. The

following screen launches:
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Group/Machine: E Recipients:
- 5

Add >
AddAll >

<< Remaove

<< Remove &l

oK I Cancel | Help |

3. From the Modify Broadcast Recipient dialog box, select your machine from
the network and click Add to the Recipients box.

Click OK.

Methods & Recipients Configuration B

— Configuration

I(Untitled) j = | Delete | Benamel

Recipient

=8 <Untitled>

E|\,I"' Broadcast Add. |
@ todify... |
Delete |

# Lotus Notes
E@ Unicenter THG

Cancel Help

4. To save the configuration, click OK and enter the name of the configuration
you selected. In this instance, enter the name “Broadcast”.

Click OK to save the configuration.

5. Select an Event from the Event list box and click Add.
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The name of the Alert configuration, the event, and the method appear:

Backup Media | Werification I Fietry

Wirus Alert Replication I Media Exporting I

¥ | Methods & Recipients | Attachment

Ewvent

e Edifi

WElete

I

—Ewent: Methods & Becipients:
IJob Completed Successfully j |<Default> j
Code [E*; W& NE: AR L7 &wF) CarfiEs.. |
I [ Attach Job Log

il
Press Add to add the event and methods & recipients to the list, Modify to
modify the current line or Delete ta delete the current line.

I Operation I Pre/Post I Log I
‘windows 2000

2]

Cancel

o ]

Help |

Now that you have set up Alert, you can proceed with your backup.

Click OK and then click Run to submit your job:

Cserve - [Job Status: 1]
le Manager ‘Wizard Vi

Job Status Window  Help

— A R

Contents 5% ARCserve Severs

L2 My Computer ¢ AUGUSTUS > dob Queve |Actiy Log |

Server

© Home

© ouick Access
O wizards

O uilities

O News

O support

AUGUSTUS
GUSTUS

oSt Recemiy Used

[ Queueld LoD [Status [EvecutionTime = [JobTyoe | Last Fesuk 1|
AUGUSTUS 2 1 A DONE <Fiun Nows Backup @ Finished
D READY _ 5/25/00 12:008M DB Pruning

B sckup file

© Backup wizard

Job Summary

O Restore wizard

Backup to Hedia

O Backup

c Host Machine AUGUSTUS
© Media Pool Job Owner

; Owner Passvord HONE
L eese Domain Nane NONE

Source Targets

“NATGUSTIS
86 usa

<MS Network Machines

Destination Target

o |

I

Job Detail [Job Log

)[R Cserve ServerAUGUSTUS
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7. When the job completes, Alert will let you know:

i Messenger Service
Message fom TRAINING b Agent] 4239 321 pm

TRAIMIMNG: Backup Operation Successful

Enabling Centralized Management

One of BrightStor ARCserve 2000’s major benefits is that you can centrally monitor
and manage backups and restores on remote machines.

Initially, when you open the Job Status Manager window, you can see only your
machine. To add a remote server that you want to monitor, you must first create a
New Server Group.

1.

From the Job Status Manager window, select ARCserze Servers and right-click.
From the drop-down menu select New Server Group.

ARCserve - [Job Status: 1] [E1x]
e Manager ‘wizar JobStatus Window  Help =
b wizard JobStatus Window  Hel 8
Job Tape DB v =
ccc—cl 11 A Y
contents = @ AFCsewe Servers m—
L iy Computer 1oup o= | activy Loa |

Lental Databiase Servers | [GuevelD [ LoalD | Status T Execution Time =~ [JobTwpe  [LastResuk 1|

© Home AUGUSTUS 2 1 B4 DONE <Run Nows: Backup € Firished

3 2 DONE Backup @ Finished

© ouick Access
O wizards

O uilities

O News

O support

Ib READY 0 i DB Fruning

oS Recently Used
- q | 5

© Backup wizard
O Restore wizard

Job Summary

I

Frune Database

O Backup
= Host Machine
© Mediia Pool Job Owner NONE
; Owner Passvord HONE
L eese Domain Nane NONE
Scheduls
Every 1 Day(s)
Execution Date and Tine 5/25/00 12:00 AM
Job Submitted 524700 1:47 P
o | |

Job Detail [ob Log
| 5/z4/00 25200 PM

Create a new server gioup

Enter a name for the new group in the text field. In this instance, the new
group 1s called “Remotel”.

Now you can add a member or members to the new server group you just
created by highlighting “Remotel”and right-clicking .Add Mensbers.
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ARCserve - [Job Status: 1] [_15]x]
File Manager ‘Wizard View JobStatus Window Help == x|

Job Tape DE T
Hg5o B Pae| il
contents =@ ARCserve Senvers
T2 My Computer < AUGUSTUS > dob Queve |
L New Group #1 Server [Queusid TioaD [status [Exscution Time  * [JohType | Last Resul
O tome Hew Server Gioup
© Quick Access Bename

© wizards
O utilities
O News

Delel

© support

HostRecently Used

© Backup wizard
© Restore wizard
© Backup

© Media Pool

© Database

Job Detail [Job Log
Add member to selected server group. |[6724700 25255 i

4. 'The Add Group Members dialog box appears.
Select a machine from this list and click Add or enter the name of the remote
machine you want to add to the “Remotel” group:

Add Group Members

— Server Mam

Refresh

Properties |
Help |

Auvailable Servers:

Add
| ARCSERVER1 Close

Server - |Assigned Group | Domain

CENTURY =
DATA i
Il DATART

DBMAG

DERF_SMEDLEY

DIRECT

= Ll

5. Enter the password and username for the computer when it prompts you.
In this instance, the server “ARCSERVER1” 1s added as a new member of

the group “Remotel”. You can add the server name of your choice.

Buddy Tip—You must have Administrator or equal rights to the remote machine in order
10 monitor that machine or to manage its jobs from the Job Status windon.

6. When the job starts, all machines that you have rights to appear in the Job
Status window. They are listed under “Remotel”.
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clicking. Then you can reschedule, modify, delete, re-start a completed job, or stop a job that is

& Buddy Tip—Lrom the Job Status Window, you can select a job and control it by right-
now running.

What's Next?

The following chapter discusses how to maximize the use of your hardware devices
and media to further enhance BrightStor ARCserve 2000’s performance.

4-9






Chapter 5

Getting BrightStor ARCserve 2000 In Gear!

Device Management

efore you embark on a long car trip, you’re sure to take time to check the tires

and the o1l filter to ensure a safe journey. Simuilarly, BrightStor ARCserve

2000’s effective media management provides valuable preparation for reliable

backup and recovery performance. Media management consists of software
and processes for the use of the software. The type of media can be magnetic tape,
optical platters or most types of SCSI attached removable storage. Because functions
such as tracking files to specific storage media are important requirements of your
organization’s daily production routine, effective media management requires knowing
the contents and location of all removable media (for example, magnetic tape).
BrightStor ARCserve 2000 allows you to track your media through the Device Wizard
or the Device Manager.

Use the Device Wizard

E You can launch the Device Wizard from the Wizards button on the
BrightStor ARCserve 2000 Home Page.

i

Welcome to Device Wizard

Thiz application will help you ko perfarm real-time media operations [format. eraze,
1etension, compression and eject] on a local or remote systenm.

Choosge the computer you want that device command to operate on;

Computer Mame: P«SA LI

Enter uger name and pazsword:

User: I

Password: I

[ Mate: Uzer & Pazaword fieldz are dizabled tor local machine. |

To continue, click Next. Y. /

< Back I Mest > I Exit I




Device Management

The Device Wizard helps you see at a glance all the devices that are connected to
your machine.

1. Highlight an adapter, device, media, or changer. Select from among the

available functions on the toolbar: Format, Erase; Retention; Compression; Eject, or
Rebuild.

2. To display device information about the media or the device itself, highlight a
tape device.

== Device Wizard

My Computer[5a)
[y <0> aic78us
h <1




Device Management

If you are using the Device Manager, the information about the
device appears in the right lower pane of the Device Manager window, similar
to the one shown below:

RCserve - [Device:1] =0 x|
le Manager Wizard Vew Device Window Help ST
& v | &, wa & oy
S & & & £ | & & eF &l
Job Tape DB -
= Hoge lrs S Sid g s-
contents = E3 Devices [ cissra
By <0 ic7moc
O Home 2 By <1 aicrmec
o il P C1557A
Quick Access B <25 perc2
O wizards
O utilities
O News
© support
<1> aic78xx
by
R
fostRecontyUsod
{Bevice Group Confiadratin. .
Adapter Information
wendor adaptes Inc.
Board Number 1
SCSIID 7
= Bus Type Internal
O pevice wizard 1/0 Port Address ECoo
Memory Adress /A
O Recover Datab... oA s
RQ 17
Maximum Transfer Length 4234967295
Maximum Physical Pages 17
alignment Mask o
ol | _>l_I
[z [ARCserve ServeriAsA [ty Computeriasa [User: administrater [10fas/z001 3:14:38 P 2

Buddy Tip—1If you have more than one storage device connected to your network machine,
BrightStor ARCserve 2000 lets you separate them into two or more groups. In this way, you
can have a group perform a backup, while another group processes a restore. This is known as
“barallel streaming”

If you have several devices in a group and your job spans more than one media,
the Device Manager can automatically span the tapes for you. You can then submit
large backup jobs to BrightStor ARCserve 2000, and automatically span multiple media
until the job is complete.

Let’s assume that you now have two media groups: “GROUP1”(one storage
device) and “GROUP2”(two storage devices).

®m  Submit a large backup job that requires more than one media.
®m  Insert blank (formatted) media into each GROUP2 drive.

® BrightStor ARCserve 2000 automates the media spanning for you.

Buddy Tip—If you used GROUPT for the same backup job without using BrightStor
ARCserve 2000 to span the media, you would have had to change the media manually.
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Device Management

1. M.Cﬁck the Device Group Configuration button to open the Device Group
Configuration dialog box and create a new group.

Enter the name “T'EST” for the group and click OK.
NewGroup ) x|

Group Mame: |TEST|

QK I Cancel | Help |

(GroupO appears by default and the Device will be under Group0.)

NOTE: You can rename Group0.

2. Assign the group you have just named to the available device.

x
Groups: Ayailable Devices
DA TEST E] <Device:2y HP - C18574

<< Hzsign |

@ Slot 2 - <Device:2: HP C1557

Eemovess | @ Slot 3 - <Deviee:2» HP 1557

@ Slot 4 - <Device:2: HP C1557
— Giroups — @ Slot 5 - <Deviees2 HP 1557

@ Slot 6 - <Device:2: HP C1557

Bename... |
B lies... |
Properties. q | _’I

QK | Cancel I Help |

3. Click Asszgn and then click OK.

What's Next?

Arranging your media to work continuously and efficiently helps achieve a high level
of storage management. To further control media, read about Media Pools, BrightStor
ARCserve 2000’s way of organizing media, in the following chapter.

The next chapter also discusses using BrightStor ARCserve 2000’s pre-configured
backup schemes to accommodate your specific requirements. At the same time, you’ll
establish permanent and automatic methods and routines that are maintenance-free.



Chapter 6

Back Up Automatically!

Put BrightStor ARCserve 2000’s Tape Rotation To Work

ou have already enjoyed the benefits of using the Backup Wizard to perform a
simple BrightStor ARCserve 2000 backup. Now you are ready to take
advantage of BrightStor ARCserve 2000’s built-in scheme that lets you set up a

backup scheme that, once established, repeatedly performs without any further
mtervention needed.
For the purposes of this tour, we are assuming that your company has retail
outlets that conduct business five days a week. The most convenient time for you to
schedule backups 1s after business hours, when the backup processing will not take up
valuable network time.

Create Repeating Backups Easily

-
QTO access the Backup Manager:
From the BrightStor ARCserve 2000 Home Page, select Quick Access. Then

1.

From the
Source tab,
select “My
Computer”
to select all
the files on
your
machine.

select Backup Manager. The following window appears:

a1 = 3 — 10X
Manager WWizard Vi Backup Window Help |8 x|
2 o v | &, WE & R
S 2 & £ | & & ef
Job Tape DB
= 18%8 AR & -
Contents
Souce | Destination | Schecuie |
O Home Mame [1ype [size: [ Last Modfied Date: Creation Date
= B Shocal Disk (<) Local Disk
uick Access
0q B SLocal Disk (D) Local Disk
O wizards =it M Socal Disk (E:) Local Disk
ocal D
O utilities WD Lol Dk (6 M Socal Disk (F:) Local Disk.
° 1 Local Dok} M S Local Disk {6:) Local Disk.
i B rogstry 88T Local Dk i) Local Disk
O Support Microsoft SOL Server W Ryregitry Reaistry
W System State 8 Bricrosoft SQL Server
01 g% Client Agents 1 Bysystem State
i+ 013y Preferved Shares|Machines
o netwerk
4 5
Jiost RecentyUsed |
P
b
Job Status
ga = My Gomputer
ackup
additional Information
Security CPU Type Fentium
Humber of CPU's z
Eilter.... Total Memory 1,073,258,496
PresPast Ontion Free Memory 663,408,640
Pre/Post Opfion...
Configure Gpen File Agent
Wiew Open File Agent
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Next, click the Destination tab to choose the group that you’re going to use
for this backup:
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2. After you've selected the tape and clicked the Schedule tab, BrightStor
ARCserve 2000 gives you a choice of pre-designed backup schemes. You can
use any of the pre-determined configurations, but in this case, select Use
Rotation Scheme and then select a full backup, using the 5-day backup
schedule:
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You can easily modify this scheme by highlighting the day you want to
change, and then clicking Modify to launch the Configuration dialog box. In
this instance, you’re changing the routine because you want to mnitiate a full
backup on Saturday, which was previously not selected.

RCserve - [Backup - Untitled:1]
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Click OK on the configuration dialog box when you’re satisfied with the
change.

Now let’s review the backup plan that you’ve devised by checking out the
calendar. If you want to make a change in the schedule that you’ve set up,
you can click on the Exceptions tab.
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For example, Friday 1s in the normal backup schedule, but the last day of the
month falls on a Friday, and you want to close down all business operations
to mventory merchandise.
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5. Select “March 31, 2000” on the calendar and right-click. Select Off.
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6. When you click the Schedule tab, you’ll see that the backup 1s not scheduled
for Friday. After you’ve made the exception to the regular schedule, the
normal schedule will resume. You can verify that BrightStor ARCserve 2000
made the change you wanted by clicking the Exceprions tab:

FHARCserve - [Backup - Untitled:1]
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7. Enter the name of the Media Pool Used and then submit the backup
schedule by clicking the Run button.

Buddy Tip—Make sure that you enter the name of the Media Pool used before the job
runs.

GFS Rotations

The Grandfather-Father-Son (GFS) strategy 1s a method of maintaining backups on a
daily, weekly, and monthly basis. GFS backup schemes are based on a seven-day
weekly schedule, beginning any day of your choice. The primary purpose of the GFS
scheme 1s to maintain a minimum standard and consistent interval at which to rotate
and retire the media. This scheme always uses the oldest tape first, so once you run
through a full week, the Monday tape will be used.
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You should perform a full backup at least once a week. All other days, you can
perform full, partial, or no backups. The advantage of setting up GES 1s that once 1t is
configured, you only need to make sure the right media is in the tape drive for each
day of the week. From that time on, GFS tells you which media to use, and manages
the backups for you. The daily backups are the Son media. A full backup 1s
performed at least once a week, and the last full weekly backup 1s the Father media.
The last full backup of the month (monthly backup) is the Grandfather media.

Buddy Tip—The monthly media are saved throughout the year, and should be taken off-
site for safekeeping.

Now that you have mastered a Rotation Scheme, you can continue on to
BrightStor ARCserve 2000’s GES Rotation Scheme.
1. From the Backup Manager Window, select a source and destination. Then,
click the Schedule tab.
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If it 1s not already activated, activate the Use Rozarion Scheme check box.

NOTE: Enable GFS is automatically marked when the Scheme
name is selected.

2. Select Append Media.

Buddy Tip—.Append Media will add the data from one Incremental or Differential
backup session 1o the same media as the following backup session, instead of creating a new

lape.
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3. From the Scheme Name drop-down box, select “5-day weekly incremental
backup, full backup on Friday, with GFS enabled”.

Buddy Tip—When you choose the Incremental Backup method, only files thar have
changed since the last backup are backed up again. Incremental Backups take less time and
requtire fewer media.

4. In the space labeled Media Poo! Name Prefix, enter “ACCT” to designate the
prefix for all of your media names.

BrightStor ARCserve 2000 automatically creates and names your backup

media using the name you designated.

5. If your company’s business hours are from Monday to Friday, you want to
maintain incremental backups from Monday through Thursday. On Friday
you select to have a Full backup. You decide that you want to keep the media
you use for six months before you recycle it.

Contents
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O Support = A is6. T
default
You w:
recycle
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apes, s
0 Job Status 51 ’
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Using this configuration, you'll need four tapes for your daily incremental
backups; five weekly tapes, and seven monthly tapes. The total media that
you need to get ready for this scheme 1s 16.

6. Click Run.
The backup job now runs exactly the way you’ve assigned it, and the media
will be recycled as you pre-determined.
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Media Pool Manager

As you know, you can use BrightStor ARCserve 2000’s automatic rotation schemes to
control the media that you use during backups. If you don’t use the automatic
features, the Media Pool Manager 1s an indispensable tool to efficiently schedule the
maintenance and recycling of your media. The media pool that you create is a logical

collection of removable storage media (tapes, optical platters, etc.) managed as a single
unit.

To assign a new media pool:

1. —I- From the Media Pool Manager window, click the New Pool button.
The Media Pool Configuration dialog box appears.

Media Pool Configuration x|
Pool Hame I

Baze Serial Mumber I‘IUUUUUU
Mext Serial Mumnber I‘IDDDDDD
Senal Mumber Range I‘]IJUUUU

tin.# of Media in Save Set I—DE
Fietention Time [days] I i E

ak. I Cancel | Help |

2. Enter “HQ_102” in the Poo/ Nanse field.

Buddy Tip—BrightStor ARCserve 2000 antomatically assigns media serial numbers
when media is formatted and placed in a specific media pool.

3. When done, click OK

Buddy Tip—Each media poolis divided in two sets, the Sare Set and the Scratch Set.
Once the media has passed certain criteria such as retention time and the number of required
media in the media pool, the media is moved to the Scratch Set. Retention period is the
number of days a media is kept in the Save Set of a Media Pool. When this period ends, the
media is moved from the Save Set to the Scratch Set and is made available for use.




A Save Set is the
portion of the
media pool that
locks the media
so that it can’t
be overwritten.
A Scratch Set is a
media set that
can be used
during a backup
job. Once
media has been
written to it, it
moves from the
Scratch Set to the
Save Set.
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Buddy Tip—You can specify the minimum number of save media to be retained in the
media pool Save Set. This is a safegnard that prevents data loss in case backups are not done

Jfor exctended periods of time.

What's Next?

By now, you are feeling good about what you and BrightStor ARCserve 2000
accomplish throughout your network environment — and you have a working
knowledge of BrightStor ARCserve 2000’s functions and features. Now you can meet

the “brains” behind BrightStor ARCserve 2000 ‘s operations.

The following chapter describes the Database Manager, where all of BrightStor
ARCserve 2000’s operating data resides. This information 1s made available to you
through Reports, which help track everything BrightStor ARCserve 2000 does.
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Chapter 7

BrightStor ARCserve 2000 Shares Its
Knowledge!
Using the BrightStor ARCserve 2000 Database and Reports

wo behind-the-scenes components contribute greatly to BrightStor ARCserve

2000’s industnial strength — by imterpreting the operating nformation for your

system, and then reporting that information directly to you. These helpful
managers are the Database Manager and the Reports Manager.

For example, the Database Manager makes it easy for you to perform intelligent
restores by maintaining records on each file and the media that it was backed up to. It
informs the Device Manager where the media is, and when to retire old media. The
Database Manager helps you maintain an efficient system by deleting old records, and
viewing information about jobs BrightStor ARCserve 2000 has run.

When the Database Manager is opened from the Quick Access screen,
you can look at the Summary charts to determine how much space the database uses
on your hard disk:
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Buddy Tip—You can prune old database records from the Database Engine tab in the
BrightStor ARCSserve 2000 Server Adpin. You can view database statistics such as buffer size,
number of active jobs and number of database records processed. You can enable/ disable database

1e1 g
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Reports

Using the BrightStor ARCserve 2000 Database and Reports

pruning in this tab and change the settings for the number of days and the time at which the
pruning will take place.

Similar to the other BrightStor ARCserve 2000 Managers, you can open the Reports
Manager from the Quick Access screen. After the Database Manager has collected

specific BrightStor ARCserve 2000 information, the Reports Manager produces log

data in the following formats that you can view or print:

Activity Log — All BrightStor ARCserve 2000 activity is recorded.
Job Log — Furnishes activity related to a specific job.

Tape Log — For debugging purposes only, all tape activity is available.

The types of reports that are available include:

Job Report — lists jobs that BrightStor ARCserve 2000 has run.
Backup Media Error Report — provides information about selected media.

Media Pool Report — furnishes date activated, serial number ranges, and
media properties of the tapes contained in a named pool.

Enterprise Job Status — contains information about jobs run by all the
servers within a specific period of time.

GFS Media Prediction Report — displays a forecast of the media you will
need by name. You can select the number of days you want to run the report.

Session Report — furnishes information about all of the backup sessions
that are on media. (Each source you select to back up 1s saved on media as an
individual session.)

Session Detail Report — contains information from the Media Session
Report and also lists each file backed up in each session.

Backup Device Report — delivers information about all storage devices
used with BrightStor ARCserve 2000.

GFS Rotation Profile Report — contains the Source, Session Number, and
file statistics for each media, data on the media in the Scratch and Save Sets,
media pool name, number of media in each set, tape names, backup method
for each media, status, and location.



Chapter 8
Customize IT!

BrightStor ARCserve 2000 Specific Solution Products

nghtStor ARCserve 2000’s comprehensive package of powerful features enables
B automated scheduling, built-in virus detection and curing, comprehensive alert

notification, centralized administration and extensive reporting. If you need to
further customize the BrightStor ARCserve 2000 environment, separately purchased
options can extend BrightStor ARCserve 2000’s management, protection, and
performance capabilities.

This chapter provides a brief summary of the range of additional products that
help you perform disaster recovery, back up open files, support additional platforms,
maximize performance, and perform online backup of applications, fibre channel and
replication. While this chapter discusses all of the client agents and product options,
some of these options are only available for the BrightStor ARCserve 2000 Advanced
Edition, and do not apply to the Small Business Server or Workgroup Editions.

Buddy Tip—Lor more BrightStor ARCserve 2000 product information, visit
WWW.ca.com/atcserve

Essential Environment Protection

BrightStor ARCserve 2000 Client Agents extend backup/restore support to a wide
variety of networked machines. The extensive set of client agents extend scheduled
backup/restore supportt to the following client machines:

B Windows 95/98

m Windows NT (Workstation/Server)

® Windows 2000 (Professional, Server and Advanced Server)
m NetWare including NetWare 5 with long file name support
®  Linux (Red Hat, SUSE, Turbo Linux, and Caldera distributions)
m  Solaris SPARC

m Solaris Intel

m IBM/AIX

m HP/UX

m  Silicon Graphics IRIX

m Digital TRU 64
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m SCO Open Server
m  SCO Unixware
m OS/2

All of these client agents and product options are available for the Advanced Edition.
Some of these client agents and product options are not available for the Workgroup
or Small Business Server Editions.

BrightStor ARCserve 2000 Disaster Recovery Option provides a fast Disaster
Recovery Solution for Windows NT /2000 environments. BrightStor ARCserve 2000
provides quick and easy restoration of a downed server, without the need for re-
mstalling the operating system or BrightStor ARCserve 2000. With BrightStor
ARCserve 2000 Disaster Recovery Option you can save the boot disk information on
a set of floppy disks or a CD (for machines that support bootable CD-ROM’s only) or
have BrightStor ARCserve 2000 collect and update the information automatically for
you. In the case of a disaster, the entire system can be rebuilt without having to
reinstall the Operating System. In addition BrightStor ARCserve 2000 Disaster
Recovery also provides users with the capability of performing remote system recovery
by waking the failed system and installing the OS and data from any location on the
network.

BrightStor ARCserve 2000 Backup Agent for Open Files addresses one of the
greatest obstacles to providing a complete backup solution - the problem of backing
up files that are in use by other applications or users. BrightStor ARCserve 2000
Backup Agent ensures that all backups are complete without skipping files that are in
use or locked by other applications. Patented state-of-the-art techniques ensure the
mtegrity of the backed-up data and provide completely transparent operation.
BrightStor ARCserve 2000 Backup Agent For Open Files supports all Widows 2000
features including the new NTES 5 file format. In addition it leverages the Windows
2000 mnstaller technology for easy and remote installation on multiple systems.

BrightStor ARCserve 2000 Tape Library Option provides flexible, unattended
operations by optimizing the capabilities of tape libraries or autoloaders. BrightStor
ARCserve 2000's Tape Library Option supports multiple drive libraries and 1s required
for the Storage Area Network Option. The number of libranes that can be installed on
one computer is limited only by your computer's available resources and system
performance. Libraries and single-drive tape drives may be installed on the same
computer, attached to the same or different host adapters. BrightStor ARCserve 2000
can send simultaneous data streams to all drives to optimize throughput on any
multiple drive library. In addition, BrightStor ARCserve 2000 Tape Library Option
delivers advanced tape management and scheduling features including the ability to
choose a particular date or range of dates for tape based copy and extended virtual
library support.
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BrightStor ARCserve 2000’s Backup Agents for Database and Messaging
Systems

BrightStor ARCserve 2000°s Backup Agents for database and messaging systems
are the reliable, flexible connection that allows BrightStor ARCserve 2000 to efficiently
back up and restore critical application. BrightStor ARCserve 2000 and the optional
Backup Agents combine to provide secure automated, on-line backup and restore for
your critical applications while open and in use. The following are available for the
Advanced Edition:

Database Agents Messaging Agents

Microsoft SQL Server Microsoft Exchange Server
Oracle Lotus Notes

Informix

Sybase

Ingres IT Server

R/3

Comprehensive Storage Network (SAN) Support:

BrightStor ARCserve 2000 Storage Area Network Option enables users to fully
exploit leading edge Fibre Channel technology. Fibre Channel SAN support offers
numerous benefits to the enterprise, providing the ability for multiple servers to share
storage devices, high-speed backup and restore over a fast fiber-optic storage
backbone, flexibility of extended distances for storage devices, advanced device
management tools and total scalability of the storage network. Includes the Tape
Library Option

BrightStor ARCserve 2000 Serverless Backup Option leverages SNIA Standard,
Extended SCSI Copy command to significantly enhance performance by taking the
backup load off servers, and freeing CPU time for mission critical tasks. The serverless
backup technology, combined with BrightStor ARCserve 2000 SAN solutions delivers
high performance, hot online protection of SAN volumes, unlimited scalability and
reduced administrative costs.
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Proven Performance Enhancements

BrightStor ARCserve 2000 Tape RAID Option increases backup performance by
striping data across multiple drives. When three or more drives are used, RAID
provides fault tolerance, enabling data restoration even if a tape 1s lost or damaged.
The Tape RAID option supports 0,1 & 5, mirroring and striping with and without
parity. The Tape RAID Option is also capable of supporting individual tape drives
(RAIT) or RAID across multiple libraries (RAIL).

BrightStor ARCserve 2000 Image Option performs ultra-high-speed backup and
file-level restore by creating a block-level image of data rather than processing file-by-
file. The Image Option also supports the new Windows 2000 NTFS5 file formats.
Ultimate data integrity remains in check and even open files or data in use 1s captured
with maximum integrity. This makes it an 1deal compliment to your disaster recovery
solution or a simple way to conduct super fast backups in SAN environments.

BrightStor ARCserve 2000 Optical Library Option extends BrightStor ARCserve
2000’s built-in optical library capabilities to provide flexible, unattended operations by
optimizing the capabilities of Optical libraries or jukeboxes. BrightStor ARCserve
2000's Optical Library Option supports multiple drive jukeboxes, including MO drives.
The number of libraries that can be installed on one computer 1s limited only by your
computer's available resources and system performance. Libraries and single optical
drives may be installed on the same computer and attached to the same or different
host adapters. BrightStor ARCserve 2000 can send simultaneous data streams to all
drives to optimize throughput
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Ask Your Buddy

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Ask Your Buddy — Questions and Answers

How do I know what amount of memory is free on the system?

BrightStor ARCserve 2000 uses free memory only when a backup or
restore job runs. (The memory 1s allocated when the job starts, and
1s freed when 1t completes.) To get an idea of the available free
memoty, create an environment with all the applications that need to
be running during the backup period, and check the free available
memory. (Use the Task Manager to determine the free memory.)

As a BrightStor ARCserve 2000 administrator, what utilities are
available to manage the BrightStor ARCserve 2000 databaser

Refer to the document VLDBUTIL.WRI for information regarding
utilities available to manage the BrightStor ARCserve 2000 database.

How much disk space does each entry in the BrightStor ARCserve
2000 database require when using MS SQL as the alternative
database?

Every file (record) you back up consumes about 105 to 115 bytes of
the ASDB database space. 150 MB of the SQL database contains
approximately one million records.

Why is BrightStor ARCserve 2000 not backing up my BrightStor
ARCserve 2000 SQL database even though I have the global option
“Back up BrightStor ARCserve 2000 Database files” selected?

When using MS SQL as the alternative database, the global option to
“Backup BrightStor ARCserve 2000 Database files” 1s not valid. Use
the BrightStor ARCserve 2000 Backup Agent for MS SQL Server to
back up the database.
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Ask Your Buddy - Questions and Answers

Why do I get a “session credential conflict error” in BrightStor
ARCserve 2000 for NT?

The error means you have a connection open to the given remote
server's share under a user name other than the one the backup is
using. To verify, check Explorer for drive mappings. From the
command prompt, run net use' (without the quotes) to further
identify connections between the two machines. This command may
have to be run on the remote machine, too. If the remote machine 1s
a NetWare server, you can load the monitor utility to verify which
accounts have active connections to the server.

To avoid the session credential conflict, you must connect to the
remote machine with the same user account as the current open
connection. To modify the job to reflect a different user name, go to
the Job Status screen, highlight the job, right-click, and choose Modify
Job. Select Run Job. In the Agent and Security Information screen,
highlight the remote server and click the Security button. Enter the
user name and password. You can also clear open connections with
the Windows 2000 Server Manager utility, located in the
Administrative Tools group.

I back up my remote computers under Network / Microsoft
Network / <Domain Name> / <Computer Name>, but the backup
1s not very fast. Am I doing something wrongy

Increase backup speed by implementing the BrightStor ARCserve
2000 Agent technology. This Agent uses Push technology, which
distributes some of the processing to the local operating system of
the target Server/Workstation. In this way, the data is “pushed”
across the Network, saving BrightStor ARCserve 2000 from some of
the processing work.

After the server crashed, in addition to replacing the hard disk, I also
replaced some outdated hardware. I ran the Disaster Recovery
restore and it appears to write everything back to disk, but when I
reboot the server I get a bluescreen crash. What is wrong here?

Changing a hard drive 1s OK, but if you change a SCSI
controller/Network card/ Video controller and driver(s) for new
cards that did not exist on the old system, N'T can crash or behave
erratically (for example, NT may not see the network). Try to

replace the faulty hardware with same/similar hardware. Under NT if
you change hardware without imnstalling new driver(s) and then try to
boot to N'T, the result is unpredictable. In short, disaster recovery
and hardware upgrades should not be combined. To restore your
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Ask Your Buddy - Questions and Answers

data, you should first reinstall the Operating System and then
reinstall BrightStor ARCserve 2000.

I am receiving a media error on my backups, and the tapes in the
drive are new. What can I do to get my problem resolved?

Read the following recommendations for the care and operation of
media:

TAPES: Tapes must be of a brand and length that is approved by the

tape drive manufacturer.

1. Check your drve's documentation to see which ones are
approved. A tape of an unapproved brand or type can fail
consistently in a particular drive.

2. Only use tapes of the proper length. Some tape drives can use a
variety of different-length tapes. Tapes vary in thickness,
tenston, and particle density, and a drive has to be designed to
properly handle those differences without causing damage to
itself or the tape.

CLEANING CARTRIDGE:

1. Clean tape drives using cleaning cartridges. The cleaning tape
will clean not only the head but also the full tape path; this will
prevent both read/write and tape positioning problems.

2. Follow the tape drive manufacturer recommendations. Use only
cleaning tapes that are recommended and use them only
according to the mnstructions.

3. Some cleaning tapes are only good for a certain number of uses.
If they are used more that specified, they come to the end of
their tape and will do nothing at all. Most manufactures
recommend cleaning the drive after every 25 to 30 hours of use.
Some will also recommend cleaning the drive after using a brand
new tape for the first time.

Which e-mail client should be installed on the Exchange Server
before installing the Database Agent?
Outlook or Exchange.

What devices does BrightStor ARCserve 2000 support?

BrightStor ARCserve 2000 1s designed to work with most of the
SCSI tape devices, as well as SCSI Rewritable Optical devices. Refer
to CA’s website for a certified device list to confirm the firmware
and model of the supported device.



Question:

Answer:

Question:

Answer:

Question:

Answer

Question:

Answer:

Question:

Answer:

Question:

Answer:

Ask Your Buddy - Questions and Answers

I would like to be notified in a case of a problem with my backup.
What can I do to achieve this goal?

BrightStor ARCserve 2000 NT provides the best alert notification in
the industry and provides event-based notification — via Email,
pager, SNMP, broadcast, event log, or through Unicenter TNG
Views.

Can BrightStor ARCserve 2000 back up Linux machines?

Yes, BrightStor ARCserve 2000 offers a Linux Client Agent, which is
an optional purchase.

What protocols can be used to backup a NetWare server under
BrightStor ARCserve 20007

BrightStor ARCserve 2000 can use IPX/SPX or TCP/IP protocols
to back up NetWare servers.

Can BrightStor ARCserve 2000 allow me to restore a particular
registry hiver

If the registry icon was explicitly selected during the backup, you will
be able to restore selective pieces of the registry. However, this
should only be done with full knowledge of the registry.

What is the difference between a GES rotation job and a custom
rotation job?

GFS, which stands for Grandfather, Father and Son, is a set rotation
scheme that creates three media pools automatically. These are the
daily, weekly and monthly pools. This 1s a set rotation that is limited
in customization and it also must auto-name the tapes mnvolved. A
custom rotation scheme is completely configured by the user. The
user configures the properties of the pool or pools involved, days to
backup, etc.

Can I utilize the various BrightStor ARCserve 2000 tape options
together? Can I use RAID, Image, and Tape Library options
together?

Absolutely. RAID and Image combined will allow you to get
maximum throughput for your local backups.
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How can I be informed of the latest updates to BrightStor ARCserve
2000 products?

All support patches will be posted on esupport.ca.com once they are
publicly released. In addition to checking the web site, you may also
subscribe to e-news — a bi-weekly news update that focuses on
support 1ssues and covers the BrightStor ARCserve 2000 family of
products.
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