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Passwords are not physically stored in any way inside a SQL Server database. SQL Server uses a mathematical formula known as a SHA1 hashing
algorithm to deduce a large number from the password, and stores this number inside the master.mdf data file instead. When a user logs on to SQL
Server, the password they enter is once again passed through this SHA1 hashing routine, and the hash resulting from it is compared to the hash stored in
SQL Server. If they match, the password is deemed to be correct, and access is granted.

It is theoretically impossible to retrieve a password from an SHA1 hash alone, and the only method that can be used to attempt to find a password is by
randomly choosing words, hashing them using the SHA1 algorithm, and comparing the hashes.

The Password Recovery Wizard is designed to be able to retrieve these stored hashes from both an online database (system administrator rights are
required) and even from an offline database, using only the master.mdf database file copied from the database server.

Unlike other competitive products, the Password Recovery Wizard does not rely on brute-force password guessing methods alone. The wizard uses
combinations of words taken from several dictionaries including Afrikaans, American English, Australian English, Chinese, Croatian, Czech, Danish,
Dutch, British English, Finnish, French, German, Hindu, Hungarian, Icelandic, Italian, Japanese, Latin, Norwegian, Polish, Portuguese, Russian,
Spanish, Swahili, Swedish, Xhosa, and Zulu to test for passwords, while also using non-standard terms from word lists of computer terminology,
literature, movie titles, song titles, people names, religious terms and scientific terms.

Using these dictionaries results in a much faster method of operation when users use common, easy to remember words, as is most often the case.

Should no password be retrieved using these supplied dictionaries, the Password Recovery Wizard will automatically switch over to using a more
traditional brute-force method of password recovery.

You can test by downloading an eval version.
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B2 Data Link Properties

Provider Connechion I.-'l'-.dvann::edl Al I

Password Recovery Wizard x| Specify the following to connect to SOL Server data:
1. Select or enter a server name:

|MYSERVER |

2. Enter information to log an to the server:;
£ Use Windows NT Integrated zecurity

Wielcome to the Pazsword Recovery Wizard |

Thiz wizard will azzist you in recovenng a pazsword from an exizting
Mazter SOL Server databaze.
i |lze a specific uzer name and pazsword;

Pleaze zelect pour recovery mode below: IJzer narme: Isa
Fagzsword: I
{* Recover password from an onling Master database [V Blank pazsword W Allow saving pazsw
i~ Recover password from an offine Master.mdf database file 3. Select the database on the server:
Imaster

" Aftach a database file as a database name:

Password I

Recovery
Wizard

[1zima the filerame:

Help LCancel

k. Cancel
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Password Recovery Wizard x|

The following accounts were found in the databasze fle. Pleaze
zelect the account to recover from the list supplied below. .
| BUILTIM Adminiztrators
3
Password
Recovery
Wizard
<< Back Mewt > Help LCancel

Password Recovery Wizard
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The Pazsword Recover Wizard 1z now
pazziword wzing ane of zeveral dictionar
Thiz process could take between secor
complete, depending on the complexity
account.

Statuiz: Dane |
Speed: N'words/zec
Pazzword: TEST1234
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Password Recovery Wizard X|

Please zelect the Master.mdf database file by using the Browse

buttan belaw:
Browse |

Password
Recovery
Wizard

Hewts | Help | LCancel |
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Select Master.mdf database file... =

Look i | = Local Disk (D]

7| &=

_ |RECYCLER,

sdk

_15hared

T s0L

1 Stuff

B Syskem Yolume Information
|:| Temp

. rnaster.mdf

4

File name: Imaster.mdf

Files af type: IDatahase Filez [*.mdf)

¥ Open az read-only
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Password Recovery Wizard

Password

Recovery
Wizard

x|

The following accounts were found in the databasze fle. Pleaze
zelect the account to recover from the list supplied below. .

<< Back Mewt > Help | LCancel

Password Recovery Wizard

Password

Recovery
Wizard
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The Pazsword Recover Wizard 1z now
pazziword wzing ane of zeveral dictionar
Thiz process could take between secor
complete, depending on the complexity
account.

“Y'ou may abort thiz process by clicking t

Status: Aftacking uzing numenc bru

Speed: 8224 Wordsfzec
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