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Chapter 1: Introduction

ADtoolkit™ is an innovative product that ensures simplified, expedient management of
tasks essential to the administration of Active Directory (AD). The tools included in
ADtoolkit ease the day-to-day management of Active Directory by providing bulk task
execution and streamlined configuration of common administrative tasks.

ADtoolkit is a comprehensive toolkit designed for Active Directory administrators of all
skill levels. ADtoolkit provides tools to administrators in two different ways. Primarily, any
administrator in charge can use all of the standard set of ADtoolkit tools to handle the
complex, time-consuming AD tasks. At the same time, ADtoolkit provides administrators
with a powerful, secure way to hand off any tasks they choose by creating Custom Tools
for other designated end users. These Custom Tools provide a means for administrators
in charge to create, modify and distribute only the tools they choose, lock down access to
only their portion of the tree, and give them the ability to assign default pre-filled data to
any tool created. In addition, ADtoolkit also includes features that allow users to simulate
tasks and schedule tasks at a convenient time for them and their network. A concise
review of the ADtoolkit toolset follows.

ADtoolkit Toolset

ADtoolkit includes a number of tools that help administrators complete the abundance of
tasks associated with managing users in AD. Without these tools, administrators who
want to perform tasks on more than one user at a time are faced with using command
line tools that have many switches and settings, or they end up scripting a custom
solution each time they need to perform a different task.

ADtoolkit, designed for users who want to tackle AD chores in bulk, streamlines the
configuration and execution of common administrative tasks. ADtoolkit Tools perform
bulk operations to multiple areas at once. These tools are separated into the following

categories:
= Users
=  Groups
= Contacts

= Computers
= Reports
= Security

= Directory Tools
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User Tools

ADtoolkit includes a number of tools that help administrators complete the abundance of
tasks associated with managing users in AD. Without these tools, administrators who
want to perform tasks on more than one user at a time are faced with using command
line tools that have many switches and settings, or they end up scripting a solution.
ADtoolkit User Tools perform bulk operations to multiple areas at once and include Add
Users, Modify Users, Delete Users, Reset User Passwords, Search and Replace User
Attributes, Move Users and Clone User.

Add Users

When new employees are hired, adding users to the directory is only one of the many
tasks that need to be accomplished in record time. Having multiple users to add manually
means that you could spend many hours doing this single task. The Add Users tool in
ADtoolkit will allow you to add users in bulk and configure the numerous additional
settings needed to complete this common task, such as:

e Set user location, or OU

e Set Windows logon name formula

e Set password options

e Set personal information such as address and organizational attributes
e Set user security options

e Set logon hours

e Set profile path

e Set home folder

e Set mailbox settings

e Set group memberships

e Set additional AD attributes

e Import user names and attributes from a CSV file
e Create output file of tool results

Modify Users

If user properties, such as group memberships or telephone area codes have changed
for a group of users, then Active Directory must be updated with new information.
ADtoolkit provides a number of options for changing user attributes and common
properties (a set of attributes and settings that users configure often), including:

e Select users and attributes in AD or import from a .CSV file
e Modify addresses

e Modify organizational attributes

¢ Modify security settings

e Modify user profiles

e Modify home folders

e Modify group memberships

e Modify AD attributes
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Delete Users

If employees leave a company or students graduate or finish classes, their user accounts
may need to be deleted or disabled and all their network resources removed. ADtoolkit
provides many options to administrators who need to delete or disable user accounts and
properties, including:

e Deleting accounts

e Disabling accounts

e Removing Home Directories and files

e Removing home directory ACLs

e Removing mailboxes

e Removing users from Groups
Reset User Passwords

Resetting passwords is sometimes the most repetitive task for AD administrators. Thus, it
is critical to provide a tool that easily enables administrators to change passwords and
account settings. ADtoolkit provides an easy to use tool that can be launched directly
from a desktop shortcut with saved configurations settings, including:

e Setting a blank password

e Setting a specific password

e Unlock user accounts

e  Setting the password to random
e User can change password

e Password required

e Password expires
Search and Replace User Attributes

If an attribute, such as address or area code changes for one group of users, but not
another, administrators may be faced with mining through AD to find which users need
the new attribute. ADtoolkit allows administrators to search and replace throughout AD,
changing either common properties or user attributes for any users that meet the search
criteria:

e Search by attribute or common property
e Specify search location by either entire subtree or only by immediate children
e Set filters either by common property or by AD attribute

e Replace options include replace always, replace if attribute is empty, replace if
attribute is not empty and remove the attribute
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Move Users

Occasionally you may have the need to move a user or group to a new domain or OU.
This might occur when the user changes jobs within the company or if a department or
other group is being re-named. ADtoolkit makes it easy for administrators to identify
these users and quickly and easily move them to the new domain or OU. The Move tool
allows you to:

e Select users in AD or import from a .CSV file
e Browse AD objects to select the new Domain or OU for the user(s)

e Create an output file, giving you a record of the move.
Clone User

Sometimes, when adding several new user accounts, it may be easier to copy the
settings from a pre-existing user account, eliminating the need to re-key all the settings
for each new user. For example, you might create a dummy user for your accounting
group which has all the appropriate group memberships, address information, and
terminal server settings. You could then use the Clone User tool whenever adding a new
employee to the accounting group. The Clone tool allows you to:

e Set user location, or OU

e Set Windows logon name formula

e Set password options

¢ Clone address and organization attributes
e Clone security settings

e Set profile path

e Set home folder

e Clone mailbox settings

e Clone group membership

e Set additional AD attributes

e Import new user names and attributes from a CSV file

e Create output file of tool results

Groups Tools

ADtoolkit includes several tools that are important to help administrators manage groups
in AD. ADtoolkit Group Tools perform bulk operations and include Add Groups, Modify
Groups, Delete Groups, Search and Replace Group Attributes and Move Groups.

Add Groups

There are many aspects to managing groups that can be done more swiftly when you
have a good tool. The Add Group tool in ADtoolkit will allow you to create groups, assign
members, set group type and scope, set the group as a member of other groups and set
additional group settings:

e Set group location, or OU

e Set Group Type and Scope
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e Set Description and Notes

e Set mailbox settings

e Set group memberships

e Set group membership of other groups

e Set Managed By attributes and additional AD attributes
e Import group names and attributes from a CSV file

e Create output file of tool results
Modify Groups

Changes to group membership can become an ongoing event. ADtoolkit provides a
number of options for changing group settings to alleviate the burden and make quick
changes including:

e Search for and Select groups in AD or import from a .CSV file to modify
¢ Modify groups scope and type
e Modify group email settings
e Modify group memberships
e Modify AD attributes

Delete Groups

ADtoolkit provides a quick and easy way for administrators to delete groups in bulk:

e Search for and select groups to delete

e Import a list of groups to delete
Search and Replace Group Attributes

ADtoolkit allows administrators to search and replace throughout AD, to quickly change
either common properties or attributes to groups that meet the search criteria:

e Search by attribute or common property
e Specify search location by either entire subtree or only by immediate children
e Set filters either by common property or by AD attribute

e Replace options include replace always, replace if attribute is empty, replace if
attribute is not empty and remove the attribute

Move Groups

Occasionally you may have the need to move a group to a new domain or OU. ADtoolkit
makes it easy for administrators select these groups and quickly and easily move them,
with all their members to the new domain or OU. The Move Groups tool allows you to:

e Select groups in AD or import from a .CSV file
e Browse AD objects to select the new Domain or OU for the group(s)
e Create an output file, giving you a record of the move.
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Contacts Tools

Many companies have special relationships with other vendors or organizations that
require contact information to be accessible to employees. ADtoolkit includes a number
of tools that help administrators complete the abundance of tasks associated with
managing contacts in AD. Without these tools, administrators who want to perform tasks
on more than one contact at a time are faced with using command line tools that have
many switches and settings, or they end up scripting a solution. ADtoolkit Contact Tools
perform bulk operations to multiple areas at once and include Add Contacts, Modify
Contact, Delete Contact, Search and Replace Contact Attributes and Move Contact.

Add Contacts

Once special relationships develop, things can move very quickly, and people depend on
the directory to be up to date for them to perform their jobs correctly. The Add Contact
tool in ADtoolkit will allow you to add contacts in bulk and configure additional settings,
such as:

e Set contact location, or OU

e Set Display Name (displayed in Address Book)

e Set Full Name (displayed in MMC)

e Set personal information such as address and organizational attributes
e Set mailbox settings

e Set group memberships

e Set additional AD attributes

e Import contact names and attributes from a CSV file
Modify Contacts

Keeping up to date information for contacts is also very important, so it becomes
necessary to constantly make changes to the contact information you have stored in AD.
ADtoolkit provides a number of options for changing contact attributes and common
properties (a set of attributes and settings that users configure often), including:

e Search for and Select contact and attributes in AD or import from a .CSV file
e Modify addresses

e Modify organizational attributes

e Modify group memberships

e Modify AD attributes

Delete Contacts

There will also come a time when contacts are no longer necessary, as relationships
change, so ADtoolkit provides a quick and easy way for administrators to delete contacts
in bulk:

e Search for and select Contacts to delete

e Import a list of contacts to delete

Search and Replace Contact Attributes

If an attribute, such as address or area code changes for one group of contacts, but not
another, administrators may be faced with mining through AD to find which contacts need
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the new information. ADtoolkit allows administrators to search and replace throughout
AD, changing either common properties or user attributes to any users that meet the
search criteria:

e Search by attribute or common property
e Specify search location by either entire subtree or only by immediate children
e Set filters either by common property or by AD attribute

e Replace options include replace always, replace if attribute is empty, replace if
attribute is not empty and remove the attribute

Move Contacts

When you need to move contacts to a new domain or OU, ADtoolkit makes it easy for
administrators to identify these contacts and quickly and easily move them to the new
domain or OU. The Move tool allows you to:

e Select contacts in AD or import from a .CSV file
e Browse AD objects to select the new Domain or OU for the contact(s)

e Create an output file, giving you a record of the move.

Computers Tools

ADtoolkit includes several tools that are important to help administrators manage
computers in AD. ADtoolkit Computer Tools perform bulk operations that include Add,
Modify, Delete, Search and Replace Attributes and Move.

Add Computers

There are many aspects to managing computers that can be done more swiftly when you
have a good tool. The Add Computer tool in ADtoolkit will allow you to create computer
records, identifying them by name, NetBIOS name, description and location:

e Set computer name

e Set Domain/OU of the computers

e Set Description and Location

e Set group memberships

e Set Managed By attributes and additional AD attributes
e Set Dial-in attributes and permissions

e Import computer names and attributes from a CSV file

e Create output file of tool results
Modify Computers

Changes to computers can occur often. ADtoolkit allows administrators to easily make
changes including:

e Search for and Select computers in AD or import from a .CSV file to modify
e Modify location and description
e Modify group memberships

e Modify computer manager
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e Modify Dial-in attributes and permissions
e Modify AD attributes

Delete Computers
ADtoolkit provides a quick and easy way for administrators to delete computers in bulk:
e Search for and select computers to delete
e Delete or Disable computers

e Import a list of computers to delete

Reset Local Account Passwords

When you need to reset the passwords for a local account on several computers,
ADtoolkit provides a solution. The Reset Local Account Passwords tool enables
administrators to reset the passwords of local user accounts:

e Search for and select computers whose users to target
e Reset the password for the local admin account or another user

e Specify a new password or create a random password

Search and Replace Computer Attributes

ADtoolkit allows administrators to search and replace throughout AD, to quickly change
either common properties or attributes for computers that meet the search criteria:

e Search by attribute or common property
e Specify search location by either entire subtree or only by immediate children
e Set filters either by common property or by AD attribute

e Replace options include replace always, replace if attribute is empty, replace if
attribute is not empty and remove the attribute

Move Computers

Occasionally you may have the need to move a computer to a new domain or OU.
ADtoolkit makes it easy for administrators select these computers, and quickly and easily
move them to the new domain or OU. The Move Computers tool allows you to:

e Select computers in AD or import from a .CSV file
e Browse AD objects to select the new Domain or OU.

e Create an output file, giving you a record of the move.

Reporting Tools

One of the crown jewels of ADtoolkit is its easy-to-use AD Reporting engine. This feature
allows you to report on nearly all the AD attributes as well as many other common
properties, such as your Exchange mailbox statistics. And, in addition to the numerous
standard reports that come with ADtoolkit, you can use the built in custom report designer
to develop your own unique reports. ADtoolkit’s Reporting Engine allows you report on
users, groups, computers, contacts, printers, and OUs:

User Reports
e Standard reports included such as:
e Mailbox information
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e Users groups

e Users last logon

e Locked out users

e Expired users

e Inactive users

Custom Report creation by common property or AD user attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools

Group Reports

Standard reports included such as:

e Address Information

e Group Creation Dates

e Group Managers

e  Group Membership

e Size, Type and/or Scope

e Nested members and Groups

e Security

e Last Modified Time

e Managers

Custom Report creation by common property or AD attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools

Contact Reports

Standard reports included such as:

e Address Information

e Contact Creation Dates

e Contact names in all formats

e Contact Phone Numbers

e Group Membership

e Last Modified Time for contacts

e Managers

Custom Report creation by common property or AD attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools

Computer Reports

Includes standard reports, such as:

e Basic Computer Information

Introduction



ADtoolkit

10

e Computer Creation Dates

e Computer Description and Location

e  Group Membership

e Disabled Computer Accounts

e Last Modified Time for computers

e Managers

e Login information by Date, Server and/or DC

e OS Name, version and service pack

e Local Users and Groups

e OS, BIOS, and Processor Info

Custom Report creation by common property or AD attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools

Printer Reports

Includes standard reports, such as:

e Printer Names

e Color Printers

e Creation Date for Printers

e Paper Types Supported

e Printer Characteristics

e Printer Containers

e Printer Managers

e Printer Shares

e Printer Server Names

Custom Report creation by common property or AD attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools

OU Reports

Includes standard reports, such as:

e OU Names and Containers

e OU Addresses

e OU Creation Dates

e OU Descriptions

¢ OU Managers

Custom Report creation by common property or AD attribute
Filters available to narrow down selected criteria further

Report output can be saved for import into other tools
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Security Tools

ADtoolkit provides several tools that allow administrators to easily document, find, and fix
their network’s security problems. Using the ADtoolkit security reports, it is easy to report
on security rights for Files and Shares, AD objects, Exchange mailboxes, or even
Printers. Also, the Analyze and Clean tools allow administrators to quickly scan Active
Directory to find and fix missing or invalid ACLs.

AD Security Reports

ADtoolkit's AD Security Reporting tool enables administrators to quickly document the
security rights for Active Directory objects. Use one of the several standard reports or
create your own custom report to easily filter through AD and grab the security rights you
need.

¢ Includes standard reports, such as:
e All Security Rights
e Auditing Rights Only
e Computer Rights
e Contact Rights
e Container Rights
e Explicit Rights Only
e Group Rights
e Inheritance Flags
e Owner Rights Only
e User Rights

e Custom Report creation

e Filters available to narrow down selected criteria further
File Security Reports

ADtoolkit’s File Security Reporting tool enables administrators to quickly document the
security rights for Files and Shares. Use one of the several standard reports or create
your own custom report to easily filter through network shares and grab the security
rights you need.

¢ Includes standard reports, such as:
e All Security Rights
e Auditing Rights Only
e Directory Rights
e Explicit Rights
e File Rights
¢ Inheritance Report
e Permissions Only
e Owner Rights Only
e Share Permissions

e Custom Report creation
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e Filters available to narrow down selected criteria further

Mailbox Security Reports

ADtoolkit’'s Mailbox Security Reporting tool enables administrators to quickly document
the security rights for user mailboxes on your network. Use one of the several standard
reports or create your own custom report to easily filter through Exchange mailboxes and
grab the security rights you need.

e Includes standard reports, such as:
¢ Advanced Mailbox Rights
e Basic Mailbox Rights
e Explicit Mailbox Rights
e Mailbox Owners
e Custom Report creation
e Filters available to narrow down selected criteria further

Printer Security Reports

ADtoolkit’s Printer Security Reporting tool enables administrators to quickly document the
security rights for print queues on your network. Use one of the several standard reports
or create your own custom report to easily filter through print queues and grab the
security rights you need.

¢ Includes standard reports, such as:
e Advanced Printer Share Permissions
e Basic Printer Share Permissions
e  Printer Share Owners
e  Custom Report creation
e Filters available to narrow down selected criteria further

Analyze AD ACLs

Some loose rules apply to ACLs that affect performance when accessing ACLs. For
example, using user names in ACLs instead of group names makes an ACL more
cluttered, and performance may suffer. That's why ADtoolkit finds these conditions and
provides a way to address them, easily and efficiently, with the Analyze ACL tool.
Features of this tool include:

e Find user names in ACLs

e Find user names appearing in the owner field

e Find computer names appearing in the owner field and ACLs
e Find empty and missing ACLs

e Find missing ACLs

e Find deleted or invalid SIDs in ACEs

e (Clean ACLs by removing invalid or deleted SIDs from ACEs
e Undo remove actions
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Analyze File ACLs

Like Active Directory ACLs, File ACLs also have a direct impact on performance and
maintenance. This tool is designed to locate and address issues that affect performance
and/or maintenance easily and efficiently. These features include:

e Find user names in ACLs

e Find user names appearing in the owner field

e Find computer names appearing in the owner field

e Find empty ACLs

e Find missing ACLs or invalid SIDs in ACEs

e Clean ACLs by removing invalid or deleted SIDs from ACEs
e Undo Remove ACL

Search and Replace AD ACLs

Using the Analyze ACLs tool may show you when user names are used instead of group
names in AD ACLs. In order to change this condition efficiently, ADtoolkit provides a tool
that allows for efficient searching and replacing of objects in ACLs. Options of this tool
include:

e  Specify search location
e Search by object name
¢ Replace in owner fields
¢ Replace in ACLs

e Undo Replace action

Search and Replace File ACLs

If a user finds problems with their ACLs, such as user names in the list instead of group
names, ADtoolkit provides a way to efficiently change it. By using the Search and
Replace tool, you can make changes throughout a share in one single action:

e  Specify search location
e Search by object name
e Replace in owner fields
¢ Replace in ACLs

e Undo Replace action

Directory Tools
Resynch AD

Sometimes, in order to ensure your tasks can be completed efficiently and changes are
pushed out immediately, users may want to force their Domain Controllers to replicate
immediately. The Resynch AD tool provides a way for administrators to perform this
activity with just a few simple steps:

e Select the Domain or Domain Controller to resynch
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Key Features

ADtoolkit provides the following key features:

Perform search and replace on user, group, computer and contact data

Add, delete, move and modify user, group, computer and contact attributes and
properties

Create, configure and delete Exchange mailboxes

Clean up ACLs and remove deleted or unknown SIDs in AD and on Files and
Shares

Search through ACLs to perform search and replace on group and user names
Undo changes made to ACLs
Distribute customized tools to other administrators

Report on account data and resource usage for Users, Groups, Computers,
Contacts, Printers and OUs

Use report data to drive other tools

Schedule tasks to run at your convenience

Customize the user interface to mandate data entry on specific fields
Disable data entry on fields you choose

Launch pre-configured tools from desktop
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Chapter 2: Getting Started

This chapter describes the requirements for ADtoolkit, as well as how to obtain, install
and register the product.

System Requirements

Following is a list of the minimum client requirements for running ADtoolkit:

e PC running Microsoft Windows 2000 Professional, Server or Advance Server,
Windows Server 2003, Windows XP, or Windows Vista

e Connection to a Windows 2000/2003 network
e 128 MB of RAM
e 75 MB of disk space

You must be logged into the Windows 2000/2003 network as a user with administrative
rights in the destination Domain (or Organizational Unit). More specifically, the logged in
user must have the right to create users in the destination container.

In addition, some features require the logged in account to already have an Exchange
mailbox created and configured for use or access to an SMTP server from which to send
email.

Obtaining ADtoolkit

ADtoolkit is available exclusively through our website, www.javelinasoftware.com. You
can download ADtoolkit from the Downloads page of our website at:
http://www.javelinasoftware.com/download.php. Because the download file is roughly 25
MB in size, we recommend that you use a high-speed connection to the Internet for
downloading the file.

Installing ADtoolkit

Once you have downloaded the software, to install ADtoolkit follow these steps:
e From the chosen PC, execute the ADtoolkit.exe installation program.
e Select NEXT on the “Welcome to ADtoolkit” installation screen
e Select ‘I Agree To This License’ checkbox and click NEXT
e Select an installation directory, and click NEXT.
e Select whether to make ADtoolkit available to all users, and click NEXT.
e Select a Group to add the program icon to, and click NEXT.
e Click the NEXT button to start the installation.
e Once the installation is complete, click FINISH to close the installation program.

Uninstalling ADtoolkit

To uninstall the ADtoolkit software, from the Start Menu select Programs | ADtoolkit |
Uninstall ADtoolkit. Or you can use the Add/Remove Programs applet from the Control
Panel to uninstall the software.

Getting Started
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Registering ADtoolkit

By default, the software is installed with a 15-day license, which allows you to evaluate a
fully operational version of the product. Once you decide to purchase ADtoolkit, you
must contact Javelina Software directly at 1-800-514-5484 or info@javelinasoftware.com
to obtain a production license and register the product. Once you have received the new
registration information from Javelina Software, simply run the product, select the Help |
Register menu command, enter the new information, then click OK to license and
register the product.

Product Support

If you have a question about ADtoolkit, first refer to the documentation or online Help. If
you cannot find the answer, contact Javelina Software. Technical support is available at
no charge for the first year after purchase. After the first year, you may purchase
additional support through Javelina Software’s Maintenance Agreement.

Technical support is available between 8:00 A.M. and 5:00 P.M. (EST), Monday through
Friday, excluding holidays. For technical support, contact Javelina Software at the
following address, telephone numbers or email address:

Javelina Software, LLC

3524 South River Terrace
Edgewater, MD 21037

Phone: 302-422-0230
Fax: 410-798-5425

Email: support@javelinasoftware.com
Toll-free phone: 1-800-397-5484

Getting Started
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Chapter 3: Client Overview

To start ADtoolkit, double-click on the ADtoolkit icon on your desktop. Or, from the Start
Menu select Programs | ADtoolkit V | ADtoolkit V. This will launch the ADtoolkit client
where you can select the tool to be executed. The ADtoolkit client is similar to the
popular MS Outlook interface. More specifically, it features a shortcut bar on the left side
of the screen with an icon for each tool. Clicking on one of the icons will select that tool
as the current tool. Meanwhile, the right side of the screen displays a set of tab pages for
setting up the currently selected tool.

To use an ADtoolkit tool:

e Select the tool you wish to use from the shortcut bar (left pane) or from the Tools
menu on the menu bar.

e Enter the desired settings on each of the tab pages (right pane).

e Select the RUN SIMULATION button or Run | Run Simulation menu command to
check for possible errors.

e Make the necessary changes to fix the errors exposed during the simulation.

e Select the RUN Now button or the Run | Run Now menu command to begin the
tasks. (Or select the RUN LATER button or the Run | Run Later menu command
to schedule when to begin the tasks.)

The ADtoolkit client runs on Windows 2000, Windows XP, Windows Vista, or Windows
Server 2008 and provides the primary interface to all aspects of ADtoolkit. It contains the
following main components:

e Title Bar — displays the name of the application and document or workspace.
e Menu Bar — contains pull-down menus for accessing commands.

e Toolbar — provides quick access to commonly used commands.

e Shortcut Bar — provides quick access to the ADtoolkit tools.

e Information Tabs — tabbed pages that allow you to enter the necessary
information required to run the selected tool.

e Status Bar — displays information about the selected command.

Title Bar

The title bar is located along the top of a window and contains the name of the
application and document or workspace. You can move a window or dialog box by
dragging its title bar.
The title bar contains the following information and controls:

e Name of the application (e.g., ADtoolkit)

e Name of the document or workspace

e Minimize button

e Maximize button

e Close button

e Application Control-menu button

Client Overview
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The menu bar is located under the title bar. The ADtoolkit menus follow the same
convention as standard Windows menus, where commands are grouped under a menu
on the menu bar. Some commands perform an action immediately, whereas others
display an additional dialog allowing you to select various options or specify additional

information.

ADtoolkit commands are grouped under the following menus on the menu bar:

e File Menu
e Edit Menu
e View Menu
e Tools Menu
e Run Menu
e Help Menu

File Menu

Use the File Menu commands to create, open and save a workspace and to exit the
product. The following commands are available under the File Menu.

New Workspace

Ctrl + N
Open Workspace

Ctrl + O
Save Workspace

Ctrl + S

Save Workspace
As

Save Custom Tool
Create Shortcut

Recent File

Exit

Creates a new workspace with the default
options.

Opens an existing workspace in a new
window.

Saves the active workspace using its
current file name and directory.

Note: ltems in the grid lists for each tool will
also be saved. Because these lists can be
excessively long, they are saved to
separate files which are in turn stored in the
Workspace Files sub-directory, regardless
of where the Workspace file itself is stored.

Saves the active workspace using a
different file name and/or directory.

Saves the settings for the current custom
tool.

Saves a copy of the current workspace and
creates a desktop shortcut to launch it.

Allows you to select a recently opened
workspace file.

Exits your ADtoolkit session.
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The Edit Menu commands are available whenever your cursor is positioned in a text box
field on the various tabs. The following commands are available under the Edit Menu.

Undo

Cut

Copy

Paste

Delete

View Menu

Ctrl+ Z Reverses the last editing operation.

The name of the command changes,
depending on what the last action was.
The Undo command changes to Can’t
Undo if you cannot reverse your last action.

Deletes the currently selected data from
the current edit window and moves it to the

Ctrl + X clipboard.

This command is not available if there is no
data currently selected.

Copies the currently selected data from the
current edit window to the clipboard.

Ctrl+ C This command is not available if there is no
data currently selected.

Inserts data from the clipboard into the
current edit window at the insertion point.

Ctrl + V This command is not available if the
clipboard is empty.

Del Deletes the currently selected data.

Use the View Menu commands to control what is displayed on the screen. A check mark
appears next to the menu item when the screen component is being displayed. The
following commands are available under the View Menu.

Toolbar

Status Bar

Shortcut Bar

Title Bar

Shows or hides the Toolbar, which includes buttons for
some of the most common commands in the product.

Shows or hides the Status Bar, which describes the action
to be executed by the selected menu item or depressed
toolbar button, and keyboard latch state.

Shows or hides the Shortcut Bar, which is displayed along
the left side of the application. The Shortcut Bar provides
quick access to all the tools available.

Shows or hides the Title Bar, which displays the name of
the currently selected tool and appears directly above the
tool window.

Client Overview
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Use the Tools Menu commands to select one of the ADtoolkit tools. A check mark
appears next to the menu item of the tool that is currently active. Additionally, if the Title
Bar option is selected/checked (View | Title Bar), the Title Bar above the tool window

displays the name of the active tool.

The following commands are available under the Tools Menu.

My Custom Tools

Import

Remove

Manage

Distribute

Users
Add
Modify
Delete
Reset Passwords

Search & Replace

Move
Clone
Groups
Add
Modify
Delete

Search & Replace

Displays the Import Custom Tools dialog
allowing you to import an existing custom
tool.

Displays the Remove Custom Tools dialog
allowing you to remove a custom tool from
the “My Custom Tool” menu and shortcut
bar.

Displays the Manage Custom Tools
allowing you to add, modify, delete, or copy
a custom tool. It also allows you to email
or add the custom tool to the "My Custom
Tools" menu and shortcut bar.

Launches the Distribution Wizard allowing
you to create custom tool distributions to
be shared with other administrators in your
organization.

Activates the Add Users tool.

Activates the Modify Users tool.
Activates the Delete Users tool.
Activates the Reset User Password tool.

Activates the Search & Replace User
Attributes tool.

Activates the Move User tool.

Activates the Clone User tool.

Activates the Add Groups tool.
Activates the Modify Groups tool.
Activates the Delete Groups tool.

Activates the Search & Replace Group
Attributes tool.

Client Overview
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Contacts

Add
Modify
Delete

Search & Replace

Move
Computers
Add
Modify
Delete

Reset Passwords

Search & Replace

Move

Reports

User Reports
Group Reports
Contact Reports

Computer
Reports

Printer Reports
OU Reports
Security

AD Security
Reports

File Security
Reports

Mailbox Security
Reports

Printer Security
Reports

Analyze AD ACLs

Analyze File
ACLs
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Activates the Move Groups tool.

Activates the Add Contacts tool.
Activates the Modify Contacts tool.
Activates the Delete Contacts tool.

Activates the Search & Replace Contact
Attributes tool.

Activates the Move Contacts tool.

Activates the Add Computers tool.
Activates the Modify Computers tool
Activates the Delete Computers tool.

Activates the Reset Local Account
Passwords tool.

Activates the Search & Replace Computer
Attributes tool.

Activates the Move Computers tool.

Activates the User Reports tool.
Activates the Group Reports tool.
Activates the Contact Reports tool.

Activates the Computers Reports tool.

Activates the Printer Reports tool.

Activates the OU Reports tool.

Activates the AD Security Reports tool.
Activates the File Security Reports tool.
Activates the Mailbox Security Reports
tool.

Activates the Printer Security Reports tool.

Activates the Analyze AD ACLs tool.
Activates the Analyze File ACLs tool.
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Search & Replace
AD ACLs

Search & Replace
File ACLs

Directory Tools
Resynch AD
Undo

Options

Run Menu
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Activates the Search & Replace AD ACLs
tool.

Activates the Search & Replace File ACLs
tool.

Activates the Resynch AD tool.

Displays the Undo Tool Actions dialog
allowing you to select the undo file to be
used to undo a tool's actions.

Displays the Application Options dialog
allowing you to modify the program
options, such as the log file settings and
LDAP port settings.

Use the Run Menu commands to specify when to run the selected tool and whether to
run in simulation mode. The following commands are available under the Run Menu.

Run Now

(green flag)

Runs the currently active tool.

The program will validate all of the data
that has been entered. If there is an error
in the data, the cursor will be moved to the
erroneous field and a warning message will
be displayed. To continue running the tool,
fix the error and once again activate the
Run Now option. If all the data is valid, the
active tool will then be launched as a
separate application.

NOTE: As a precautionary measure, we
recommend using the Run Simulation
command before using the Run Now
command. This will expose any problems
before actually executing the tool.
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Run Later

Run Simulation

Manage Tasks

(yellow flag)
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Allows you to schedule when to run the
currently active tool.

Upon selecting this command, the program
will validate all of the data that has been
entered. If there is an error in the data, the
cursor will be moved to the erroneous field
and a warning message will be displayed.
To continue running the tool, fix the error
and once again select the Run Later
command.

Once all the data has been validated, the
Run Later Wizard will be launched where
you can select a schedule for the tool to
run on and enter a name and password to
be used when running the tool. After
entering this data, a task will be added to
the Windows 2000 Task Scheduler that will
automatically launch the tool at the
designated time(s).

In order for the tool to run at a later time,
the machine must remain running.
However, the Windows 2000 user may log
out.

Runs the currently active tool in simulation
mode.

Upon selecting this command, the program
will validate all of the data that has been
entered. If there is an error in the data, the
cursor will be moved to the erroneous field
and a warning message will be displayed.
To continue running the tool, fix the error
and once again select the Run Simulation
command. If all the data is valid, the active
tool will then be launched as a separate
application.

The simulation mode is designed to expose
any problems (such as incorrect access
rights) without actually performing the
requested action. If the tool runs properly
in simulation mode, then no errors should
occur when performing the Run Now or
Run Later commands.

Launches the scheduled task manager.

The scheduled task manager allows you to
see all of your current ADtoolkit tasks set to
run on a specific schedule. You can also
edit the schedule or settings associated
with each tool from this dialog.
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Help Menu

Use the Help Menu commands to register the product and to obtain online assistance
with the ADtoolkit application. The following commands are available under the Help
Menu.

i Offers you an index to topics on which you
Help Topics o ge%/help. p y

What's This? Allows you to access context sensitive help
- for the product.

When you choose the toolbar's “What’s
This?” button, the mouse pointer will
change to an arrow and question mark.
When you click somewhere in the
application, such as another toolbar button,
the Help topic for that item will be
displayed.

About ADtoolkit V Displays the copyright information and
version number of this application.

Register Allows you to register the product or view
the current registration information.

Toolbar

The toolbar is displayed across the top of the application window, below the menu bar.
The toolbar command buttons provide quick mouse access to the most commonly used
commands in ADtoolkit.

To hide or show the toolbar, use the View | Toolbar menu command.

See the table under the previous section (Menu Bar) for a description of the toolbar
buttons and their menu command equivalents.

Shortcut Bar

The Shortcut Bar is displayed on the left side of the application. It provides quick access
to all of the tools available in the ADtoolkit product. Each tool is displayed as an icon with
a title below it. The icons are separated into categories by header buttons: Users,
Groups, Contacts, Computers, Reports, Security, Directory Tools, and My Custom Tools
(if custom tools are defined). To switch between the different categories, simply click on
the header button which will then display the tools available for the selected category.

NOTE: |If there are more icons than can be displayed at once, scrolling arrows will
appear in the upper and lower right-hand corners of the Shortcut Bar. Use
these buttons to scroll up and down through the Shortcut Bar.

To hide or show the shortcut bar use the View | Shortcut Bar menu command.
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Information Tabs

The tab pages to the right of the shortcut bar display all of the information and options
required to run the selected tool. Each tool has a Selection tab page for selecting the
objects to be acted upon. The remainder of the tab pages vary depending on the tool
selected. See the appropriate chapter for a description of each of these tab pages.

Status Bar

The status bar is displayed across the bottom of the ADtoolkit window. The left area of
the status bar describes the actions of menu commands as you navigate through menus.
This area similarly displays messages describing the actions of the toolbar buttons as
you depress them, before releasing them. The right area of the status bar indicates the
keys that are latched down:

e Object Count - the number of objects contained in the grid of the currently
selected tool.

e CAP - the Caps Lock key is latched down.
e NUM - the Num Lock key is latched down.
e SCRL - the Scroll Lock key is latched down.

Use the View | Status Bar menu command to hide or show the status bar.

Splitter Bar

The splitter bar between the Shortcut bar and the information windows can be used to
resize the two windows. To resize the windows using the splitter bar:

¢ Place the mouse cursor over the splitter bar.

e Click and hold the left mouse button.

e Drag the splitter bar to the left or right.

e Release the button when you have reached the desired position.

Client Overview



ADtoolkit 26

Chapter 4: User Tools

The User Tools in ADtoolkit allow administrators to complete the abundance of tasks
associated with managing users in Active Directory. Without these tools, administrators
who want to perform tasks on more than one user at a time are faced with using
command line tools remembering the many switches and settings available or writing
scripts to perform these tasks. ADtoolkit User Tools allow administrators to perform bulk
operations to multiple areas at once.

This chapter provides a step-by-step procedure for using the various user tools as well as
detailed descriptions of all the tab pages associated with each of the following User tools:

= Add Users

= Modify Users

= Delete Users

= Reset Passwords

= Search and Replace User Attributes
= Move Users

=  Clone User

Add Users Tool

The Add Users tool in ADtoolkit allows you to add users in bulk including configuring the
numerous additional settings needed to complete this common task.

How To Add Users

1. Open the Add Users tool by selecting the TooLs | USERS | ADD menu command or
shortcut bar icon.

2. Proceed to the Users tab and select the Abb button. Enter the first and last name of
the user you wish to add. If there is any other personal information for this user that
you wish to add such as a description or phone number, do so by selecting the
appropriate tab page and entering the information. When you are finished adding
information for this user, select the OK button.

NOTE: Settings made in the grid on the Users tab will override any settings made on
the other tab pages.

3. Repeat step 2 for each additional user to be created. You can also use the IMPORT
button to add multiple users to the grid at once or set an import file to import the
users at the time the tool runs.

4. If an error was made entering the user information, edit the information by clicking on
the appropriate cell in the grid or by selecting/highlighting the user and using the EDIT
button.

5. Proceed to the Account tab and select the BROWSE button to select the domain or
OU where the new user account is to be created.
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6. Onthe Name tab page, select the method for converting the users' names into
Windows 2000 logon names. Also choose the suffix to be added to the logon name.

7. To automatically create an Exchange mailbox for each new user, proceed to the E-
mail tab and select (check) the CREATE EXCHANGE MAILBOXES checkbox.

8. To write the new account names and passwords to a file for future reference,
proceed to the Output tab and select (check) the CREATE A FILE WITH USER NAMES AND
PASSWORDS checkbox and type a filename and location in the corresponding fields.

9. The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

NOTE: Although most settings are optional, pay close attention to the Security and the
Profile tab pages. The settings on these pages are the most important for
setting up user accounts correctly.

NOTE: Settings made using the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made in the grid on the Users
tab.

10. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy user is added with all the specified
settings and then deleted to ensure that the process will work correctly.

11. Once you have corrected any problems encountered during the simulation run, select
the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Add Users tool will be launched and the
users will be created.
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Use this tab to specify the names of new users to be created. User names can be added
one at a time using the AbD button or multiple user names can be added from a file using
the IMPORT button.

You can also use this tab page to specify attributes for individual users. If you do so, the
data entered into the grid will override any settings made on the other tab pages. For
instance, if you specify a user’s street address both in the grid and on the address tab
page, the address entered in the grid will be the one used to set the user’s street address
attributes in Active Directory.

Add Users
Users INames I.ﬂ.ccount IF‘ersonaI ISecuﬁty IF‘roﬁIe IGmups IE-maiI ITer‘minaI ]Dia-in I.ﬂ.th'ibwes IOulput I
Remove |~ | Edt | Impot || [No Impot Fi Speciied
First Hame Last Hame -~ Middle Hame Full W ame Lhzplay Mame Lescnphion |
John Kennedy F
Dian Cuayle
«J | 0
Configure Grid | rate: Data entered inta this arid will overide the settings oh the following tab pages

This tab contains the following controls:

Add Click this button to enter basic information required to
create a new user account, such as first and last name.
Selecting this button will display the New User Info dialog,

which allows you to enter the new user information.

Click on this button to remove all selected names from the
list of users below.

Remove

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select Remove All from the drop down menu.

Edit Click this button to modify the basic information, such as
first and last name, of the selected user. This will display
the Modify Users Info dialog allowing you to modify the

selected user's basic information.
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Import

Import File Name

User Grid

Configure Grid
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Click this button to import one or more user names from a
CSV file to populate the user list. This will display the
Import Users dialog allowing you to locate the file to be
used for importing user names. Or, you can set an import
file to import the users at the time the tool is run. For more
information about importing users, see Appendix A:
Importing Users on page 343.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the Import button and select Set
Import File from the drop down menu. To clear this field,

click on the down arrow on the right side of the Import
button and select Clear Import File from the drop down

menu.

This grid contains the names of the users you wish to

create.

Click this button to display the Configure Grid dialog which
allows you to modify the grid's display of columns.
Through the dialog you can show or hide columns and
change their order of appearance within the grid. See a
description of the Configure Grid Dialog in Appendix C:
Configure Grid Dialog on page 354.

NOTE: If you hide a column that contains a value, the
value is simply hidden from your view and will still
be used when the tool is executed.

The user grid on this tab contains the following information about the new user. The
following table lists the tab where the data can be added or modified and a brief

description of the field.

NOTE: Settings made in the grid tab will override any settings made on the other tab

pages.
User Information

(*Required)

First Name*
Last Name*
Middle Name
Full Name

Display Name

Description
Office

Email

Home Phone

Biz Phone

Tab where data is

added/modified Description

General Info User's first name.

General Info User's last name.

General Info User’s middle name.

General Info User's full name.

General Info User’s name as it will be displayed in
the Address book.

General Info User's description.

General Info User's office location.

General Info User's email address.

Phone Numbers

Phone Numbers

User's home telephone number.

User's business telephone number.
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Cell Phone
Pager

Fax

Street

PO Box
City

State

Zip Code

Country

NetBIOS Name

Logon Name

Password
Other Attributes

Phone Numbers
Phone Numbers
Phone Numbers
Address
Address
Address
Address

Address

Address

Account Data

Account Data

Account Data
Attribute Data
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User's cell phone number.
User's pager number.

User's fax number.

User's street address.

User's post office box number.
City where user is located.

State or Province where user is
located.

Zip Code or Postal Code where user is
located.

Country or Region where user is
located.

User's NetBIOS or pre-Win2K name
(i.e., sAMAccountName)

User's logon name
(i.e., userPrincipalName).

User's password.

Other specified user attributes.
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Names Tab

Use this tab page to specify the naming information for the currently selected group of
users. These settings will determine how the new account names will be generated.

Add Users

Userz  Mames I.ﬂ.ccount IPersonaI ISecur’rty ]Pmﬁle IGmups IE-maiI ITerminaI I[)ial-in I.ﬂ.ih'ibuhes ]0u1put I

-

— Unigue User Mames

v Add digits to the names if they alieady exist

—windows 2000 Logon Mame
Mame Format: Cusztom Template:

| Use First Midolle. Last = i)

Lagan Mame Suffis:

Ll

I happyrail. net

™ Corvert Name to Lowercase

Sample Mame:  John. Quincy. Public@happymail net

— Pre‘win2k. Hame [Metbios M ame]

Mame Format: ISame az Logon Mame

i

Cusztom Template: I Edit

 Diizplay Mame [Dizplayed in Address Book)

Name Format: | First Micdle Last

7

Cuistom T emplate: I Edit

— Full Hame [Displayed in ML)

Mame Format: ISame as Dizplay Mame

i

Custom T emplate: I Edit

[l 1

This tab contains the following information:
Unique User Names

Add digits to the  Check this box to add a digit to the end of the Windows 2000

names if they name, Pre-Win2K name, or the Full Name if the name

already exist already exists. If the new name with the digit also exists, the
tool will increment the number being added until a unique
name is found. If this option is not checked and the name
already exists, the tool will notify you of its failure to create
the user, and then continue with the next user in its list.

Windows 2000 Logon Name

Use the fields in this section to define the method to be used for converting user
names into Windows 2000 logon names for the group of users selected on the
Users tab.

Name Format Click on the arrow to select a method for converting the first,
middle and last names into the Windows 2000 logon name.
See table below for valid formats.
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Custom
Template

Edit

Logon Name
Suffix

Convert Name to
Lowercase

Sample Name
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This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Click the arrow to select a user principal name suffix from the
provided list. The default suffix is the full DNS name of the
domain containing the accounts you are administering.

NOTE: Alternate suffixes can be created using the MMC
console for Domains and Trusts.

Check this box to convert the name to lowercase letters.

This is a read-only field, which displays an example of what a
user logon name would look like using the currently selected
options.

Pre-Win2K Name (NetBIOS Name)

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the pre-Windows 2000 name
(NetBIOS name). See table below for valid formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Display Name (Displayed in Address Book)

Use this section to specify the format to be used for displaying names.

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the display name, (i.e., the name
displayed in the address book). See table below for valid
formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Full Name (Displayed in MMC)

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the full name displayed in MMC.
See table below for valid formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.
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Name Conversion Options

The following table describes and illustrates the different methods available for converting
user names for the various account names (i.e. logon name, display name, pre-Win2k
name, and full name).

Windows 2000 Logon Name and Pre-Win2K Name Options

Use
First.Middle.La
st

Use First Name
Initial + Last
Name

Use First Name
+ Last Name
Initial

Use First.Last

Use Last.First.
Middle

Use Last Name
+ First Initial

Use Last Name
+ First Initial +
Middle Initial

Use Last Name
+ First Name

Choose this option to use the user's full name as the
Windows 2000 logon name prefix. This option is selected
by default.

For example:
John Q. Public becomes John.Q.Public@yourdomain.com

Choose this option to use the first letter of the first name
and the last name of the user's full name as the Windows
2000 logon name prefix.

For example:
John Q. Public becomes JPublic@yourdomain.com

Choose this option to use the first name and the first letter
of the last name of the user's full name as the Windows
2000 logon name prefix.

For example:
John Q. Public becomes JohnP@yourdomain.com

Choose this option to use the first name plus a "." and the
last name of the user's full name as the Windows 2000
logon name prefix.

For example:
John Q. Public becomes John.Public@yourdomain.com.

“

Choose this option to use the Last Name plus a “.” plus the

@

First Name plus a “.” plus the middle name.
For example:

John Quentin Public becomes
Public.John.Quentin@yourdomain.com.

Choose this option to use the Last Name plus the first
initial.

For example:

John Quentin Public becomes Publicd@yourdomain.com.

Choose this option to use the Last Name plus the first initial
plus the middle initial.

For example:
John Quentin Public becomes PublicJQ@yourdomain.com

Choose this option to use the Last Name plus the First
Name.

For example:

John Q Public becomes Publicdohn@yourdomain.com
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Choose this option to use your own custom template for
creating account names. |If this option is selected, use the
EDIT button to create or modify the Custom Template to be
used. For more information, see Appendix B: Creating a
Custom Templateon page 352.

Display Name and Full Name Options

First Middle
Last

Last, First
Middle

Use Custom
Template

Select this option to force the Display Name/Full Name to
appear in the First Middle Last order. This will affect the
order in which names are displayed in the user's address
book. This option is selected by default.

Select this option to force the Display Name/Full Name to
appear in the Last, First Middle order. This will affect the
order in which names are displayed in the user's address
book.

Choose this option to use your own custom template for
creating account names. If this option is selected, use the
EDIT button to create or modify the Custom Template to be
used. For more information, see Appendix B: Creating a
Custom Templateon page 352.
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Account Tab

e Use this tab to specify the account information for the currently selected group of
users. These settings will determine where the accounts will be created (i.e.,
which domain or OU) and how the passwords will be generated.

Add Users

Users INames Account lPersunaI ISecuri‘ry IPmﬁIe ]Gmups IE-maiI ITerminaI IDiaI-in ].ﬂ.ﬂrihutes IOulput ]

— Create Uszers In: [Domain / Organizational Unit)

IDU=Test Users DC=javizona, DC=net

r— Pagzwaord

% Create & random password Optionz |

" Leave password blank

= Use the following password: I

This tab contains the following fields and controls:
Create Users In (Domain/Organizational Unit)

This field displays the Domain or Organizational Unit (OU) where the new
accounts will be created. An entry in this field is mandatory.

Use the BROWSE button to select a Domain or OU. Selecting the BROWSE
button will display the Browse Active Directory dialog where you can locate and
select the appropriate Domain or OU.

Password

Use this section to select the option for establishing the passwords for each of
the newly created Windows 2000 accounts.

Create a Select this option to create a unique random password for
Random each newly created Windows 2000 account. This option is
Password selected by default.

Select the OPTIONS button to the right of this field to modify
the options for creating random passwords. Options
include password length and character types. For a
description of the Random Password Options Dialog, see
Appendix C: Random Password Options Dialog on page

391.
Leave Select this option to leave the password blank for all the
Password newly created Windows 2000 accounts.

Blank
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Select this option to set the password to the specified string
for all the newly created Windows 2000 accounts.

When this option is selected, enter the text to be used as
the password for all the newly created Windows 2000
accounts in the text field to the right.

Use this tab to specify address and organization data for the group of users listed on the
Users tab. The data is stored in Active Directory and can be viewed using the address
book of an email client, such as Outlook.

Add Users

Uzers INames I.ﬂ.ccount Personal lSecurity ]Pmﬁle IGmups IE-maiI ]Tenﬂinal IDiaI-in ].ﬂ.itrihuhes IOquut ]

—Address Attribute:

Street: 1600 Pennsylavnia Ave Mw ﬂ
[

PO Bow: I

City: IW’ashington

State/Province: IDC

Zip/Postal Code: |2D5DD

Country/Region;

JUNITED STATES

— Organization Attribute:

Title: IPresident
Department; IExecutive BrancH
Campany: IFedelaI Government
Manager: I

Browse |

Clear |

K

This tab contains the following information/settings:

Address Attributes

Street

P.O. Box

City
State/Province
Zip/Postal Code
Country/ Region

Enter the users’ street address.

Enter the users’ Post Office box number.

Enter the users’ city.

Enter the state or province where the users are located.
Enter the zip or postal code applicable for the users.

Use the arrow to select the users’ country or region from
the provided list.
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Organization Attributes

Title Enter the title for the users.

Department Enter the name of the users’ department.

Company Enter the name of the users’ company.

Manager This is a read-only field that displays the Windows 2000

name of the users’ manager. To select a different name,
use the BROWSE button. To clear this entry, use the
CLEAR button.

Security Tab

Use this tab to specify the security settings for the currently selected group of users.

01/01/2010 |

I
(m
(m
r
r

Lo eurs:

i i Bl Nk B
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This tab contains the following fields and controls:

Basic Security Options

Use this section to specify the basic security options to be used for the group of
users selected on the Users tab.

User must change
password at next
login

Account Is
disabled

Account expires
on (Date)

User cannot
change password

Password not
required

Password never
expires

Login only
allowed during
(Hours)

Check this box to force the users to change their
password the first time they login to the network. This box
is checked by default.

Check this box to create disabled user accounts, (i.e. the
users will be unable to login until their accounts have been
enabled).

Check this box to set an expiration date for the newly
created accounts. Once an account expires, the user will
no longer be able to login.

In the box to the right, use the arrow to select a date when
the newly created accounts are to expire. This field
defaults to today's date.

Check this box to prevent the newly created users from
changing their passwords.

Check this box to override the group policy and remove
the password requirement for the newly created accounts.

This option is NOT recommended for normal user
accounts.

Check this box to override the group policy and prevent
the passwords of the newly created user accounts from
ever expiring.

This option is NOT recommended for normal user
accounts.

Check this box to specify what times the users may login
to the network.

If you check this option, use the LOGIN HOURS button to
specify which hours of the day and which days of the week
the users are allowed to login. For a description of the
Logon Hours Dialog, see Appendix C: Logon Hours Dialog
on page 369.
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Additional Security Options

Use this section to specify any additional security settings for the group of users
selected on the Users tab.

Store password
using reversible
encryption

Smart Card is
required for
interactive login

Account is trusted
for delegation

Account is
sensitive and
cannot be
delegated

Use DES
encryption types
for this account

Do not require
Kerberos re-
authentication

Check this box to store the users' passwords using a
reversible encryption method.

If you have users logging on to your Windows 2000
network(s) from Apple computers, select this option for
those user accounts.

Check this box to securely store public and private keys,
passwords, and other types of personal information for this
user account. There must be a smart card reader attached
to the user's computer, and they must have a personal
identification number (PIN) to be able to log on to the
network.

Check this box to give the user the ability to assign
responsibility for management and administration of a
portion of the domain namespace to another user, group,
or organization.

Check this box if this account cannot be assigned for
delegation by another account.

Check this box if you need the Data Encryption Standard
(DES).

DES supports multiple levels of encryption, including
MPPE Standard (40-bit), MPPE Standard (56-bit), MPPE
Strong (128-bit), IPSec DES (40-bit), IPSec 56-bit DES,
and IPSec Triple DES (3DES). For more information on
any of these encryption types, see Windows 2000 Help.

Check this box if the account uses another implementation
of the Kerberos protocol. Not all implementations or
deployments of the Kerberos protocol use this feature.

The Kerberos Key Distribution Center uses ticket-granting
tickets for obtaining network authentication in a domain.
The time at which the Key Distribution Center issues a
ticket-granting ticket is important to the Kerberos protocol.
Windows 2000 uses other mechanisms to synchronize
time, so using the Kerberos pre-authentication option
works well.
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Profile Tab
Use this tab to specify the profile data for the currently selected group of users.

Add Users

Uzers INames Inccoum ]Personal ISecurity Profile IGmups IE-maiI ]Terminal IDiaI-in ].ﬂ.ﬂributes IOumut ]

r— User Profile

Profile Pathy: I WEngineeringSwrl YProfilesh Zusemanme?

Logon Script: I

—Home Folder

" Local Path: I

& Connect: IH; j Ta I\\EngineeringSw'I\Zusername%$

[+ Set Home Falder Security Security |
¥ Create home folder share [if necessany) Permizzsions |

Share Path | IC: YHome DirshZuzemame?

This tab contains the following fields and controls:
User Profile

Use this section to specify the user profile data to be used for the group of users
selected on the Users tab.

Profile Path Enter the full path of the user's profile.
For example: \\server\share\%username%

Logon Script Enter the name of the logon script to be used by the user
accounts.

Logon scripts are placed in the NETLOGON share located
at %SYSTEMROOT%\SYSVOL\<DNS Domain
Name>\scripts.

Home Folder

The home folder is a folder that is accessible to the user and can contain files and
programs for that user. A network home folder can be assigned to an individual
user or can be shared by many users. If no local or network home folder is
assigned here, the default local home folder is located on the user's computer.
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Local Path

Connect

Set Home Folder
Security

Create home
folder share (if
necessary)
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Select this option to specify a folder on the user's
computer for their home directory, such as
c:\users\%username%. This option is selected by default.

In the text box to the right, enter the name of the home
folder to be used.

NOTE: When using the Local Path option, you must
create the path and give the user permission to it
before the home directory can be used.

Select this option to choose a network path to use as the
home directory.

In the first box, select a drive letter (for an existing network
share). In the To: text box, enter the network path for the
home directory (e.g., \server\share\%username%).

Check this option to specify access rights on the selected
users’ home folders.

Click the SECURITY button to open the Home Directory
Security dialog where you can specify permissions for the
directory. For a description of this dialog, see Appendix C:
Home Directory Security Dialog on page 367.

Check this option if a Share to the home folder is to be
automatically created.

Click the PERMISSIONS button to specify permissions for
the share.

Click the SHARE PATH button to define the path for the
share.
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Groups Tab

Use this tab to specify the group(s) where each of the new users is to be included.

Add Users

Uszers ]Names I.ﬂ.ccuunt IPersunaI ISecurihr ]Pmﬁle Groups IE-maiI ITenﬂinaI ]Dial-in Imtrihuhes IOquut ]

Add to the following groups:

Add | Remave |

CM=Eackup Operators. CW =B uiltin. DC=happymail D C=net
CM=Enaineering,0l=T est Groups.D C=happymail DC=net

— Primary Group

Mote: there ig no need to change the Primary
Group unless pou have Macintosh clients or

POSI=-compliant applications.
[EleaT Bnmant Gieue | H L

Primary Group Mame: |No Primary Group Selected

This tab contains the following information/buttons:
Add to the following groups:

Add Click this button to browse for one or more groups to be
added to the list of groups.

Remove Click this button to remove all of the currently selected
groups from the list of groups.

List Box This list box contains a list of the groups where you wish
to add the newly created users. Use the AbD and REMOVE
buttons to control the contents of this list box.

Primary Group

Set Primary Group Click this button to browse for a group to set as the user’s
Primary Group. If the user is not a member of this group,
he/she will be added to this group automatically.

Clear Primary Click this button to clear the primary group associated with
Group the user.

Primary Group This field will display the current primary group, if one has
Name been selected.
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Email Tab

Use this tab to create Exchange mailboxes for the newly created user accounts.

This tab contains the following fields and controls:
Create Exchange Mailboxes

Check this box to have the Add Users tool create an Exchange mailbox for each
new user.

Use the MAILBOX OPTIONS button to access some advanced settings for the newly
created mailboxes, such as mailbox size restrictions and message sending
restrictions. For a description of the Mailbox Options dialog, see Appendix C:
Mailbox Options Dialog — Add Users Tool on page 372.

Mailbox Location

Use this section to define where the users' mailboxes are to be stored on the
network.
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Store

Mail Alias Creation
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Use the arrow to select a Mail Server where the selected
users' mailboxes are to be placed. After you have
selected a server, you must also select which Mailbox
Store to use.

NOTE: One server may have multiple Mailbox Stores.

After selecting a Mail Server, use the arrow to select the
Mailbox Store where the selected users' mailboxes are to
be placed.

Use these options to define the mail alias creation settings to be used for the new

Exchange mailboxes.

Use Win2K Logon
Name

Use Custom
Template

Custom Template

E-mail Addresses

Select this option to use the Windows 2000 logon name as
the email alias name. This option is selected by default.

Select this option to use a custom template to define the
email alias name.

If you select this option, you must create a Custom
Template by clicking on the EDIT button next to the
Custom Template field. For more information, see
Appendix B: Creating a Custom Template on page 352.

This is a read-only field, which displays the current custom
template being used.

To create or modify the template, use the EDIT button to
the right of this field. This will open the Custom Template
Editor to define a template for creating email alias names.

This control contains a list of templates used to generate alternate e-mail
addresses. These addresses are meant to supplement those that are
automatically generated by your Recipient Update Policy.

Add

Remove

Set As Primary

Advanced

Click this button to create a new E-mail Address template
and add it to the list of templates to the left. Clicking this
button will launch the New Email Address Dialog which
allows you to choose a type of template to create. For a
detailed description of the SMTP Email Address Template
Dialog, see Appendix C: SMTP Email Address Template
Dialog on page 393. The other address template dialogs
are similar.

Click this button to remove all the selected templates from
the list of templates to the left.

Click this button to set the currently selected template (in
the list to the left) to a primary address.

Use these additional options to set other E-mail features.

Hide from
ExchangeAddress
lists

Check this box to prevent a mail-enabled user from
appearing in address lists. If you select this option, the
mail-enabled users will be hidden from all address lists.
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Downgrade high Enable (check) this option to downgrade any high priority
priority mail e-mail being sent from this address to X.400.

bound for X.400

ILS Settings Click on this button to specify the Internet Locator Service

(ILS) server and account name for a mailbox-enabled
contact. ILS gives Internet service providers and Web site
managers the ability to increase communication between
users visiting a Web site. ILS stores information about
each user, including their Internet Protocol (IP) address.
This enables online users to find each other.

Terminal Tab

Use this tab page to specify the terminal server settings for the currently selected group
of users.

Add Users

Users ]Names I.ﬂ.ccuunt ]Persunal ISecuthy IProﬁIe IGmups IE-maiI Teminal IDiaI-in I.ﬂ.im'huhes lomnut ]

¥ i&llow Logon To Terminal Servers Advanced Settings |

r— Terminal Services User Prafile

Profile Path |

r— Terminal Services Home Folder

' Local Path: I

" Connect: IZ: j Ta I

— Starting Program

™ Start the follawing program at logot:

File Mame: I

Start |t I

r— Client Device
[+ Connect client drives at logon
¥ Connect client printers at logon

[v Default to main clisnt prinker

This tab contains the following fields/controls:

Allow Logon To Check this box to allow the users to logon to a terminal server.
Terminal Servers

Advanced Click this button to access some advanced settings for the
Settings Terminal Services, such as remote control settings and

session limits. For a description of the Extended Terminal
Service Settings dialog, see Appendix C: Extended Terminal
Service Settings Dialog on page 357.
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Terminal Services User Profile

Use this section of this tab to specify the user profile for the selected terminal services.

Profile Path

Enter the full path of the user's terminal server profile. For
example, \\server\share\%username%

Terminal Services Home Folder

Use this section of this tab to specify the home folder for the selected terminal services.

Local Path

Connect

Starting Program

Select this option to specify a folder on the user's computer for
their terminal server home folder, such as
c:\users\%username%.

NOTE: You must create the path and give the user permission
to it before the home directory can be used.

The terminal server home folder is a folder that is accessible to
the user and can contain files and programs for that user. A
network home folder can be assigned to an individual user or
can be shared by many users. If no local or network home
folder is assigned here, the default local home folder is located
on the user's computer on which Windows 2000 is installed.

Select this option to choose a network path to use as the
terminal server home folder.

Click on the arrow and select a drive letter for an existing
network share.

Enter the network path for the terminal server home folder in
the text box to the right. To specify a network path for the
home directory, you must first create the network share and
set the permissions to grant the users access.

Use this section of this tab to define the application that is to be started when you log

into the terminal server.

Start the following
program at logon
File Name

Start In

Client Devices

Check this checkbox to run the program specified in the File
Name box when the user logs on to the terminal server.

Enter the path and file name of the application that you want to
start when the user logs on to the terminal server.

Enter the working directory path for the application that you
want to start when the user logs on to the terminal server.

Use this section of this tab to specify the client devices to be reconnected and/or used.

Connect client
drives at logon

Connect client
printers at logon

Default to main
client printer

Check this checkbox to automatically reconnect to mapped
client drives. This option is for ICA clients only.

Check this checkbox to automatically reconnect to mapped
client printers.

Check this checkbox to automatically print to the client’s
default printer.
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Use this tab page to specify the settings for accessing the Remote Access Service (VPN

or Dial-in).

Add Users

Lzers ]Names Iﬂccount IPersonaI ]Securib.r IPmﬁIe ]Gmups ]E-mail ITerminaI Dial-in Iﬂﬂrihuhes Ioumut I

 Allow access

" [Deny access

— Remote Access Permigsion (Dialin or VPN

-

¢ iConbol access through Remote Access Policy

[ Werify Caller ID:

— Callback Options

% Mo Callback

" Always Callback to:

= Set by Caller [Fouting and Remote Access Service only)

[T assign a Static IP &ddress:

|u_n_n.n

— Static Routes

[™ Zpply Static Foutes

Defing routes to enable for this Dialin connection Static Hautes.. |

This tab contains the following fields/controls:

Remote Access Permission (Dial-in or VPN)

Use this section to define the users’ permissions for accessing the Remote Access

Service.

Allow Access

Deny Access

Control access
through Remote
Access Policy

Verify Caller ID

Select this option to allow the users to access the Remote
Access Service (VPN or Dial-in).

Select this option to deny the user(s) access to the Remote
Access Service (VPN or Dial-in).

Select this option to control access to the Remote Access
Service (VPN or Dial-in) through the Remote Access Policy.

Check this box to force the users to dial in from a specific phone
number.

Enter the phone number to be used when users dial in to access
the Remote Access Service in the text box to the right.
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Use this section to define the callback options to be used.

No Callback

Set by Caller

Always Callback
to

Assign a Static IP
Address

Static Routes

Select this option to disable the use of the callback feature for
the selected users.

Select this option to allow the users to set their own callback
options. (Routing and Remote Access Service only)

Select this option to force the users to use the callback feature.
Enter the number to callback in the text box to the right.

Check this box to ignore the group dial-in profile settings and
assign these users a static IP address.

Enter the static IP address to be used in the text box to the right.

Use this section to predefine static routes to be used. By properly defining the static
route that corresponds to the small office LAN, the answering router properly delivers
packets to the entire range of addresses that exist on the small office LAN. For more
information on one-way initiated demand-dial connections, see One-way initiated
demand-dial connections in the Windows 2000 help.

Apply Static
Routes

Static Routes

Check this box to configure predefined routes for one-way
initiated demand-dial routed connections. By selecting this
option and defining one or more static routes, the answering
router adds the configured routes to its routing table when the
demand-dial connection is made. For example, users on a small
office LAN may need to communicate with users on a larger
main office LAN. See page Error! Bookmark not defined. for a
description of the Static Routes dialog which is displayed when
this option is selected.

Click this button to enter one or more static routes for this
connection.
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Attributes Tab

Use this tab to specify one or more AD attributes to modify for the group of users listed
on the Users tab.

NOTE: Settings made on the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made in the grid on the
Users tab.

Add Users

Lzers ]Names Iﬂccuunt IPersnnaI ISecuri‘nr ]Pmﬁle IGmups IE-maiI ITerminaI ]Dial-in Atiributez IOuiput ]

Set the following AD attributes for the new users:

A0 Attribute - Mew Value
extenziondtibute Colorado Mizsion

This tab contains the following controls:

Add Click this button to browse for the AD attribute you wish to
modify and to enter a new value for that attribute. The
attribute and its new value will be added to the attribute

list.

Modify Click this button to modify the currently selected attribute
or its value.

Remove Click this button to remove the selected attribute(s) from
the attribute list.

AD Attribute List This list contains the AD attributes you wish to modify and

their new values.
The attribute list on this tab contains the following columns:
AD Attribute The name of the AD attribute to be modified.

New Value The new value assigned to the attribute.

User Tools



ADtoolkit 50

Output Tab

Use this tab to create either a Password output file for the newly created user names
and/or a Screen output file containing the tool's output.

If you choose to create a Password output file, a comma separated value (CSV) file will
be created that contains a list of all the users who were successfully added along with
their new names and password. The CSV format will allow you to import the file into an
Excel spreadsheet should you wish to modify or format the data.

If you choose to write the Screen output to a file, the entire contents of the tool's output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method for documenting the changes made using ADtoolkit.

Add Users

Users INames I.ﬂ.ccount IPersonaI ]Security IPmﬁIe ]Gmups IE-maiI ]Terminal IDiaI-in I.ﬂ.ﬂrihuhes Ouiput

r— Passward Fila
[v Create a fils with user names and passwards File Layout |
¥ #ppend to password file if it already exists

Pazzword File Mame:

IPasswords Ftoolname? - Zdayi-ZmonthE-fveark bt j

Pazzword File Directory:

I'\\NetDpsS wrTWPaszwardDatagh, Browze |

— Screen Dutput File

¥ Create a file containing the contents of the tool output screen
¥ Append to screen output file if it alieady evists

Output File Mame;
IDutput Ftoolname? - Zdayk-Zmonthi-Zvear® tut j

Output File Directory:
I\\NetDpsS\M\AD Outputs Browsze

_Browse |
—Send To
_Optors.. |

¥ Send Output via Email Options. ..

Ta | Iadmin@iavizona.net

Aftach: [ ¥ Pazsword File

This tab contains the following fields and controls:
Password File

Use this section to create a comma delimited (CSV) file containing all of the new
user names and their passwords.
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Create a file with
user names and
passwords

Password File
Name

Password File
Directory

Append to
password file if it
already exists

File Layout

Screen Output File

51

Check this box to have the Add Users tool create a
password output file with a list of all the successfully
created users and their corresponding account names and
passwords.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of a password file or use the down arrow
to select a name template instead.

Enter the name of a directory in which to store the
password file.

Check this checkbox to have the Add Users tool append
the newly created users to the Password file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Add Users tool overwrite
any file with the same name.

Click this button to define the fields to be included in the
password file. For a description of the Password File
Layout dialog, see Appendix C: Password File Layout
Dialog on page 390.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Add Users tool create a text file
containing the entire contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template instead.

Enter the name of a directory in which to store the ouput
file.

Check this checkbox to have the Add Users tool append
the screen output to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Add Users tool overwrite
any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
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To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered here. Use the TO button to the left of this
field to browse for an email address in Active Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Password File Check this option to attach the password file to the email.
This option will only be available if you have checked the
option to create a password file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Modify Users Tool

If user properties, such as group memberships or telephone area codes change for a
group of users, Active Directory must be updated with this new information. ADtoolkit
provides a number of options for changing user attributes and common properties. This
chapter provides a step-by-step procedure for modifying users as well as detailed
descriptions of the tab pages associated with the Modify Users tool.

How To Modify Users

1. Open the Modify Users tool by selecting the TooLs | USERS | MODIFY menu command
or shortcut bar icon.

2. On the Select Users tab click the SELECT button. Browse through the list of users in
your network and select one or more users you wish to modify. To select all the
users in an OU, click the TREE VIEW button then right click on the desired OU. On the
pop-out menu click ADD CHILDREN. When you are finished selecting users, select the
OK button.

Or use the IMPORT button to add multiple users from a CSV file or set an import file to
import the users at the time the tool runs.

3. To change the personal information of a single user, click on the appropriate cell in
the grid or select/highlight the user and use the EDIT button.

4. On the Personal tab select the checkbox next to the setting(s) you wish to change.
After selecting a checkbox, be sure to fill in the necessary information. If you do not
wish to change any of the Personal settings, then leave all the checkboxes on this
page unchecked.

5. To modify the security settings for the selected users, proceed to the Security tab.
The majority of the settings on this tab page are pairs of checkboxes. Selecting the
first checkbox will set the value on; selecting the opposite will turn the value off, while
setting neither will leave the value in its current state. For example, you could check
the Enable Account checkbox to cause the user accounts to be enabled or its
opposite Disable Account to disable the accounts, or neither box to leave the
accounts in their current state. Note that if you wish to avoid modifying any security
settings, make sure all the checkboxes on this page are unchecked.

6. The Profile tab allows you to modify the profile path, the logon script and the home
folder settings. In addition to the normal settings found in MMC, there are a few
advanced features available for changing the Home Folder. More specifically, you
can copy the contents of the old Home Folder to the new location, and/or delete the
contents of the old Home Folder. Note that in order for these options to work, the
location of the new and old home folders must be a network drive. The copy and
delete is done directly from the workstation running ADtoolkit and therefore Home
Folders that are local to another user's machine cannot be accessed.

7. To add the selected users to one or more groups, proceed to the Groups tab and
select the AbD button. Browse through the list of groups in your network and select
one or more. When you have finished selecting groups, select the OK button.

8. The Attribute tab allows you to update information in the Active Directory attributes
for each of the selected users. Select the AbD button, select the appropriate AD
attribute name from the list of possible user attributes, and then enter the data you
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wish to place in the selected attribute. Note that while ADtoolkit can update many of
the attributes, it cannot update all of them. If you select one that cannot be updated
by ADtoolkit, you will receive a message asking you to select a different attribute.

9. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and

will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy user is added with all the specified
settings and then deleted to ensure that the process will work correctly.

10. Once you have corrected any problems encountered by the simulation process,
select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Modify Users tool will be launched and the
users will be modified.

Select Users Tab

Use this tab to select a group of users whose attributes or properties are to be modified.
Use the SELECT button to browse AD to select user names or the IMPORT button to add
user names/data from a CSV file or select a file to import at the time the tool is run.

You can also use this tab page to modify attributes for individual users by simply
modifying any of the fields in the grid with new information. If you do so, the data entered
into the grid will override any settings made on the following tab pages. For instance, if
you specify a new street address both in the grid and on the address tab page, the
address entered in the grid will be the one used to set that specific user’s street address
attribute in Active Directory. The information entered on the address tab will still apply to
those users whose data you did not enter in the grid.

Maodify Users

Select Uzers IPersunaI ISecurihr IPmﬁIe IGmups IE-maiI ITerminaI IDiaI-in I.ﬂ.ﬂribuhes IOuiput I

Bemove |~ | Edt | Impot |+] [No rport Fils Specitied
Dizgtinguished Mame - - Full Mame Dizplay Marme First Marne kiddle Mame
CHM=alberty, Caitlin,0U=Test.. | albert, Caitlin Albert, Caitlin Caitlin 47540550
CM=alec R. Sjodin 0U=Test.. | Alec R. Sjodin Alec B. Sjodin Alec R.
CM=tlex Trebec, OU=Test U.. | Alex Trebec Alex Trebec Alen
CH=tlexander G. Dragone,C.. | Alesander G. Drac.. | Alexander G. Drac..| Alexander G.
CH=Connor Moore Felly OU:. | Connaor Moore Kelly| Connor Moore Kelly| Connar Moore
CM=Curtiz Andrew Sjodin,0L..[ Curtiz Andrew Sjo..| Curtiz Andrew Sjon. | Curtis Andrew

4] |

Configure Grid | Mate: Any data modified in this grid will overide the settings on the following tab pages
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This tab contains the following controls:

Select

Remove

Edit

Import

Import File Name

User List

Configure Grid

Click this button to browse through the list of users in your
directory to locate the user(s) to be modified. Selecting
this button will display the AD Browser dialog where you
can select the users.

Click on this button to remove all selected names from the
list of users below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the

button and select Remove All from the drop down menu.

Click this button to edit the basic information about the
selected user.

Click this button to import one or more user names from a
CSV file to populate the user list. This will display the
Import Users dialog allowing you to locate the file to be
used for importing user names. Or, you can set an import
file to import the users at the time the tool is run. For more
information, see the Import File Name description below.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the Import button and select Set
Import File from the drop down menu. To clear this field,
click on the down arrow on the right side of the Import
button and select Clear Import File from the drop down
menu.

This list contains the names of the users you wish to
modify.

Click this button to display the Configure Grid dialog,
which allows you to modify the grid's display of columns.
Through this dialog you can show or hide columns and
change their order of appearance within the grid. For a
description of the Configure Grid dialog, see Appendix C:
Configure Grid Dialog on page 354.

NOTE: If you hide a column that contains a value, the
value is simply hidden from your view and will still
be used when the tool is executed.
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Personal Tab

Use this tab to modify address and organization data for the currently selected group of
users. This data is stored in Active Directory and can be viewed using the address book
of an email client, such as Outlook.

I i e

MHew Brunswick Paper And Steel, Inc.

This tab contains the following information/settings:
Address Attributes

Check the checkbox to the left of the field(s) you wish to modify. This will activate
the text box(es) allowing you to modify the current information.

Street Modify the users’ street address.

P.O. Box Modify the users’ Post Office box number.

City Modify the users’ city.

State/Province Modify the state or province where the users are located.
Zip/Postal Code Modify the zip or postal code applicable for the users.
Country/ Region Use the arrow to modify the users’ country or region from

the provided list.
Organization Attributes
Title Modify the title of the users.
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Department
Company

Manager

Security Tab

Modify the name of the users’ department.
Modify the name of the users’ company.

This is a read-only field that displays the Windows 2000
name of the users’ manager. To select a different name,
use the BROWSE button. To clear this entry, use the
CLEAR button.

Use this tab to modify the security settings for the selected group of users.

Modify Users

Select Users IPer’sonaI Security IPmﬁIe IGmups IE-maiI ITerminaI IDiaI-in I.ﬂ.th'ibutes IOquut I

— Bazic Security Optionz
[ Enable account
[ User can change password
[ Password not required

[ Password expires

™ Unlock user account if locked
™ Login anly allowed during:
[T &ccount Mever Expires

[T Account Expires On:

™ User cannot change password
[ Password required via group policy

[ Paszsword never expires

[Cmi Himtrs... |

|04s29/2009

[

—bdditional Security Options

[ &ccount is tusted for delegation

[ Account may be delegated

[ Stare password using reversible encryption

[ Smart Card is required for interactive lagin

[ Use DES enciyption tppes for this account

[ Require Keberos preauthentication

[ Do not use reversible encryption

[~ Do not require Smart Card

™ Do nat trust account for delegation
[ Danat allow account to be delegated
[T Donctuse DES enciyption

[ Do not require Kerberos preauthentication

This tab contains the following fields and controls:

Basic Security Options

Use this section to specify the basic security options to be used for the group of
users selected on the Select Users tab.

Enable account
Disable account

User can change

Check this box to enable the selected user account(s).
Check this box to disable the selected user account(s).

Check this box to allow the selected user(s) to change
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password

User cannot
change password

Password not
required

Password
required via group
policy

Password expires

Password never
expires

Unlock user
account if locked

Login only
allowed during
(Hours)

Account Never
Expires

Account Expires
On
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their own password.

Check this box to prevent the selected user(s) from
changing their own passwords.

Check this box to prevent the selected user account(s)
from needing a password. Note that this option will
override any group policy setting.

Note: This option is NOT recommended for normal user
accounts.

Check this box to force the selected user accounts to
adhere to the group policy requiring passwords. This is
the default setting for user accounts.

Check this box to force the password for the selected
user(s) to expire per the password expiration settings in
the group policy.

Check this box to allow the passwords for the selected
user account(s) to never expire, regardless of the group
policy settings.

Note: This option is NOT recommended for normal user
accounts.

Check this box to unlock the selected user account(s) if
they are currently locked.

Check this box to specify what times the selected user(s)
may login to the network.

If you check this option, use the LOGIN HOURS button to
specify the allowable login times. For a description of the
Login Hours dialog, see Appendix C: Logon Hours Dialog
on page 369.

Check this box to remove any expiration date for the
selected user accounts.

Check this box to set an expiration date for the selected
user account(s). Once an account expires, the user will
no longer be able to login.

In the box to the right, use the arrow to select a date when
the selected user accounts are to expire. This field
defaults to today's date.

Additional Security Options

Use this section to specify any additional security settings for the group of users
selected on the Select Users tab.

Store password
using reversible
encryption

Do not use
reversible

Check this box to store the users' passwords using a
reversible encryption method.

If you have users logging on to your Windows 2000
network from Apple computers, select this option for those
user accounts.

Check this box to remove the reversible encryption
requirement for storing the users' passwords. This is
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encryption

Smart Card is
required for
interactive login

Do not require
Smart Card

Account is trusted
for delegation

Do not trust
account for
delegation

Account may be
delegated

Do not allow
account to be
delegated

Use DES
encryption types
for this account

Do not use DES
Encryption

Require Kerberos
pre-authentication

Do not require
Kerberos pre-
authentication
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Microsoft’s default setting.

Check this box to securely store public and private keys,
passwords, and other types of personal information for the
selected user account(s). There must be a smart card
reader attached to the user's computer, and they must
have a personal identification number (PIN) to be able to
log on to the network.

Check this box to remove the Smart Card requirement for
login. This is Microsoft’s default setting.

Check this box to give the selected user(s) the ability to
assign responsibility for management and administration
of a portion of the domain namespace to another user,
group, or organization.

Check this box to indicate the selected user(s) are not to
be trusted for delegation. This is Microsoft’s default
setting.

Check this box if the selected accounts are not sensitive
and may be assigned for delegation by another account.
This is Microsoft’s default setting.

Check this box if the selected accounts cannot be
assigned for delegation by another account.

Check this box if the selected user(s) need to use the Data
Encryption Standard (DES).

DES supports multiple levels of encryption, including
MPPE Standard (40-bit), MPPE Standard (56-bit), MPPE
Strong (128-bit), IPSec DES (40-bit), IPSec 56-bit DES,
and IPSec Triple DES (3DES). For more information on
any of these encryption types, see Windows 2000 Help.

Check this box if the selected user(s) are not required to
use the DES encryption. This is Microsoft’s default setting.

Check this box if the selected user account(s) are required
to use Kerberos pre-authentication. This is Microsoft’s
default setting.

The Kerberos Key Distribution Center uses ticket-granting
tickets for obtaining network authentication in a domain.
The time at which the Key Distribution Center issues a
ticket-granting ticket is important to the Kerberos protocol.
Windows 2000 uses other mechanisms to synchronize
time, so using the Kerberos pre-authentication option
works well.

Check this box if the selected user account(s) can use
another implementation of the Kerberos protocol. Not all
implementations or deployments of the Kerberos protocol
use this feature.
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Profile Tab

Use this tab to modify the profile data for the selected group of users. Check the
checkbox to the left of the field(s) you wish to modify. This will activate the text box(es)
allowing you to modify the current information. If you do not check a specific box, the
corresponding field will not be updated and the existing data will be retained.

Modify Users

Select Users IPersunaI ISecuﬁnr Profile IGmups IE-maiI ITer‘minaI IDiaI-in I.ﬂ.th'ibutes IOuiput I

— Usger Prafile

I ProfieFath |

™ Laogon Seript: I

—Home Folder

[ Local Path: I

¥ Connect: IZ; j To I\"Accnuntingsvr3\ZusemameZ$
W Set Home Falder Security Security

¥ Create home folder share [if necessany] Permizzions

Share Path | IC:'\HDmeDirs'\ZusernameZ

¥ Copy contents of old Home Folder to new location

i

™ Remove contents of old Home Faolder (if nat local)

¥ Remaove old Home Folder and all itz contents [if hat localf

This tab contains the following fields and controls:
User Profile

Use this section to modify the user profile data to be used for the group of users
selected on the Select Users tab.

Profile Path Enter the full path of the user's profile.
For example: \\server\share\%username%

Logon Script Enter the name of the logon script to be used by the user
accounts.

Logon scripts are placed in the NETLOGON share located
at %SYSTEMROOT%\SYSVOL\<DNS Domain
Name>\scripts.
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The home folder is a folder that is accessible to the user and can contain files and
programs for that user. A network home folder can be assigned to an individual
user or can be shared by many users.

Local Path

Connect

Set Home Folder
Security

Create home
folder share (if
necessary)

Copy contents of
old Home Folder
to new location

Remove contents
of old Home
Folder (if not
local)

Remove old Home
Folder and all its
contents (if not
local)

Select this option to specify a folder on the user's
computer for their home directory, such as
c:\users\%username%.

In the text box to the right, enter the name of the home
folder to be used.

NOTE: When using the Local Path option, you must
create the path and give the user permission to it
before the home directory can be used.

Select this option to choose a network path to use as the
home directory.

In the first box, select a drive letter for an existing network
share. In the To: text box, enter the network path for the
home directory (e.g. \\server\share\%username%).

Check this option to specify access rights on the selected
users’ home folders.

Click the SECURITY button to open the Home Directory
Security dialog where you can specify permissions for the
directory.

Check this option if a Share to the home folder is to be
automatically created.

Click the PERMISSIONS button to specify permissions for
the share.

Click the SHARE PATH button to define the path for the
share.

Check this box to copy the user’s previous home folder
contents to the new location.

NOTE: This option will only work if both the old and new
locations are on network drives.

Check this box to delete the user’s previous home folder
contents (but not the folder itself).

NOTE: This option will only work if the old home folder is
on a network drive.

Check this box to delete the user’s previous home folder
directory and all of its contents.

NOTE: This option will only work if the old home folder is
on a network drive.
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Use this tab to modify the group membership of the selected users.

Modify Users

Select Uzers IPer‘sunaI ISecuri’ry IPmﬁIe Groups IE-maiI ITerminaI IDiaI-in I.U.Ih'ihutes IOulput I

| v

—Add to the following groups:

Add I Remave

— Remove from the following groups:

Remove |

CH=Account Operators, ZH=Builtin, 0 C=happymail 0 C=net
CM=Print Dperatorz, CM=Builtin, D C=happymail, D C=net

— Primary Group

Set Primary Group |
[elEar Blimamy o |

Mate: the primary group cannot be removed -
only changed.

Primary Group Mame: |No Primary Group Selected

|

This tab contains the following information/buttons:

Add

Remove

Add to the following
groups

Remove from the
following groups

Primary Group
Set Primary Group

Clear Primary
Group

Primary Group
Name

Click this button to browse for one or more groups to be
added to the list.

Click this button to remove all of the currently selected
groups from the list.

This list box contains a list of the groups to which you wish
to add the selected users. Use the ADD and REMOVE
buttons to control the contents of this list box.

This control contains a list of the groups from which you
wish to remove the selected users. Use the AbD and
REMOVE buttons to control the contents of this list box.

Click this button to browse for a group to set as the user’s
Primary Group. If the user is not a member of this group,
he/she will be added to this group automatically.

Click this button to clear the primary group associated with
the selected user(s).

This field will display the current primary group, if one has
been selected.
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Email Tab

Use this tab page to create, modify or delete Exchange mailboxes for the selected

accounts.

el =

o (Emplate)

&t Ermary

javizona. com|

[

This tab contains the following information:

Create Exchange
Mailboxes

Delete Exchange
Mailboxes

Mailbox Options

Check this box to have the tool create an Exchange 2000
mailbox for each user.

Check this box to remove the mailboxes of all the currently
selected users.

Click this button to access some advanced settings for the
Exchange mailboxes, such as mailbox size restrictions and
message sending restrictions. For a description of the
Mailbox Options Dialog, see Appendix C: Mailbox Options
Dialog — Modify Users on page 380.
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Mailbox Location

Server

Store

Mail Alias Creation

Use Win2K Logon
Name

Use Custom
Template

Custom Template

Email Addresses
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Click on the arrow to select a Mail Server to place the
selected users' mailboxes. After you have selected a server,
you must also select which Message Store to use.

NOTE: One server may have multiple Message Stores.

After selecting a Mail Server, click on the arrow to select
which Message Store to place the selected users' mailboxes.

Select this option to use the Windows 2000 logon name as
the email alias name. This is the default option.

Select this option to use a custom template to define the
email alias name. If you select this option you must create a
Custom Template by clicking on the EDIT button next to the
Custom Template field below.

This is a read-only field which displays the current Custom
Template. To create or modify the template, click on the EDIT
button to the right of this field.

Selecting the EDIT button will open the Custom Template
Editor. The Template Editor is used to define a template for
creating email alias names.

This control contains a list of templates used to generate alternate email addresses.
These addresses are meant to supplement those that are automatically generated by
your Recipient Update Policy.

Add

Remove

Set As Primary

Remove All
Other
Addresses

Remove
Addresses
containing:

Automatically
update e-mail
addresses

Do not
automatically
update e-mail
addresses

Click this button to create a new Email Address template and
add it to the list of templates to the left.

Click this button to remove all the selected templates from the
list of templates to the left.

Click this button to set the currently selected template (in the
list to the left) to a primary address.

Check this box to remove all other email addresses before
creating the addresses from the templates listed above.

Check this box to remove email addresses which contain the
specified text. Enter the text to match in the text field to the
right of the checkbox.

Check this box to automatically update email addresses
based on changes to email policy.

Check this box if you do not wish to automatically update
email addresses based on changes to email policy.
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This control contains a number of advanced mailbox options. The top four options are
paired so that only one of the pair may be selected. Checking one of the options will
un-check the other if it is checked.

Hide from
Exchange
address list

Do not hide from
Exchange lists

Downgrade high
priority X.400
mail

Do not
downgrade
X.400 mail

Configure
account and
server
information for
Internet locater
service

Check this box to prevent a mail-enabled user from appearing
in address lists. If you select this option, the mail-enabled
users will be hidden from all address lists.

Check this box to allow the selected mail-enabled users to
appear in address lists

Check this box to downgrade any high priority e-mail being
sent from this address to X.400.

Check this box to allow high priority email from this address
to X.400.

Check this box and click the ILS SETTINGS button to configure
ILS information. On this dialog you can specify the Internet
Locator Service (ILS) server and account name for a mailbox-
enabled contact. ILS gives Internet service providers and
Web site managers the ability to increase communication
between users visiting a Web site. ILS stores information
about each user, including their Internet Protocol (IP)
address. This enables online users to find each other.
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Terminal Tab

Use this tab page to specify the terminal server settings for the currently selected group
of users.

This tab contains the following information:

Allow logon To Check this box to allow the users to logon to a terminal server.
Terminal Servers

Deny logon to Check this box to restrict users from logging onto a terminal
Terminal Servers server.

Advanced Settings  Click this button to access some advanced settings for the
Terminal Services, such as remote control settings and
session limits. For a description of the Extended Terminal
Services Settings Dialog, see Appendix C: Extended Terminal
Services Settings Dialog on page 358.

Terminal Services User Profile

Use this section to specify the user profile for the selected terminal services.
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To modify the user's terminal server profile, check this
checkbox and enter the full path of the user’s terminal server
profile in the field to the right. For example,
\\server\share\%username%

Terminal Services Home Folder

Use this section to specify the home folder for the selected terminal services.

Local Path

Connect

Do not modify the
Home Folder
properties

Copy contents of
old Home Folder to
new location

Remove contents
of old Home Folder
(if not local)

Remove old Home
Folder and all its
contents (if not
local)

Select this option and fill in the field to the right to specify a
folder on the user's computer for their terminal server home
folder, such as c:\users\%username%.

NOTE: You must create the path and give the user
permission to it before the home directory can be
used.

The terminal server home folder is a folder that is accessible to
the user and can contain files and programs for that user. A
network home folder can be assigned to an individual user or
can be shared by many users. If no local or network home
folder is assigned here, the default local home folder is located
on the user's computer on which Windows 2000 is installed.

Select this option to choose a network path to use as the
terminal server home folder.

Click on the arrow and select a drive letter for an existing
network share.

Enter the network path for the terminal server home folder in
the text box to the right. To specify a network path for the
home directory, you must first create the network share and
set the permissions to grant the users access.

Select this option to avoid modifying any of the Terminal
Server Home Folder properties.

Check this option to copy the users’ previous Terminal Server
home folder contents to the new location. Note that this option
will only work if both the old location and new location are on
network drives.

Check this option to delete the users’ previous Terminal
Server home folder contents (but not the folder). Note that this
option will only work if the old home folder location is on a
network drive.

Check this option to delete the users’ previous Terminal
Server home folder directory and its contents. Note that this
option will only work if the old home folder location is on a
network drive.
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Starting Program

Start the following

program at logon

Do not start a
program at logon

File Name

Start In

Client Devices

Connect client
drives at logon

Do not connect
client drives

Connect client
printers at logon

Do not connect
client printers

Default to main
client printer

Do not default to

main client printer
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Check this box to run the program specified in the File Name
text box when the user logs on to the Terminal Server.

Check this box to run a normal terminal server session
whenever a user logs on to the Terminal Server rather than
executing a program.

Enter the path and file name of the application that you want to
start when the user logs on to the Terminal Server in this
space.

Enter the working directory path for the application that you
want to start when the user logs on to the Terminal Server in
this space.

Check this box to automatically reconnect to mapped client
drives. This option is for ICA clients only.

Check this box to prevent the client from reconnecting to
mapped client drives. This option is for ICA clients only.

Check this box to automatically reconnect to mapped client
printers.

Check this box to prevent the client from reconnecting to
mapped client printers.

Check this box to automatically print to the client’s default
printer.

Check this box to prevent the client from setting the default
client printer as the default printer for the terminal server
session.
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Use this tab page to specify the settings for accessing the Remote Access Service (VPN

or Dial-in).

Modify Users

Select Users IPersunaI ISecuﬁnr IPmﬁIe IGmups IE-maiI ITerminaI Dial-in I.flth'ihuhes IOulput I

[T dllow Access

— Remote Access Permizzion [Diakin or WPH]

[ Control access through Remote Access Policy

—Yenfy Caller 1D

" Disable

[ Enable

— Callback Options
[ Mo Calback

™ édways Callback to:

[ Set by Caller [Fouting and Femate Access Service only]

—Agzign a Static [P Address:

[ Disable " Enable | 0.0 .0 .0
—Apply Static Routes
[~ Dizable [ Enable Static Houtes

This dialog contains the following information:

Remote Access Permission (Dial-in or VPN)

Allow Access

Deny Access

Control access
through Remote
Access Policy

Verify Caller ID
Disable

Enable

Callback Options

Check this option to allow the users to access the Remote
Access Service (VPN or Dial-in).

Check this option to deny the users’ access to the Remote
Access Service (VPN or Dial-in).

Check this option to control access to the Remote Access
Service (VPN or Dial-in) through the Remote Access Policy.

Check this box to allow the users to dial in from any phone
number.

Check this box to force the users to dial in from a specific phone
number. Enter the phone number to be used when users dialin
to Remote Access Service in the text box to the right.
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No Callback

Set by Caller

Always Callback
To
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Check this option to disable the use of the callback feature for
the selected users.

Check this option to allow the users to set their own callback
options.

Check this option to force the users to use the callback feature.
Enter the number to callback in the text box to the right.

Assign a Static IP Address

Disable

Enable

Apply Static Routes
Disable
Enable

Static Routes

Attributes Tab

Check this box to disable Static IP Address assignments.

Check this box to enable Static IP Address assignments. Enter
the static IP address to be used in the text box to the right.

Check this box to disable the use of Static Routes.
Check this box to enable the use of Static Routes.

Click this button to enter one or more static routes for this
connection. For a description of the Static Routes dialog, see
Appendix C: Static Routes Dialog on page 396.

Use this tab to specify one or more AD attributes to be modified for the selected group of

users.

Modify Users

Select Lzers IF‘ersonaI ISecun’ty IF‘roﬁIe IGmups IE-maiI ITerminaI IDiaI-in Afiributes IOulput I

Maodify the fallowing AD attributes for all selected users:

.t'l\dd Ml:ldif_'.-l | Remove I

AD Attribute - -

Mew alue |

extenzionstiibutel

<nullx
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This tab contains the following controls:

Add Click this button to browse for the AD attribute you wish to
modify and to enter a new value for that attribute. The
attribute and its new value will be added to the attribute list.

Modify Click this button to modify the currently selected attribute or
its value.
Remove Click this button to remove the selected attribute(s) from the

attribute list.

The attribute list on this tab contains the following information:

AD Attribute The name of the AD attribute to be modified.
New Value The new value assigned to the attribute.
Output Tab

Use this tab to create a text file containing the contents of the Modify Users tool output
screen. If you choose to write the Screen output to a file, the entire contents of the tool's
output screen will be written to a text file whenever the tool has completed execution.
This is a handy method for documenting the changes made using ADtoolkit.

Modify Users

Select Lzers I Persanal ISecun’ty IF‘mﬁIe I Groups I E-triail I Termninal IDiaI-in I Miibutes | Ouiput

— Screen Output File

¥ Create a file containing the contents of the tool output screen
V¥ Append to screen output file if it already exists

QOutput File Mame;
|Dut|:uut Ftoolhame® - Fdapik-Emonth?-Epeark, j

QOutput File Directory:

I\\N et0psSviltal Outputy Brawse |

~Send To
I Send Dutput via Email [ptions...

[1o

affactn 5| utmut Windew
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Modify Users tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options on
this tab will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the output
file. Alternatively, click the Browse button to the first to
browse for a directory.

Check this checkbox to have the Modify Users tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the tool overwrite any file with
the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Delete Users Tool

If employees leave a company, or students graduate or finish classes, their user
accounts may need to be deleted or disabled. ADtoolkit provides many options to
administrators who need to delete or disable user accounts and properties. This chapter
provides a step-by-step procedure for deleting or disabling user accounts as well as
detailed descriptions of the tab pages associated with the Delete Users tool.

How To Delete Users Accounts

1.

Open the Delete Users tool by selecting the TooLs | USERS | DELETE menu command
or shortcut bar icon.

Proceed to the Select Users tab and select the SELECT button. Browse through the
list of users in your network and select one or more users you wish to delete or
disable. When you have finished selecting users, select the OK button. Or use the
IMPORT button to add multiple names from a CSV file or choose a file to import from
at the time the tool is run.

To select all the users in an OU, click the TREE VIEW button then right click on the
desired OU. On the pop-out menu click ADD CHILDREN.

Proceed to the Options tab and select (check) the Disable User Accounts or Delete
Users Accounts option.

On the same tab page, select (check) each of the resources (e.g., the users' mailbox,
their home directory or profile directory) you would like to have automatically
removed from the network.

To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy user is added with all the specified

settings and then deleted to ensure that the process will work correctly.

Once you have corrected any problems encountered by the simulation process,
select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Delete Users tool will be launched and the
users will be deleted.
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Use this tab to select the names of the users to be deleted or disabled. You may browse

AD to select user names by
file using the IMPORT button.

Delete Users

Select Users IOpﬁuns IOulplﬂ I

clicking the SELECT button or you can add user names from a

Select | Bemave |"|

Irmport |v| [Ne Import Fie S pecified

Marne -

CH=glberth, Caitlin 0U=T est Users D C=happymail, 0 C=net

CH=Alec R. Sjodin 0U=T est Users, DC=happymail DC=ret

CH=lex Trebec, OU=Test Uzers,DC=happymail, D C=net

CH=plexander G. Dragone, Q=T ezt Uszers DC=happymail [ C=ret

CH=Conror Moore Kelly OU=Test Uzers,DC=happymail. DC=net

CH=Curtiz Andrew Sjodin 0U=Test Users DC=happymail, D C=net

1]

This tab contains the following controls:

Select

Remove

Import

Use this button to browse through the list of users in your
network to locate the user(s) to be deleted or disabled.
Selecting this button will display the Select Users dialog
where you can select the users to be deleted.

Click on this button to remove all selected names from the
list of users below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to import one or more user names from
a CSV file.

You may also use this button to set an import file which will
cause ADtoolkit to import the names from a file whenever
the tool is run rather than importing the names immediately.
To set an import file, simply click on the down arrow on the
right side of the button and select SET IMPORT FILE from the
drop down menu.
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Import File Name This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down arrow
on the right side of the IMPORT button and select Set Import
File from the drop down menu. To clear this field, click on
the down arrow on the right side of the IMPORT button and
select Clear Import File from the drop down menu.

User List This control contains a list of the users you wish to delete or
disable.

Options Tab

Use this tab to specify the options to be applied when deleting the selected group of
users. In addition to deleting or disabling a user account, these options allow you to
remove any or all of the user's associated network resources, such as mailboxes and
home directories.

Delete Users

Select Userz Oplions I-:)umut I

— Optionz
VD
[ Dizable User Accounts

Remove Uzers From Home Directony ACLs

Remove Home Directories and Files

Remove Uszers From Groups

[V
[
v Remove Maibowes
v
v

Remaowe Profile Directaon

The following options are available on this tab:

Delete Users Check this box to have all the selected accounts
Accounts permanently deleted from AD.

Disable User Check this box to have all the selected accounts disabled.
Accounts

Remove Users From Check this box to remove the selected users' name from the
Home Directory ACLs users' Home Directory ACLs.

Remove Home Check this option to delete all the files and directories stored
Directories and Files in the selected users' Home Directories and to remove the
Home Directories as well.

Remove Mailboxes Check this option to remove the selected users' Exchange
mailbox.

Remove Users From Check this option to remove the selected users from any
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Groups group which they are currently a member of.
Remove Profile Check this option to delete all the files and directories stored
Directory in the selected users' Profile Directories and to remove the

Profile Directories as well.

Output Tab

Use this tab to create a text file containing the contents of the Delete Users tool output
screen. If you choose to write the Screen output to a file, the entire contents of the tool's
output screen will be written to a text file whenever the tool has completed execution.
This is a handy method for documenting the changes made using ADtoolkit.

Delete Users

Select Lsers IOpﬁons Oulput

— Screen Dutput File

¥ Create a file containing the contents of the tool output screen
V¥ Append to screen autput file if it already exists

Output File Mame:

Cutput Ztoolhame?

DOutput File Directary:
I\'\NetDpSSw'l WD Dutputh Browsze

—Send To

[ Send Output via Email [ ptiatis, . |
= |

Sftankn [ Hutput window

This tab contains the following fields and controls:
Screen Output File
Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Delete Users tool create a file
containing the with the contents of the tool output screen.
contents of the

When this box is checked, the remaining fields/options on
tool output screen

this tab will become available.

Output File Name Enter the name of an output file or click the down arrow to
select a name template.
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Output File Enter a directory in which to store the output file.
Directory Alternatively, click the BROWSE button to the right to
browse for the directory.
Append to screen Check this checkbox to have the Delete Users tool append
output file if it to the Screen output file, if it already exists. If the file does
already exists not already exist, a new one will be created. This option is
selected by default.
Clear this checkbox to have the Delete Users tool
overwrite any file with the same name.
Send To

Use this section to have the tool send an email upon completion containing the
output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for

an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Reset User Passwords Tool

Resetting passwords is sometimes the most repetitive task for AD administrators. This
chapter provides a step-by-step procedure for resetting user passwords as well as
detailed descriptions of the tab pages associated with the Reset User Password tool.

How To Reset User Passwords

1.

Open the Reset User Passwords tool by selecting the TooLs | USERS | RESET
PAsSWORDS menu command or shortcut bar icon.

Proceed to the Select Users tab and select the SELECT button. Browse through the
users in your network and select one or more users whose passwords are to be
reset. When you have finished selecting users, select the OK button. Or use the
IMPORT button to add multiple users from a CSV file or select a file from which to
import the users at the time the tool is run.

Proceed to the Options tab and select a password creation method. If you are
changing a single password, then you will most likely want to specify a password
manually by selecting the Use the Following Password option. However, if you are
changing multiple passwords at once, such as for a training class, you will probably
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want to create random passwords by checking the Create Random Passwords
option.

On the same tab page, you may optionally change the users' other password specific
security settings.

To write the account names and newly created passwords to a file for future
reference, proceed to the Output tab and select the Create a file with user names
and passwords option. Note that this option is highly recommended if you have
chosen to create random passwords.

To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, security rights are checked for the logged in user

to ensure that the process will work correctly.

Once you have corrected any problems encountered by the simulation process,
select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Reset User Passwords tool will be launched
and the user passwords will be reset.
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Use this tab to specify the users who are to have their passwords changed. User names
can be added one at a time using the Select button or multiple user names can be added

using the Import button.

Reset User Passwords

Select Users IOpﬁons | ouput |

Remaove | hd |

Edit

| »

Impart |'| INDImport File Specified

Distinguished Mame -

Paszword I

CH=lohn arthur Moore Q=T est Users, DC=happyrmail D C=net

CM=Kenneth H. Moales,0U=Test Users, D C=happymail, D C=net

CM=td ackinnon G. Montague, OU=Test Users D C=happymail D C=net

CH=Michael Steven Miller,0U=Test Users,DC=happymail D C=net

CH=Patrick Dow Mimms, OU=T est Users, DC=happymail D C=net

CM=Paul &ddison Mimmz,0U=Test Users D C=happymail D C=net

4]

Maote: Data entered inta thiz grid will overide the zettings ot the following tab pages

This tab contains the following controls:

Select

Remove

Import

Click this button to browse through the list of users in your
directory to locate the user(s) whose passwords are to be
reset. Selecting this button will display the Select Users
dialog where you can select the users.

Click this button to remove all selected users from the user
list.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to import one or more user names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.
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Import File Name This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

User List This list contains the users whose passwords you wish to
reset.

Options Tab

Use this tab to specify which options to apply when resetting the passwords of the
currently selected group of users. In addition to specifying a new password, this tab
allows you to set most of the security options, which are password related.

Feset User Passwords

Select Uzers  Oplionz IOumut ]

— Pazaword Creahion Methad

% Create random passwords Optiohe |

" Create blank passwards

" Use the following password: I

" Do not change the password

—Account Settings

[ User Must Change Password at Mext Logon

W Unlock User &ccourt IF Locked
[ Disable User Accounts

— Pazsword Options

[ User can change passward [ User cannot change password
[ Password not required [ Password required via group policy

[ Password expires [ Password never expires

This tab contains the following fields and controls:
Password Creation Method

Use this section to select the option to be used for establishing passwords for the
user account(s) listed in the Select Users tab.
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Create random
passwords

Create blank
passwords

Use the following
password

Do no change the
password
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81

Select this option to have the selected user account(s)
assigned randomly generated passwords.

Select the OPTIONS button to define the type of characters
allowed and the password length restrictions.

Select this option to have the selected user account(s)
assigned blank passwords. Note that some security
policies, such as a minimum password length, may
preclude the use of this option.

Select this option to set the password to the specified
string for the selected user(s).

When this option is selected, enter the text to be used as
the password for all the selected user accounts in the text
field to the right.

Select this option if you wish to change some of the
password settings without modifying the users’ passwords.

Use this section to select the user account settings for the group of users selected

on the Select Users tab.

User Must Change
Password at Next
Logon

Unlock User
Account if Locked

Disable User
Account

Enable User
Account

Password Options

Check this box to force the selected user(s) to change
their password the next time they logon to the network.

Check this box to unlock any of the selected user
account(s) that are currently locked.

Check this box to disable all of the selected user
account(s) - i.e. the users will be unable to login until their
accounts have been enabled.

Check this box to enable all of the selected user
account(s).

Use this section to specify the password options to be used when resetting the
passwords for the selected group of users.

User can change
password

User cannot
change password

Password not
required

Password
required via group
policy

Check this box to allow the selected user(s) to change
their own password.

Check this box to prevent the selected user(s) from
changing their own passwords.

Check this box to prevent the selected user account(s)
from needing a password. Note that this option will
override any group policy setting. This option is NOT
recommended for normal user accounts.

Check this box to force the selected users to adhere to the
group policy requiring passwords. This is the default
setting for user accounts.
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Password expires Check this box to force the passwords for the selected
user account(s) to expire per the password expiration
settings in the group policy.

Password never Check this box to allow the passwords for the selected

expires user account(s) to never expire, regardless of the group
policy settings. This option is NOT recommended for
normal user accounts.

Output Tab

Use this tab to create either a Password output file for the new passwords and/or a
Screen output file containing the contents of the tool's output screen.

If you choose to create a Password output file, a comma separated value (CSV) file will
be created that contains a list of all the selected users along with their new passwords.
The CSV format will allow you to import the file into an Excel spreadsheet should you
wish to modify or format the data.

If you choose to write the screen output to a file, the entire contents of the tool's output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method of documenting the changes made via ADtoolkit.

RFeset User Passwords

Select Lzers IOpﬁnns Olltlil-lll

| »

—Password File
V¥ Create afile with user names and passwords File Layout |
V¥ Append to password file if it already exists

Pazzword File Mame:
IPasswnrds Etoolname - FdayX-EmonthX-Zpeark bt j

Pazsword File Directony:

I\'\NetDpsSw'l WPazsword Datah Browse |

— Screen Output File

¥ Create afile containing the contents of the tool output screen
W Append to screen output file if it aleady exists

Output File Name:
IDutput Eroolname - ZdayX-Emonth&-Eeeark bt j

Output File Directary:
I'\'\NetDpSSW'I 440 Output’ Browse

—Send To

[ Send Dutput via Email [ tiars.,. |
o |

Aftactn [0 Dutmput i indan 71| Fassword File
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This tab contains the following fields and controls:

Password File

Use this section to create a comma delimited file containing all of the user names
and their new (reset) passwords.

Create a file with
user names and
passwords

Password File
Name

Password File
Directory

Append to
password file if it
already exists

Screen Output File

Check this box to have the Reset User Passwords tool
create a Password output file with a list of all the users
and their new passwords.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of a password file or click the down arrow
to select a name template.

Enter the name of a directory in which to store the
password file. Alternatively, click the BROWSE button to the
right to browse for a directory.

Check this checkbox to have the Reset User Passwords
tool append to the Password file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Reset User Passwords
tool overwrite any file with the same name.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Reset User Passwords tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the output
file. Alternatively, click the BROWSE button to the right to
browse for a directory.

Check this checkbox to have the Reset User Passwords
tool append to the Screen output file, if it already exists. If
the file does not already exist, a new one will be created.
This option is selected by default.

Clear this checkbox to have the Reset User Passwords
tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
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To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Password File Check this option to attach the password file to the email.
This option will only be available if you have checked the
option to create a password file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Search & Replace User Attributes Tool

If an attribute, such as address or area code changes for a group of users, but not
another, administrators may be faced with mining through AD to find a set of users who
need the new attribute. ADtoolkit allows administrators to search and replace throughout
specified containers in AD, changing either common properties or user attributes for any
users that meet the search criteria.

How To Search & Replace User Attributes

1.

Open the Search & Replace User Attributes tool by selecting the TOoLS | USERS |
SEARCH & REPLACE menu command or shortcut bar icon.

Proceed to the Search Criteria tab and select an attribute to search. You may select
from pre-defined common properties, or from the list of all Active Directory attributes
which apply to users. Please note that not all common properties are attributes and
not all attributes are common properties. The list of common properties is much
smaller but does include some items that cannot be changed by modifying an
attribute, for example the password required flag.

Once you have selected an attribute or property to search and replace, you must
specify the exact search criteria, i.e., what value to search for and what value to
replace it with.

To force the tool to do an unconditional replace, you may optionally select (check) the
Replace Always checkbox from the Advanced Options group box. This will cause
the tool to ignore any values placed in the Find What field and instead replace the
attribute of all users in the search domain with the replacement value.

Once you have specified the search criteria, proceed to the Search Locations tab
page and select the SELECT DOMAINS/OUS button. You may select any container
name (e.g., a domain or OU) and/or any user name from the directory browser
dialog.

To limit the search to just the immediate users of the selected containers (i.e., to NOT
search into any nested OUs or domains), you must change the Search Scope setting
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at the bottom of the page. Click the down arrow to change the scope to Search
Immediate Children.

7. To apply additional filters to the selected users, proceed to the Filters tab page and
select the Add Filters button. Note that these filters are applied before any of the
search and replace criteria are applied.

8. To test the tool, use the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed but no
actual user attributes are modified.

9. Once you have corrected any problems that the simulation exposed, select the RUN |
RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search and Replace User Attributes tool will be launched
and the user attributes will be modified based on the search criteria.

Search Criteria Tab

Use this tab to specify the properties or attributes to be replaced, the criteria to be met
before replacing them, and finally the values to be used when replacing the attribute.

Search and Replace User Attributes

Search Criteria ISearch Locations IFirterS IOulput I

—Attnbute to Search

& Cammon Property |Business Phane j

AD Altribute IaccountE wpires j

— Search Criteria

Findwhat:  {1307)

Fieplace Wwith: I[41 0

—Advanced Optionz

[ Case sensilive

[T Match whole sting

[ Replace always
[ Replace if attibute is empty
™ Replace if attibute is not empty

[~ Remove the attribute
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This tab contains the following search options:

Attribute to Search

Use this section to specify the common property or AD attribute to be used as the

search criteria.

Common Property

AD Attribute

Search Criteria

Select this option if you wish to select a common property
to search and replace. Common properties are comprised
of some of the more common AD attributes as well as
several user properties that cannot be modified directly by
changing an AD attribute.

When this option is selected, use the arrow button to
specify the common property to be searched.

Select this option if you wish to select an AD attribute to
search and replace.

When this option is selected, use the arrow button to
specify the AD attribute to be searched.

Use this section to define what string/value is to be searched for and what
string/value is to be used to replace it.

Find What

Replace With

Advanced Options

Enter the value you are looking for in the selected user
attribute or common property.

Enter the value to place in the selected attribute/property if
a match is found.

Use this section to select advanced options for searching and replacing user

attributes.

Replace always

Replace if
attribute is empty

Replace if
attribute is not
empty

Remove the
attribute

Case Sensitive

Check this box to force all specified users to have their
attributes replaced. Any other search criteria specified on
this page will be ignored.

Note that the users must still match any filters specified on
the Filters tab page.

Check this box to search for an attribute that has no value
or that is undefined. Any other search criteria specified on
this page will be ignored.

Check this box to search for an attribute that has any
value. Any other search criteria specified on this page will
be ignored.

Check this box to have the attribute removed completely if
it matched the search criteria.

Click on this button to perform case sensitive searches on
the selected attribute.
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Match Whole Click on this button to indicate the attribute value must

String match exactly the string specified in the Find What field. If
this option is not selected, the search will match if the Find
What string is contained anywhere within the attribute
value.

Search Locations Tab

Use this tab to specify where to search for the users in Active Directory. You may
browse AD to select specific domains or OUs or even users using the SELECT
DoMAINS/OUS button.

Search and Replace User Attributes

Search Criteria Search Locations IFirter's ]-::uumut I

Remove Objects | Import Objects |
Object Mame - |
DC=javizona,DC=net
1] | i
Seaich Scope: | Search Entire Subtres j

This tab contains the following controls:

Select Domains/OUs Click this button to browse through your network to locate
the object(s) to be searched. Selecting this button will
display a dialog where you can select the domains, OUs
or users to be searched through.

Remove Objects Click this button to remove all selected objects from the list
of search locations below.
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Import Objects

Location List

Search Scope

Filters Tab

Use this tab to create one or
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Click this button to import one or more domain, OU or user
names from a CSV file to populate the location list.

This control contains a list of the currently selected
locations to search. To add locations to this list, click on
either the Select Domains/OUs or Import Objects
button. To remove locations from this list, click on the
Remove Objects button.

Use the arrow button to define the scope of the search.
The search scope determines whether the tool will search
just the immediate children of any selected domain or OU,
or if it will search the entire subtree of the selected
domains and OUs. The default search scope is to search
the entire subtree.

more search filters. Search filters allow you to specify

additional conditions that a user must match before their attributes get modified. The

filters specified here are appl
Criteria tab.

ied before the matching criteria specified on the Search

Search and Replace User Attributes

Search Critetia I Seatch Locations

Filters I Ottt I

|Jze the fiters specified below to limit the search [optional);

Remove Filter | kdodify Filker |

State Containg the Phrase: MD

[ tatch Al Filers

L« |
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This tab contains the following controls:

Add Filter

Remove Filter

Modify Filter
Filter List
Match All Filters

Output Tab

Click this button to create a search filter and add it to the
filter list. Selecting this button will display the Search Filter
dialog allowing you to define additional conditions that a
user must match before their attributes get modified. For
more information, see Appendix C: Filter Dialog on page
360.

Click this button to remove all selected filters from the filter
list.

Click this button to modify the selected search filter.
This list contains all of the search filters you wish to apply.

Check this box if a user must match all the search filters
before being processed. If this option is not checked, the
user will be processed if they match any one of the filters
in the list.

Use this tab to create a text file containing the contents of the Search and Replace User
Attributes tool output screen. If you choose to write the Screen output to a file, the entire
contents of the tool's output screen will be written to a text file whenever the tool has

completed execution. This is a handy method for documenting the changes made using

ADtoolkit.

Search and Replace User Attributes

Search Criteria I Search Locations I Fiters ~ Ouiput

— Screen Output File

[ Create a file containing the contents of the tool output screer
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Search and Replace Users tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options on
this tab will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to the right to browse for a directory.

Check this checkbox to have the Search and Replace
Users tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Search and Replace
Users tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Move Users Tool

The Move Users Tool allows administrators to move users to a new Organizational Unit.
Users may be selected from an Active Directory browser or imported from a file.

How to Move Users

1. Open the Move Users Tool by selecting the TooLs | USERS | MOVE menu command
or shortcut bar icon.

2. On the Select Users tab click the SELECT button. Browse through the list of users in
your network and select one or more users you wish to move. When you are finished
selecting users, click the OK button.

Alternately, use the IMPORT button to retrieve a list of user names from a CSV file or
set a file from which to import the users at the time the tool is run.

3. Open the Options tab and use the BROWSE button to locate and select the target
(move to) Domain / Organizational Unit. Click the OK button to complete your
selection.

4. Move to the Output tab to enter the screen output file information. Enter the output
file name and use the BROWSE button to select a directory.

5. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

6. Once you have corrected any problems encountered during the simulation run, select
the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Move Users tool will be launched and the
users will be moved.

Select Users Tab

This tab allows you to specify the names of the users to be moved. User names can be
added to the list one at a time using the SELECT button or multiple user names can be
added using the IMPORT button.

You can also use this page to specify the destination container for a specific user by
filling in the space in the grid. If you do so, the destination entered into the grid will
override the destination selected on the Options tab.
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Select Users IOpﬁons IOumuT I
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Mote: Data entered into thiz grid will overnide the settings on the following tab pages

This tab contains the following controls:

Select

Remove

Edit

Import

Import File Name

Click this button to browse through the list of users in your
directory to locate the user(s) to be moved. Selecting this
button will display the Select Users dialog where you can
select the users.

Click this button to remove all selected users from the user
list.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click this button to edit the destination container for the
selected users.

Click on this button to import one or more user names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select Set Import
File from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.
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User List This list contains the users to be moved to a new domain
or OU.

Options Tab

This tab allows you to specify the default Domain/Organizational Unit where the selected
users will be moved.

This tab contains one control:

Browse Click this button to display a list of Active Directory
Objects. Expand the list to locate the Domain/
Organizational Unit where the user(s) will be moved.
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Use this tab to create a Screen output file containing the Move Users tool's output. If you
choose to write the Screen output to a file, the entire contents of the output screen will be
written to a text file whenever the tool has completed execution. This is a handy method
for documenting the changes made using ADtoolkit.

Mowe Users
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¥ Create afile containing the contents of the tool output screen
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Move User tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the output
file or use the BROWSE button to the right to browse for a
directory.

Check this checkbox to have the Move User tool append
to the Screen output file, if it already exists. If the file does
not already exist, a new one will be created. This option is
selected by default.

Clear this checkbox to have the Move User tool overwrite
any file with the same name.

Use this section to have the tool send an email upon completion containing the
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output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

Clone User Tool

The Clone User tool is designed to simplify the process of creating new users. The
concept behind this tool is to use a pre-existing user account as a template for creating
new accounts. For example, you might create a dummy user for your accounting group
which has all the appropriate group memberships, address information, and terminal
server settings. You could then use the Clone User tool whenever adding a new
employee to the accounting group. Thus, rather than having to re-key all the required
info, you would simply select a few checkboxes to tell ADtoolkit which info to copy from
the dummy user.

How To Clone A User

1. Open the Clone User Tool by selecting the TooLs | USERS | CLONE menu command
or shortcut bar icon.

2. Proceed to the New Users tab and click on the AbD button. Enter the first and last
name of the user you wish to add. If there is any other personal information for this
user that you wish to add such as a description or a phone number, do so now by
clicking on the appropriate tab page and entering the information. When you have
finished adding information for this user click on the OK button.

Repeat step 2 for each additional user you wish to add.

4. If an error was made entering the user information, you can edit the information
directly by clicking on the appropriate cell in the grid, or by selecting the user and
clicking on the EDIT button.

5. Proceed to the Names tab and select the method for converting the users' names
into their various formats, such as Windows 2000 Logon Names and Display Names.

6. Proceed to the Account tab and click on the BROWSE button in the Clone This User
group box. Select the user whose settings you wish to clone (clonee).
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Now click on the BROWSE button in the Create New Users In group box. Select the
Domain or Organizational Unit that you wish to create the new user accounts in.

On the same page, select the method for creating passwords.

At the bottom of the same page you may choose which attributes to clone from the
selected user account. Note that the actual settings which will be copied are those
which appear on the corresponding tab pages in the Add Users tool. For example, if
you select the Security checkbox, all the settings which appear on the Add Users
tool's Security tab page will be copied from the selected user account.

To automatically create an Exchange mailbox for each new user, proceed to the E-
mail tab and select the CLONE EMAIL SETTINGS checkbox.

To write the new account names and passwords to a file for future reference,
proceed to the Output tab and select the CREATE A FILE WITH USER NAMES AND
PASSWORDS checkbox.

The remainder of the tab pages and settings are optional, but it is highly recommend
that you examine each page and fill in the appropriate values.

To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

Once you have corrected any problems that the simulation exposed, select the RUN |
RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of this tool). The Clone User tool will be launched and the users will be
created.
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Use this tab page to specify the names of users to create. User names can be added one
at a time via the ADD button or multiple user names can be added from a file using the

IMPORT button.

You can also use this tab page to specify attributes for individual users. If you do so, the
data entered into the grid will override any settings made on the following tab pages. For
instance, if you specify a user's street address in the grid and also tell the tool to clone
Address attributes from the dummy user (via the Account tab), the address entered in the
grid will be the one used to set the user's street address attributes in Active Directory.
The other address attributes (city, state, etc) will still be cloned from the dummy user.

Clone User
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<

Configure Grid | Mote: Data entered into thiz grid will overide the settings on the following tab pages

i

This tab contains the following controls:

Add

Remove

Edit

Click on this button to enter the basic information needed
to create a new user, such as a first and last name.

Click on this button to remove all selected names from the
list of users below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information, such
as a first and last name, of the selected user.
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Import

Import File Name

Name Grid

Configure Grid
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Click on this button to import one or more user names

from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down

menu.

This control contains a list of the users you wish to add. To
add names to this list, click on either the ADD or IMPORT
button. To remove names from this list, click on the

REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.

The user grid on this tab contains the following information about the new user. The
following table lists the tab where the data can be added or modified and a brief

description of the field.

NOTE: Settings made in the grid tab will override any settings made on the other tab

pages.
User Information

(*Required)

First Name*
Last Name*
Middle Name
Full Name

Display Name

Description
Office

Email

Home Phone
Biz Phone

Cell Phone

Tab where data is

added/modified

General Info
General Info
General Info
General Info

General Info

General Info
General Info
General Info
Phone Numbers
Phone Numbers

Phone Numbers

Description
User's first name.

User's last name.
User’'s middle name.
User's full name.

User’'s name as it will be displayed in
the Address book.

User's description.

User's office location.

User's email address.

User's home telephone number.
User's business telephone number.

User's cell phone number.
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Pager
Fax
Street
PO Box
City
State

Zip Code

Country

NetBIOS Name

Logon Name

Password
Other Attributes

Phone Numbers
Phone Numbers
Address
Address
Address
Address

Address

Address

Account Data

Account Data

Account Data
Attribute Data
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User's pager number.

User's fax number.

User's street address.

User's post office box number.
City where user is located.

State or Province where user is
located.

Zip Code or Postal Code where user is
located.

Country or Region where user is
located.

User's NetBIOS or pre-Win2K name
(i.e., sAMAccountName)

User's logon name
(i.e., userPrincipalName).

User's password.

Other specified user attributes.
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Use this tab page to specify the naming information for the currently selected group of
new users. These settings will determine how the new account names will be generated.

Clone User
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This tab contains the following information:

Unique User Names

Add digits to the
names if they
already exist

Check this box to add a digit to the end of the Windows 2000
name, Pre-Win2K name, or the Full Name if the name
already exists. If the new name with the digit also exists, the
tool will increment the number being added until a unique
name is found. If this option is not checked and the name
already exists, the tool will notify you of its failure to create
the user, and then continue with the next user in its list.
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Windows 2000 Logon Name

Use the fields in this section to define the method to be used for converting user
names into Windows 2000 logon names for the group of users selected on the

Users tab.

Name Format

Custom
Template

Edit

Logon Name
Suffix

Convert Name to
Lowercase

Sample Name

Click on the arrow to select a method for converting the first,
middle and last names into the Windows 2000 logon name.
See table below for valid formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Click the arrow to select a user principal name suffix from the
provided list. The default suffix is the full DNS name of the
domain containing the accounts you are administering.

NOTE: Alternate suffixes can be created using the MMC
console for Domains and Trusts.

Check this box to convert the name to lowercase letters.

This is a read-only field, which displays an example of what a
user logon name would look like using the currently selected
options.

Pre-Win2K Name (NetBIOS Name)

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the pre-Windows 2000 name
(NetBIOS name). See table below for valid formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Display Name (Displayed in Address Book)

Use this section to specify the format to be used for displaying names.

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the display name, (i.e., the name
displayed in the address book). See table below for valid
formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.
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Full Name (Displayed in MMC)

Name Format Click on the arrow to select a method for converting the first,
middle and last names into the full name displayed in MMC.

See table below for valid formats.

Custom This is a read-only field, which displays the current Custom

Template Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Edit Click this button to modify the Custom Template.

Name Conversion Options

The following table describes and illustrates the different methods available for converting
user names for the various account names (i.e. logon name, display name, pre-Win2k
name, and full name).

Windows 2000 Logon Name and Pre-Win2K Name Options

Use

First.Middle.La

st

Use First Name

Initial + Last
Name

Use First Name

+ Last Name
Initial

Use First.Last

Use Last.First.

Middle

Choose this option to use the user's full name as the
Windows 2000 logon name prefix. This option is selected
by default.

For example:
John Q. Public becomes John.Q.Public@yourdomain.com

Choose this option to use the first letter of the first name
and the last name of the user's full name as the Windows
2000 logon name prefix.

For example:
John Q. Public becomes JPublic@yourdomain.com

Choose this option to use the first name and the first letter
of the last name of the user's full name as the Windows
2000 logon name prefix.

For example:
John Q. Public becomes JohnP@yourdomain.com

Choose this option to use the first name plus a "." and the
last name of the user's full name as the Windows 2000
logon name prefix.

For example:
John Q. Public becomes John.Public@yourdomain.com.

Choose this option to use the Last Name plus a “.” plus the
First Name plus a “.” plus the middle name.

For example:

John Quentin Public becomes
Public.John.Quentin@yourdomain.com.
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Use Last Name
+ First Initial

Use Last Name
+ First Initial +
Middle Initial

Use Last Name
+ First Name

Use Custom
Template

103

Choose this option to use the Last Name plus the first
initial.

For example:

John Quentin Public becomes Publicd@yourdomain.com.

Choose this option to use the Last Name plus the first initial
plus the middle initial.

For example:
John Quentin Public becomes PublicJQ@yourdomain.com

Choose this option to use the Last Name plus the First
Name.

For example:
John Q Public becomes Publicdohn@yourdomain.com

Choose this option to use your own custom template for
creating account names. |If this option is selected, use the
EDIT button to create or modify the Custom Template to be
used. For more information, see Appendix B: Creating a
Custom Template on page 352.

Display Name and Full Name Options

First Middle
Last

Last, First
Middle

Use Custom
Template

Select this option to force the Display Name/Full Name to
appear in the First Middle Last order. This will affect the
order in which names are displayed in the user's address
book. This option is selected by default.

Select this option to force the Display Name/Full Name to
appear in the Last, First Middle order. This will affect the
order in which names are displayed in the user's address
book.

Choose this option to use your own custom template for
creating account names. If this option is selected, use the
EDIT button to create or modify the Custom Template to be
used. For more information, see Appendix B: Creating a
Custom Template on page 352.
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Use this tab to specify the account information for the currently selected group of users.

These settings will determine:

e the user whose settings will be cloned to create the new users (clonee)

e where the new accounts will be created (i.e., which domain or OU)

e how the passwords will be generated
e which settings will be cloned from the clonee

Clone User
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Mote: See the conezponding Add Uszer tabs for the contents of each category.

This tab contains the following fields and controls:

Clone This User

This field displays the user from which you want to clone settings. An entry in

this field is mandatory.

Use the BROWSE button to select a user. Selecting the BROWSE button will
display the AD Browser dialog where you can locate and select the appropriate

user.

Create Users In (Domain/Organizational Unit)

This field displays the Domain or Organizational Unit (OU) where the new

accounts will be created. An entry in this field is mandatory.

Use the BROWSE button to select a Domain or OU. Selecting the BROWSE
button will display the Browse Active Directory dialog where you can locate and

select the appropriate Domain or OU.
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Use this section to select the option for establishing the passwords for each of
the newly created Windows 2000 accounts.

Create a
Random
Password

Leave
Password
Blank

Use the
Following
Password

Clone Which Settings

Select this option to create a unique random password for
each newly created Windows 2000 account. This option is
selected by default.

Select the OPTIONS button to the right of this field to modify
the options for creating random passwords. Options
include password length and character types. For a more
information, see Appendix C: Random Password Options
Dialog on page 391.

Select this option to leave the password blank for all the
newly created Windows 2000 accounts.

Select this option to set the password to the specified string
for all the newly created Windows 2000 accounts.

When this option is selected, enter the text to be used as
the password for all the newly created Windows 2000
accounts in the text field to the right.

Use this section to select which settings from the clonee should be copied over
to the new users. Note: See the corresponding tabs in the Add Users tool for
the contents of each category.

Address
Attributes

Organization
Attributes

Security
Attributes

Group
Membership
Dial-In
Attributes

Select this option to clone the address attributes from the
clonee to the new users.

Select this option to clone the organization attributes from
the clonee to the new users.

Select this option to clone the security attributes from the
clonee to the new users.

Select this option to clone the group membership data from
the clonee to the new users.

Select this option to clone the dial-in attributes from the
clonee to the new users.
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Use this tab to specify the profile data for the currently selected group of users.

Clone User
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This tab contains the following fields and controls:

User Profile

Use this section to specify the user profile data to be used for the group of users
selected on the New Users tab.

Profile Path

Logon Script

Home Folder

Enter the full path of the user's profile.
For example: \\server\share\%username%

Enter the name of the logon script to be used by the user
accounts.

Logon scripts are placed in the NETLOGON share located
at %SYSTEMROOT%\SYSVOL\<DNS Domain
Name>\scripts.

The home folder is a folder that is accessible to the user and can contain files and
programs for that user. A network home folder can be assigned to an individual
user or can be shared by many users. If no local or network home folder is
assigned here, the default local home folder is located on the user's computer.
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Local Path

Connect

Set Home Folder
Security

Create home
folder share (if
necessary)
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Select this option to specify a folder on the user's
computer for their home directory, such as
c:\users\%username%. This option is selected by default.

In the text box to the right, enter the name of the home
folder to be used.

NOTE: When using the Local Path option, you must
create the path and give the user permission to it
before the home directory can be used.

Select this option to choose a network path to use as the
home directory.

In the first box, select a drive letter for an existing network
share. In the To: text box, enter the network path for the
home directory (e.g., \server\share\%username%).

Check this option to specify access rights on the selected
users’ home directory(ies).

Click the SECURITY button to open the Home Directory
Security dialog where you can specify permissions for the
directory.

Check this option if a Share to the home folder is to be
automatically created.

Click the PERMISSIONS button to specify permissions for
the share.

Click the SHARE PATH button to define the path for the
share.
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108

Use this tab to create Exchange mailboxes for the newly created Windows 2000 / 2003

accounts.

Clone User

Mewm Llzers I Matres I Aecaunt

IPmﬁIe Email ITerminaI I.ﬂ.th'ihutes IOumut I

[ Clane Email Settings

— Mail Aliaz Creation

% Usze WinZK Logon Mame
" Use Custom Template

Cuztom Template:

Elit |

— E-mail Addrezzes

Tyupe | Template

Fmtp <First>"."¢Lazt> "iDjavizona. netsLowercaze:

Remaove |
flake Enmar |

This tab contains the following fields and controls:

Clone Email Settings

Check this box to have the Clone User tool create an Exchange mailbox using the
settings from the clonee.

Mail Alias Creation

Use these options to define the mail alias creation settings.

Use Win2K Logon
Name

Use Custom
Template

Custom Template

Select this option to use the Windows 2000 logon name as
the email alias name. This option is selected by default.

Select this option to use a custom template to define the
email alias name.

If you select this option, you must create a Custom
Template by clicking on the EDIT button next to the
Custom Template field. For more information, see
Appendix B: Creating a Custom Template on page 352.

This is a read-only field, which displays the current custom
template being used.

To create or modify the template, use the EDIT button to
the right of this field. This will open the Custom Template
Editor to define a template for creating email alias names.
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E-mail Addresses

This control contains a list of templates used to generate alternate e-mail
addresses. These addresses are meant to supplement those that are
automatically generated by your Recipient Update Policy.

Add Click this button to create a new E-mail Address template
and add it to the list of templates to the left. Clicking this
button will launch the New Email Address Dialog which
allows you to choose a type of template to create. A
detailed description of the SMTP Email Address Template
Dialog can be found in Appendix C on page 393. The
other address template dialogs are similar.

Remove Click this button to remove all the selected templates from
the list of templates to the left.

Make Primary Click this button to set the currently selected template (in
the list to the left) to a primary address.

Terminal Tab

Use this tab page to specify the terminal server settings for the currently selected group
of users.

Clone User

Mew Lizers INames I.ﬂ.ccnum IF'mﬁIe IEmaiI Terminal I.ﬂ.th'ihutes IOumut I

W Clore Teminal Services Settings

— Teminal Services User Profile

Profile Path: |
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This tab contains the following fields/controls:

Clone Terminal Services Settings

Check this box to have the Clone User tool copy the terminal services settings from the

clonee.

Terminal Services User Profile

Use this section of this tab to specify the user profile for the selected terminal services.

Profile Path

Enter the full path of the user's terminal server profile. For
example, \\server\share\%username%

Terminal Services Home Folder

Use this section of this tab to specify the home folder for the selected terminal services.

Local Path

Connect

Select this option to specify a folder on the user's computer for
their terminal server home folder, such as
c:\users\%username.

NOTE: You must create the path and give the user
permission to it before the home directory can be
used.

The terminal server home folder is a folder that is accessible to
the user and can contain files and programs for that user. A
network home folder can be assigned to an individual user or
can be shared by many users. If no local or network home
folder is assigned here, the default local home folder is located
on the user's computer on which Windows 2000 is installed.

Select this option to choose a network path to use as the
terminal server home folder.

Click on the arrow and select a drive letter for an existing
network share.

Enter the network path for the terminal server home folder in
the text box to the right. To specify a network path for the
home directory, you must first create the network share and
set the permissions to grant the users access.
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Attributes Tab

Use this tab to specify one or more AD attributes to clone from the clonee to the users
listed on the New Users tab.

NOTE: Settings made on the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made in the grid on the New
Users tab.

Clone User
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This tab contains the following controls:

Available This list contains all the possible AD attributes that you
Attributes can choose to clone.

Attributes can be added or removed from this list using the
Add and Remove buttons below.

Selected This list contains the AD attributes which will be cloned
Attributes from the clonee to the new users.

Attributes can be added or removed from this list using the
Add and Remove buttons below.

Add Click this button to move the selected attribute(s) from the
Available Attributes list to the Selected Attributes list.

Remove Click this button to move the selected attribute(s) from the
Selected Attributes list to the Available Attributes list.
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Output Tab

Use this tab to create either a Password output file for the newly created user names
and/or a Screen output file containing the tool's output.

If you choose to create a Password output file, a comma separated value (CSV) file will
be created that contains a list of all the users who were successfully added along with
their new names and password. The CSV format will allow you to import the file into an
Excel spreadsheet should you wish to modify or format the data.

If you choose to write the Screen output to a file, the entire contents of the tool's output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method for documenting the changes made using ADtoolkit.
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This tab contains the following fields and controls:

Password File

Create a file with
user names and
passwords

Password File
Name

Password File
Directory

Append to
password file if it
already exists

File Layout

Screen Output File

Check this box to have the Clone User tool create a
password output file with a list of all the successfully
created users and their corresponding account names and
passwords.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the
password file or click the BROWSE button to browse for a
directory.

Check this checkbox to have the Clone User tool append
the newly created users to the Password file, if it already

exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Clone User tool overwrite
any files with the same name.

Click this button to define the fields to be included in the
password file. For a description of the Password File
Layout dialog, see Appendix C: Password File Layout
Dialog on page 390.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the Clone User tool create a text
file containing the entire contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the output
file or click the BROWSE button to browse for a directory.

Check this checkbox to have the Clone User tool append
the screen output to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Clone User tool overwrite
any file with the same name.
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Use this section to have the tool send an email upon completion containing the
output file and/or the password file.

Send Output via
Email

To

Send Output To

Output Window

Password File

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file and/or the password
file as attachments to the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Check this option to attach the password file to the email.
This option will only be available if you have checked the
option to create a password file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 5: Group Tools

ADtoolkit includes several tools to help administrators manage groups in Active Directory.
This chapter provides step-by-step procedures for using the various group tools as well
as detailed descriptions of all the tab pages associated with each of the following Group
tools:

= Add Group

=  Modify Group

= Delete Group

= Search & Replace Group Attributes

= Move Group

Add Groups Tool

The Add Groups Tool allows administrators to create groups, assign members, set group
type and scope, set the group as a member of other groups and set additional group
settings.

How To Add Groups

1. Open the Add Groups Tool by selecting the TooLs | GROUPS | ADD menu command
or shortcut bar icon.

2. Proceed to the New Groups tab and click on the AbbD button. Enter the name of the
group you wish to add. If there is any other specific information for this group that
you wish to add, such as a description or a NetBIOS name, do so now by selecting
the appropriate tab page and entering the information. When you have finished
adding information for this group select the OK button.

3. Repeat step 2 for each additional group you wish to add. Alternatively, you may add
multiple users to the grid from a file using the IMPORT button.

4. If an error was made entering the group information, edit the information by clicking
on the appropriate cell in the grid or by selecting the group and clicking on the EDIT
button.

NOTE: Settings made in the grid on the New Groups tab page will override any
settings made on the following tab pages (e.g. description).

5. Proceed to the Account tab and click on the BROWSE button to select the Domain or
Organizational Unit where the new group accounts are to be created.

6. On the same tab page, select the appropriate scope and type for the new groups.

7. To add one or more members to the new groups, proceed to the Members tab and
click on the ADD button. Select the desired members from the AD browser and click
on the OK button.

8. To automatically mail-enable each of the new groups, proceed to the E-mail tab and
select the CREATE EXCHANGE E-MAIL ADDRESS checkbox.
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The remainder of the tab pages and settings are optional, but it is highly recommend
that you examine each page and fill in the appropriate values.

NOTE: Settings made using the AD Attributes tab page will override any settings
made on the other tab pages with the exception of the settings made in the
grid on the New Groups tab page.

To test the tool, click on the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy group is added with all the specified
settings and then deleted to ensure that the process will work correctly.

Once you have corrected any problems encountered during the simulation run, select
the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Add Groups tool will be launched and the
groups will be created.

New Groups Tab

Use this tab page to specify the names of groups to create. Group names can be added
one at a time via the Add button or multiple group nhames can be added using the Import
button.

You can also use this tab page to specify attributes for individual groups. If you do so,
the data entered into the grid will override any settings made on the following tab pages.
For instance, if you specify a group’s description both in the grid and on the account tab
page, the description entered in the grid will be the one used to set the group’s

description attribute in Active Directory.

Add Groups
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This tab contains the following controls:

Add

Remove

Edit

Import

Import File
Name

Name Grid

Click on this button to enter the basic information needed to
create a new group, such as a name and description.

Click on this button to remove all selected names from the
list of groups below.

You may also use this button to remove all the names in the
list below, even those that are not selected. To do so, simply
click on the down arrow on the right side of the button and
select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information, such as
name and description, of the selected group.

Click on this button to import one or more group names from
a CSV file.

You may also use this button to set an import file which will
cause ADtoolkit to import the names from a file whenever
the tool is run rather than importing the names immediately.
To set an import file, simply click on the down arrow on the
right side of the button and select SET IMPORT FILE from the
drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down arrow
on the right side of the IMPORT button and select SET IMPORT
FILE from the drop down menu. To clear this field, click on
the down arrow on the right side of the IMPORT button and
select CLEAR IMPORT FILE from the drop down menu.

This control contains a list of the groups you wish to add. To
add names to this list, click on either the ADD or IMPORT
button. To remove names from this list, click on the REMOVE
button.
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Use this tab page to specify the account information for the currently selected groups.
These settings will determine: where the group will be created (i.e. which domain or OU)
and the type and scope of the groups.

Add Groups

Mew Groups  Account Ihﬂemhers IE-maiI Ihﬂemhercrf IManaged By Iﬂ.th'ihutes IOulput I
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This tab contains the following information:

Create Groups In

This field displays the Domain or OU where the new groups
(Domain/OU) will be created.

Use the BROWSE button to select a Domain or OU. This

field is mandatory.

Unique Group Names

Add Digits to the Select this option to add a digit to the end of the Windows
Names 2000 name or Pre-Win2K name, if the name already exists.

If the new name with the digit also exists, the tool will

increment the number being added until a unique name is

found.
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Group Scope

Domain Local Select this option to designate the groups as domain local.
Domain local groups are valid only in the domain where
they are defined. Domain local group membership does not
appear in the global catalog.

Global Select this option to designate the groups as global. Global
groups appear in the global catalog, but not their members.
Membership changes in global groups are not replicated
outside of the domain where they are defined.

Universal Select this option to designate the groups as universal. A
universal group appears in the global catalog, but will
primarily contain global groups from domains in the forest.

Group Type

Security Select this option to designate the groups as security groups.
Security groups are listed in discretionary access control lists
(DACLs) that define permissions on resources and objects.
Security groups can also be used as an e-mail entity.
Sending an e-mail message to the group sends the message
to all the members of the group.

Distribution Select this option to designate the groups as distribution
groups. Distribution groups are not security-enabled. They
cannot be listed in DACLs. Distribution groups can be used
only with e-mail applications (such as Exchange), to send e-
mail to collections of users. If you do not need a group for
security purposes, create a distribution group instead of a
security group.

Description Enter a brief description in this field.

Notes Enter any comments in this field. To type on subsequent
lines, press Enter.
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Members Tab

Use this tab page to specify which members (Users, Computers, Contacts and/or
Groups) to add to each of the new groups.

Add Groups
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This tab contains the following controls:

Add Use this button to browse for one or more users, groups,
computers or contacts, to add to the list of members below.

Remove Use this button to remove all the currently selected
members from the list of members below.

Member List This control contains a list of the members you wish to add
to the selected groups. To add names to this list, use the
ADD button. To remove names from this list, use the
REMOVE button.
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Use this tab page to mail-enable the newly created Windows 2000 groups.

Add Groups
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This tab contains the following options/controls:

Create Exchange
E-Mail Addresses

Mail Options

Administrative
Group

Check this box to have the Add Groups tool mail enable each
new group.

Click this button to launch the Mail Options dialog. For more

information, see Appendix C: Mailbox Options Dialog on page
370.

Click on the arrow to select the Exchange Administrative Group
which will be responsible for managing the selected groups.
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Advanced

Expansion Server

Hide From
Exchange
Address Lists

Send Out-Of-

Office Messages

to Originator

Send Delivery

Reports to Group

Owner

Send Delivery
Reports to
Message
Originator

Do Not Send

Delivery Reports

Member Of Tab
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Click on the arrow to select the expansion server used to expand
a mail-enabled group into a list of group members. You can
specify any server to expand a mail-enabled group. However, if
e-mail sent to a group is from a mailbox on one of your Exchange
servers, select the server from which the e-mail was sent to
expand the group. If e-mail sent to a group is external e-mail,
select the bridgehead server to expand the group.

Check this box to prevent a mail-enabled group from appearing in
address lists. If you select this option, the mail-enabled groups
will be hidden from all address lists.

Check this box to send out-of-office messages to the message
originator, when a message is sent to a group while one or more
of the group members has an out-of-office message in effect.

Select this option to send delivery reports to the group owner,
when a message sent to a group is not delivered. The delivery
report lets the group owner know that the message was not
delivered.

Select this option to send delivery reports to a message
originator, when a message sent to a group is not delivered. The
delivery report lets the message originator know that the
message was not delivered.

Select this option if you do not want delivery reports to be sent.

Use this tab page to specify which groups to add the selected groups to.

Add Groups
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This tab contains the following controls:

Add Use this button to browse for one or more groups to add to the
list of groups below.

Remove Use this button to remove all the currently selected groups
from the list of groups below.

Group List This control contains a list of the groups you wish to add the
newly created groups to. To add names to this list, click on
the ADD button. To remove names from this list, click on the
REMOVE button.

Managed By Tab
Use this tab page to specify the manager of the currently selected groups.

Add Groups
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[
Browse. . | Clear |

[ Manager can update membership list
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This tab contains the following information:

Manager Name This field displays the name of the user or contact who is
responsible for managing the currently selected groups.

To select a different name for this field, use the BROWSE
button. This will allow you to browse the list of all Windows
2000 user and contact names.

To clear this entry, use the CLEAR button.
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Street
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Attributes Tab
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If this box is checked, the manager is given the ability to
update the group membership list.

The office location of the selected manager is displayed in
this read-only space.

The street address of the selected manager is displayed in
this read-only space.

The city of the selected manager is displayed in this space.

The state or province of the selected manager is displayed in
this read-only space.

The country or region of the selected manager is displayed in
this space.

The telephone number of the selected manager is displayed
in this read-only space.

The fax number of the selected manager is displayed in this
read-only space.

Use this tab page to specify one or more AD attributes to add for the selected groups.

Add Groups
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This tab contains the following controls:

Add

Modify
Remove

AD Attribute List

Output Tab

Use this button to open the Specify Custom Attributes dialog
where you can browse for the AD attribute you wish to add
and to enter a value for that attribute. The attribute and its
new value will be added to the AD Attribute List as seen in
the above screen.

Use this button to modify the currently selected attribute or
its value from the AD Attribute List.

Use this button to remove all the currently selected
attributes from the AD Attribute List.

This control contains a list of the AD attributes you wish to
modify and their new values. To add attributes to this list,
click on the AbD button. To remove attributes from this list,
click on the REMOVE button.

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.

Add Groups
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This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Ouput File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Add Groups tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or click the down arrow to
select a name template.

Enter the name of a directory in which to store the output
file or click the BROWSE button to browse for a directory.

Check this checkbox to have the Add Groups tool append
to the Screen output file, if it already exists. If the file does
not already exist, a new one will be created. This option is
selected by default.

Clear this checkbox to have the Add Groups tool overwrite
any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Modify Groups Tool

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

The Modify Groups Tool provides a number of options for changing group settings and
attributes in bulk. This chapter provides a step-by-step procedure for modifying groups as
well as detailed descriptions of the tab pages associated with the Modify Groups tool.

Group Tools



ADtoolkit 127

How to Modify Groups

1. Open the Modify Groups Tool by selecting the TooLs | GROUPS | MODIFY menu
command or shortcut bar icon.

2. Proceed to the Select Groups tab and click on the SELECT button. Browse through
the list of groups in your network and select one or more groups you wish to modify.
When you have finished selecting groups click on the OK button.

To select all the groups for a specific OU, click the TREE VIEW button then right click
on the desired OU. On the pop-out menu click ADD CHILDREN.

3. If you wish to change the specific information of a single group, you can edit the
information directly by clicking on the appropriate cell in the grid, or by selecting the
group and clicking on the EDIT button.

4. To modify the selected groups’ type or scope, proceed to the Account tab page and
click on the checkbox next to the desired scope or type. Note that if your domain is in
mixed mode (rather than native mode), then these options will be grayed out and
unavailable.

5. To modify the members for all the selected groups proceed to the Members tab page.
To add new members to the selected groups, use the Abb and REMOVE buttons
above the topmost list box. To remove members from the selected groups, fill in
names in the lower list box using the Abb and REMOVE buttons directly above that
control.

6. To make the selected groups members of one or more groups, proceed to the
Member Of tab page, and select the ADD button. Browse through the list of groups in
your network and select one or more. When you have finished selecting groups click
on the OK button.

7. The Attributes tab page allows you to update information in the Active Directory
attributes for each of the selected groups. Click on the AbD button, select the
appropriate AD Attribute name from the list of all possible group attributes, and then
enter the data you wish to place in the selected attribute. Note that while ADtoolkit
can update many of the attributes, it cannot update all of them. If you select one that
cannot be updated by ADtoolkit, you will receive a message asking you to select a
different attribute.

8. To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy group is added with all the specified
settings and then deleted to ensure that the process will work correctly.

9. Once you have corrected any problems that the simulation exposed, select Run Now
from the Run Menu, or click on the Run Now button. The Modify Groups tool will be
launched and the groups will be modified.

Select Groups Tab

Use this tab page to specify the groups to modify. You may browse AD to select group
names via the SELECT button, or group names can be added from a file using the IMPORT
button.
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You can also use this tab page to specify attributes for individual groups. If you do so,
the data entered into the grid will override any settings made on the following tab pages.
For instance, if you specify a group’s description both in the grid and on the account tab
page, the description entered in the grid will be the one used to set the group’s
description attribute in Active Directory.

Modify Groups

Select Groups Iﬂ.ccuunt IMemhem ]E-mau IMemherOf IManaged By I.Elm'ihutes IOutput ]

Bemaove | w7 | E dit | Impart | - | IND Import File 5pecified
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Diomain Users

All domain users

Cr=Domain Adming, CH=Uze..|

Diomain Adming

Dezignated admin...

<]

| i

LConfigure Grid | Make: Ay data maodified in thiz grid will overide the settings on the following tab pages

This tab contains the following controls:

Select

Remove

Edit

Import

Click this button to launch the AD Browser dialog, which
will allow you to select one or more groups to modify.

Click on this button to remove all selected names from the
list of groups below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select Remove All from the drop down menu.

Click on this button to modify the basic information, such
as a name and description, of the selected group.

Click on this button to import one or more group names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.
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This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the groups you wish to
modify. To add names to this list, click on either the ADD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.

Use this tab page to specify new account settings, such as group scope and type, for the

selected groups.

Modify Groups

Select Groups Account Ihﬂemhers IE-maiI IMemherO‘f Ihﬂanaged By I.llttrihuhes I0u1put I

— Group Scope
[~ Domain Local

[~ Global

— Group Type
v Security
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— General Info

[ Description
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This tab contains the following information:

Group Scope
Domain Local

Global

Universal

Group Type
Security

Distribution

General Info
Description

Notes

Select this option to change the groups to domain local
scope. Domain local groups are valid only in the domain
where they are defined. Domain local group membership
does not appear in the global catalog.

NOTE: This option is not available in mixed mode domains.

Select this option to change the groups to global scope.
Global groups appear in the global catalog, but not their
members. Membership changes in global groups are not
replicated outside of the domain where they are defined.

NOTE: This option is not available in mixed mode domains.

Select this option to change the groups to universal scope. A
universal group appears in the global catalog, but will
primarily contain global groups from domains in the forest.

NOTE: This option is not available in mixed mode domains.

Select this option to change the groups to security groups.
Security groups are listed in discretionary access control lists
(DACLSs) that define permissions on resources and objects.
Security groups can also be used as an e-mail entity.
Sending an e-mail message to the group sends the message
to all the members of the group.

NOTE: This option is not available in mixed mode domains.

Select this option to change the groups to distribution groups.
Distribution groups are not security-enabled. They cannot be
listed in DACLs. Distribution groups can be used only with e-
mail applications (such as Exchange), to send e-mail to
collections of users. If you do not need a group for security
purposes, create a distribution group instead of a security
group.

NOTE: This option is not available in mixed mode domains.

To modify the selected groups’ description, select this
checkbox and enter a value in the space to the right.

To modify the selected groups’ notes, select this checkbox
and enter a value in the space to the right.
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Members Tab

Use this tab page to specify which members to add to each of the selected groups and
which members to remove.

Modify Groups

Select Groups I.ﬂ.ccnunt Members IE-maiI Ihﬂemher(:rf IManaged By I.ﬂ.th'ihutes IOumut I

—Add the following members to each group:

Add | Remaove |

— Remove the following members from each group:

Add Remove

This tab contains the following controls:

Add the following members to each group:

Add Click this button to browse for one or more users, groups,
computers or contacts, to add to the Add Member List
below.

Remove Click this button to remove all the currently selected

members from the Add Member List below.

Add Member List This control contains a list of the members you wish to add
to the selected groups. To add names to this list, click the
ADD button. To remove names from this list, click the
REMOVE button.
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Remove the following members from each group:

Add

Remove

Remove Member
List

E-Mail Tab

Click this button to browse for one or more users, groups,
computers, or contacts, to add to the Remove Member List
below.

Click this button to remove all the currently selected
members from the Remove Member List below.

This control contains a list of the members you wish to
remove from the selected groups. To add names to this list,
click the Abb button. To remove names from this list, click
the REMOVE button.

Use this tab page to enable, disable, or modify the e-mail capability of the selected

groups.

Modify Groups

Select Groups I.ﬂ.ccuunt IMemher‘s E-mail IMemherOf IManaged Ey Iﬂ.ﬂrihutes IClquut I

To enzure correct mail delivery, Microzoft strongly
recormmends that only Univerzal groups be mail-enabled.

[~ Create Exchange E-Mail Address b &l Dptions |

[~ Remove Exchange E-mail &ddress

M ote:

—Adminiztrative Group

[

—bdvanced

Expanzion Server:

IDD not change the expansion semer j

[ Hide fram Exchange address lists [ Showin Exchange address lists

[ Send out-of-office messages to originatar [ Do not send out-of-office messages

[T Send delivery repaorts to group owner
[ Send delivery reports to message originator

[~ Do nat send delivery reports

This tab contains the following options:

Create Exchange
E-Mail Addresses

Remove Exchange
E-Mail Addresses

Check this box to have the Modify Groups tool mail-enable
each selected group.

Check this box to have the Modify Groups tool remove the
email addresses for each selected group.
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Click this box to launch the Mail Options dialog. For more
information, see Appendix C: Mailbox Options Dialog on
page 378.

Click on the arrow to select the Exchange Administrative
Group which will be responsible for managing the selected
groups.

Click on the arrow to select the expansion server used to
expand a mail-enabled group into a list of group members.
You can specify any server to expand a mail-enabled group.
However, if e-mail sent to a group is from a mailbox on one
of your Exchange servers, select the server from which the
e-mail was sent to expand the group. If e-mail sent to a
group is external e-mail, select the bridgehead server to
expand the group.

Check this box to prevent a mail-enabled group from
appearing in address lists. If you select this option, the mail-
enabled groups will be hidden from all address lists.

Check this box to allow the selected mail-enabled groups to
appear in address lists.

Check this box to send out-of-office messages to the
message originator, when a message is sent to a group
while one or more of the group members has an out-of-
office message in effect. If this box is not checked, no out-
of-office message will be sent.

Check this box if you do not wish to send out-of-office
messages.

Select this option to send delivery reports to the group
owner, when a message sent to a group is not delivered.
The delivery report lets the group owner know that the
message was not delivered.

Select this option to send delivery reports to a message
originator, when a message sent to a group is not delivered.
The delivery report lets the message originator know that
the message was not delivered.

Select this option if you do not want delivery reports to be
sent.
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Member Of Tab

There are times when you want to nest groups within groups. Use this tab page to specify
the groups to which the selected groups should be added. You can also remove the
selected groups from other groups using the lower controls.

Modify Groups

Select Groups I.flccnunt Ihﬂemher‘s IE-maiI Member Of IManaged By I.ﬂ.ﬂrihutes IOquut I

—Add to the following groups:

Add | Remove |

— Remove fram the following groups:

Add Femove

This tab contains the following controls:

Add to the This control contains a list of the groups to which you wish to
Following Groups  add the selected groups.

Names can be added or removed from this list using the
corresponding ADD or REMOVE buttons.

Remove from the This control contains a list of the groups from which you wish
Following Groups to remove the selected groups.

Names can be added or removed from this list using the
corresponding ADD or REMOVE buttons.

Add Click this button to add names to the corresponding list box.
Remove Click this button to remove names from the corresponding list
box.
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Use this tab page to specify a manager for the selected groups.

Modify Groups

Select Broups I Bcourt I Mermbers I E-trail I Mernber Of I Maraged By Atinbutesz IOulput I

 odify the following A0 attibutes for all selected groups:

b cudifyy | R emowve |

Al Attnbute -

I Mew Yalus I I

This tab contains the following information:

Manager Name

Browse

Clear

Manager can
update
membership list

Office

Street

To enter a new manager for the currently selected groups,
Check this box and complete the field to the right by clicking
on the BROWSE button. To clear the manager name field,
leave the field empty or click on the Clear button.

Use this button to fill in the Manager Name field by browsing
the list of all Windows 2000 user and contact names.

Use this button to clear the text from the Manager Name
field.

Check this box to allow the manager to update the group
membership list.

The office location of the selected manager is displayed in
this read-only space.

The street address of the selected manager is displayed in
this read-only space.
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The city of the selected manager is displayed in this read-
only space.

The state or province of the selected manager is displayed in
this space.

The country or region of the selected manager is displayed in
this read-only space.

The telephone number of the selected manager is displayed
in this read-only space.

The fax number of the selected manager is displayed in this
space.

Use this tab page to specify one or more AD attributes to add for the selected groups.

Modify Groups

Select Groups I.“.ccnunt IMemhers IE-maiI IMemherOf Ihﬂanaged By  Aliributes IOuh:uut I

b adify the following A0 attributes for all zelected groups:

1 adify | Remave |
AD Attribute - MNew VYalue
description <l
url http: /A Avs javelinasaftware, com/

This tab contains the following controls:

Add

Modify

Remove

Use this button to open the Specify Custom Attributes dialog
where you can browse for the AD attribute you wish to modify
and to enter a new value for that attribute. The attribute and
its new value will be added to the list below.

Use this button to modify the currently selected attribute or its
value from the list below.

Use this button to remove all the currently selected attributes
from the list below.
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This control contains a list of the AD attributes you wish to

modify and their new values. To add attributes to this list,
click on the ADD button. To remove attributes from this list,

click on the REMOVE button.

Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file

whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.

Modify Groups

Select Groups I Aecount I llermbers I E-mail I flember Of I hlanayed By I Afributes

Output

— Screen Output File

V¥ Create a file containing the contents of the tool output screen

™ ppend to screen output file i it already exists

COutput File Marmne:
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COutput File Directon:
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—Send To
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This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Modify Groups tool create a file
containing the with the contents of the tool output screen.

contents of the

tool output screen . . \ .
P this section will become available.

When this box is checked, the remaining fields/options in

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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Check this checkbox to have the Modify Groups tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Modify Groups tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Delete Groups Tool

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

The Delete Groups Tool provides a quick and easy way for administrators to delete

groups in bulk.

How To Delete Groups

1. Open the Delete Groups Tool by selecting the TooLs | GROUPS| DELETE menu
command or shortcut bar icon.

2. Proceed to the Select Groups tab and click on the SELECT button. Browse through
the list of groups in your network and select one or more groups you wish to delete.
When you have finished selecting groups click on the OK button.

To select all the groups for a specific OU, click the TREE VIEW button then right click
on the Users folder of the desired OU. On the pop-out menu click ADD CHILDREN.

3. To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy group is added and then deleted to
ensure that the process will work correctly
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4. Once you have corrected any problems that the simulation exposed, select Run Now
from the Run Menu, or click on the RUN Now button. The Delete Groups tool will be
launched and the groups will be deleted.

Select Groups Tab

Use this tab page to specify the names of groups to delete. You may browse AD to
select group names via the SELECT button, or group names can be added from a file
using the IMPORT button.

Celete Groups

Select Groups lomput I

Bemaove |V| Impart |v| INDImpolt File Specified

Mame -

Ch=Cert Publishers. CM=Uszers.D C=delalina,0 C=net

| | 2l

This tab contains the following buttons and list:

Select Click this button to launch the AD Browser dialog, which
will allow you to select one or more groups to delete.

Remove Click on this button to remove all selected names from the
list of groups below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Import Click on this button to import one or more group names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.
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Import File Name This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the Import
button and select CLEAR IMPORT FILE from the drop down
menu.

Name Grid This control contains a list of the groups you wish to
delete. To add names to this list, click on either the AbD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.

Delete Groups

Select Groups  Output I

—Screen Output File

v LCreate a file containing the contents af the tool output soreen
V¥ Append to screen autput file if it aeady exists

Output File Mame:
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Output File Directony:
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~Send To
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This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Delete Groups tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Delete Groups tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Delete Groups tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Password File

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Check this option to attach the password file to the email.
This option will only be available if you have checked the
option to create a password file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Search & Replace Group Attributes Tool

The Search and Replace Tool allows administrators to search and replace group
attributes.

How To Search & Replace Group Attributes

1. Open the Search & Replace Group Attributes tool by selecting the TooLs | GROUPS |
SEARCH & REPLACE menu command or shortcut bar icon.

2. Proceed to the Search Criteria tab and select an attribute to search. You may select
from pre-defined common properties, or from the list of all Active Directory attributes
which apply to groups. Please note that not all common properties are attributes and
not all attributes are common properties. The list of common properties is much
smaller but does include some items that cannot be changed by modifying an
attribute, for example the password required flag.

3. Once you have selected an attribute or property to search and replace, you must
specify the exact search criteria, i.e., what value to search for and what value to
replace it with.

4. To force the tool to do an unconditional replace, you may optionally select (check) the
Replace Always checkbox from the Advanced Options group box. This will cause
the tool to ignore any values placed in the Find What field and instead replace the
attribute of all groups in the search domain with the replacement value.

5. Once you have specified the search criteria, proceed to the Search Locations tab
page and select the Abp ITEMS button. You may select any container name (e.g., a
domain or OU) and/or any group name from the directory browser dialog.

6. To limit the search to just the immediate groups of the selected containers (i.e., to
NOT search into any nested OUs or domains), you must change the Search Scope
setting at the bottom of the page. Click the down arrow to change the scope to
Search Immediate Children.

7. To apply additional filters to the selected groups, proceed to the Filters tab page and
select the Add Filters button. Note that these filters are applied before any of the
search and replace criteria are applied.

8. To test the tool, use the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed but no
actual user attributes are modified.

9. Once you have corrected any problems that the simulation exposed, select the RUN |
RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search and Replace User Attributes tool will be launched
and the user attributes will be modified based on the search criteria.
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Use this tab to specify the properties or attributes to be replaced, the criteria to be
used/met before replacing them, and finally the values to be used when replacing the

attribute.

Search and Replace Group Attributes

Search Criteria ISearch Locations IFiH:er's IOulput I

— Attribute to Search

" Common Praperty IDexcription j

= AD Attribute |uf|

— Search Criteria

Find "hat: Ihttp:.v'f"www.iavelina.cumf‘

Replace 'with: Ihttp:#www. javelinasoftware. coms

—Advanced Options

" Remaove the attibute

™ Rieplace if attribute is empty
™ Replace if attribute is nat empty

[" Case sensitive

[ Match whale string

This tab contains the following search options:

Attribute to Search

Use this section to specify the common property or AD attribute to be used as the

search criteria.

Common Property

AD Attribute

Select this option if you wish to select a common property
to search and replace. Common properties are comprised
of some of the more common AD attributes as well as
several properties that cannot be modified directly by
changing an AD attribute.

When this option is selected, use the arrow button to
specify the common property to be searched.

Select this option if you wish to select an AD attribute to
search and replace.

When this option is selected, use the arrow button to
specify the AD attribute to be searched.
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Use this section to define what string/value is to be searched for and what
string/value is to be used to replace it with.

Find What

Replace With

Advanced Options

Enter the value you are looking for in the selected group
attribute or common property.

Enter the value to place in the selected attribute/property if
a match is found.

Use this section to select advanced options for searching and replacing group

attributes.

Replace always

Replace if

attribute is empty

Replace if
attribute is not
empty

Remove the
attribute

Case Sensitive

Match Whole
String

Check this box to force all specified groups to have their
attributes replaced. Any other search criteria specified on
this page will be ignored.

Note that the groups must still match any filters specified
on the Filters tab page.

Check this box to search for an attribute that has no value
or that is undefined. Any other search criteria specified on
this page will be ignored.

Check this box to search for an attribute that has any
value. Any other search criteria specified on this page will
be ignored.

Check this box to have the attribute removed completely if
it matched the search criteria.

Click on this button to perform case sensitive searches on
the selected attribute.

Click on this button to indicate the attribute value must
match exactly the string specified in the Find What field. If
this option is not selected, the search will match if the Find
What string is contained anywhere within the attribute
value.
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Search Locations Tab

Use this tab to specify where to search for the group attributes in Active Directory. You
may browse AD to select specific domains or OUs or even groups using the SELECT
OBJECTS button.

Search and Replace Group Attributes

Search Criteria Search Locations IFirterS IOutput I

SelectDDmainstUs|'| | Remove Dbjects i Irmport Objects

Object Mame -

CH=Builtin, D C=delalina, D C=net

4] | i

Search Scope: ISearch Entire Sublree j

This tab contains the following controls:

Select Domains/OUs Click on this button to select one or more Domains or OUs
to search through. You may also use this buttton to select
individual objects to search through. To do so, click on the
down arrow on the right side of the button and select the
SELECT GROUPS menu item.

Remove Objects Click this button to remove all selected objects from the
location list.
Import Objects Click this button to import one or more domain, OU or

group names from a CSV file to populate the location list.

Location List This control contains a list of the currently selected
locations to search. To add locations to this list, click on
either the SELECT DOMAINS/OUS or IMPORT OBJECTS
button. To remove locations from this list, click on the
REMOVE OBJECTS button.

Search Scope Use the arrow button to define the scope of the search.
The search scope determines whether the tool will search
just the immediate children of any selected domain or OU,
or if it will search the entire subtree of the selected
domains and OUs. The default search scope is to search
the entire subtree.
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Filters Tab

Use this tab to create one or more search filters. Search filters allow you to specify
additional conditions that a group must match before their attributes get modified. The
filters specified here are applied before the matching criteria specified on the Search
Criteria tab.

Search and Replace Group Attributes

Search Criteria I Search Locations Fitters: IOu‘rput I

|Jze the filkers specified belaw ta limit the search [optional):

AddFiter | Remove Fier | Modiy Fiter |

Member Count iz Mot Equal To 0
Securty Group iz Set to True.

This tab contains the following controls:

Add Filter Click this button to create a search filter and add it to the
filter list. Selecting this button will display the Search Filter
dialog allowing you to define additional conditions that a
group must match before their attributes get modified. For
more information, see Error! Reference source not
found. on page Error! Bookmark not defined..

Remove Filter Click this button to remove all selected filters from the filter
list.

Modify Filter Click this button to modify the selected search filter.

Filter List This list contains all of the search filters you wish to apply.

Match All Filters Check this box if a group must match all the search filters

before being processed. If this option is not checked, the
group will be processed if it matches any one of the filters
in the list.
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Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.

Search and Replace Group Attributes

Search Critetia I Search Locations I Fiters ~ Output

— Screen Output File

W Create a file containing the contents of the tool output screer

™ Append to screen output file if it already exists

Cutput File Mame;
IEIutput Eroolhame? - ZdayZ-Emonthi-Eeeark, bt j

Output File Directony:
IE:HDDcuments and Settings\AdminiztratorsAD toolkit Output Fil Browsze

—Send To

[ Send Output wia Emai (1 it . |
Iz

Aftachy [ Dutput Winda

This tab contains the following information:
Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Search and Replace Groups
containing the tool create a file with the contents of the tool output
contents of the screen.

tool output screen When this box is checked, the remaining fields/options in

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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Append to screen Check this checkbox to have the Search and Replace
output file if it Groups tool append to the Screen output file, if it already
already exists exists. If the file does not already exist, a new one will be
created. This option is selected by default.
Clear this checkbox to have the Search and Replace
Groups tool overwrite any file with the same name.
Send To
Use this section to have the tool send an email upon completion containing the
output file.
Send Output via Check this option to have the tool automatically send an
Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
To Click on this button to browse through Active Directory for
an email address.
Send Output To The automatically generated email will be sent to the email

address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Move Groups Tool

The Move Groups Tool allows administrators to move groups to a new OU. Groups may

be

selected from an Active Directory browser or imported from a file.

How to Move Groups

1.

Open the Move Groups Tool by selecting the TooLs | GROUPS | MOVE menu
command or shortcut bar icon.

On the Select Groups tab click the SELECT button. Browse through the list of groups
in your network and select one or more groups you wish to move. When you are
finished with your selections, click the OK button.

Alternately, use the IMPORT button to retrieve a list of group names from a CSV file or
select a file from which to import the groups at the time the tool is run.

Open the Options tab and use the BROWSE button to select the target (move to)
Domain / Organizational Unit for the group(s). Click the OK button to select your
choice.

Move to the Output tab to fill in the screen output file information. Enter an output file
name then use the BROWSE button to select the directory.

Group Tools



ADtoolkit

149

5. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

6. Once you have corrected any problems encountered during the simulation run, select
the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Move Groups tool will be launched and the

groups will be moved.

Select Groups Tab

This tab allows you to specify the names of the groups to be moved. Group names can
be added to the list one at a time using the SELECT button, or multiple group names can
be added using the IMPORT button.

You can also use this page to specify the destination Container (Move To
Domain/Organizational Unit) for a specific group. If you do so, the destination entered
into the grid will override the destination selected on the Options tab.

Mowve Groups

Select Groups IOpﬁuns IOumu‘[ I

Bemaove | hd |

Edit Irnpart |"| INDImpDrt File S pecified

Mgtinguizhed Mame -

CH=Domain Admins, CH=Uzerz D C=delalina, D C=net
CH=Domain Users CH=Users, DC=delalina D C=net CH=Uzers DC=delalina, DC=net

Container

Ch=Enterprize Admins CH=Uzers DC=delalina,DC=nst

1

| I

Mate: Any data modified in thiz grid will override the gettings on the following tab pages

This tab contains the following controls:

Select

Remove

Click on this button to launch the AD Browser dialog,
which will allow you to choose one or more groups to
move.

Click on this button to remove all selected names from the
list of groups below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.
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Import

Import File Name

Name Grid
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150

Click on this button to modify the destination container of
the selected group(s).

Click on this button to import one or more group names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select Set
Import File from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select Clear Import File from the drop down
menu.

This control contains a list of the groups you wish to move.
To add names to this list, click on either the ADD or IMPORT
button. To remove names from this list, click on the
REMOVE button.

This tab allows you to specify the default Domain/Organizational Unit where the selected

groups will be moved.

Move Groups

Select Groups  Ophions IOumut

|

Move To: [Domain / Organizational Lnit]

MHate: moves to different domain

z are hot curently supported.

This tab contains one control:

Browse

Click this button to display a list of Active Directory
Objects. Expand the list to locate the Domain/
Organizational Unit where the group(s) will be moved.

NOTE: Moves to different domains are not currently
supported.
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Output Tab

Use this tab to create a Screen output file containing the Move Group tool’s output. If you
choose to write the Screen output to a file, the entire contents of the output screen will be
written to a text file whenever the tool has completed execution. This is a handy method
for documenting the changes made using ADtoolkit.

Mowve Groups

Select Groups IOpﬁuns Ouiputl

— Screen Output File

¥ Create afile containing the contents of the tool autput screen
[~ Append to screen output file if it already exists

Output File M ame:
|Elut|:|ut EtoolhameX - Xyeark-EZmonth?-Edap bt j

Output File Drirectony:
IE:\Du:u:umentS and Settingz’Adminiztratort A toolkit Output Fil Browse |

—Send To

™ Send Output via Email HptiEns.., |
il

attachs T [utputsindo

This tab contains the following fields and controls:

Screen Output File
Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Move Groups tool create a file
containing the with the contents of the tool output screen.
contents of the

When this box is checked, the remaining fields/options in
tool output screen

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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Check this checkbox to have the Move Groups tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Move Groups tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 6: Contacts Tools

ADtoolkit includes a number of tools to help administrators manage their Active Directory
contacts. This chapter provides step-by-step procedures for using the various contacts
tools as well as detailed descriptions of all the tab pages associated with each of the
following Contacts tools:

= Add Contact

= Modify Contact

= Delete Contact

= Search and Replace Contact Attributes

=  Move Contact

Add Contact Tool

Once special relationships develop, things can move very quickly, and people depend on
the directory to be up to date for them to perform their jobs correctly. The Add Contact
tool in ADtoolkit will allow you to add contacts in bulk and configure additional settings.

How To Add Contacts

1. Open the Add Contacts Tool by selecting the TooLs | CONTACTS | ADD menu
command or shortcut bar icon.

2. Proceed to the Contact Names tab and click on the AbD button. Enter the first and
last name of the contact you wish to add. If there is any other personal information
for this contact that you wish to add such as a description or a phone number, do so
now by clicking on the appropriate tab page and entering the information. When you
have finished adding information for this contact click on the OK button.

Repeat step 2 for each additional contact you wish to add.

4. If an error was made entering the contact’s information, you can edit the information
directly by clicking on the appropriate cell in the grid, or by selecting the contact and
clicking on the EDIT button.

NOTE: Settings made in the grid on the Contact Names tab page will override any
settings made on the following tab pages.

5. Proceed to the Account tab and click on the BROWSE button. Select the Domain or
Organizational Unit in which you wish to create the new contact accounts.

6. On the same page select the method for converting the contacts’ names into Full
names and Display names. Also choose whether or not to automatically create
unique names by adding digits to the names when necessary.

7. To automatically mail enable each new contact, proceed to the E-mail tab and select
the CREATE EXCHANGE E-MAIL ADDRESSES checkbox.

8. The remainder of the tab pages and settings are optional, but it is highly recommend
that you examine each page and fill in the appropriate values.

Contact Tools



ADtoolkit 154

NOTE: Settings made using the AD Attributes tab page will override any settings made
on the other tab pages with the exception of the settings made in the grid on
the Contact Names tab page.

9. To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy contact is added with all the specified
settings and then deleted to ensure that the process will work correctly.

10. Once you have corrected any problems that the simulation exposed, select Run Now
from the Run Menu, or click on the RUN Now button. The Add Contacts tool will be
launched and the contacts will be created.

Contact Names Tab

Use this tab page to specify the names of contacts to create. Contact names can be
added one at a time via the ADD button or multiple contact names can be added using
the IMPORT button.

You can also use this tab page to specify attributes for individual contacts. If you do so,
the data entered into the grid will override any settings made on the following tab pages.
For instance, if you specify a street address both in the grid and on the address tab page,
the address entered in the grid will be the one used to set the contact’s street address
attributes in Active Directory.

Add Contacts

Contact Names Iﬂ.ccuunt IPersunaI IGmups IE-maiI I.ﬂ.ih'ibutes IOquut I

Remove |~ | Edt | Impot < [No Tmport il Speciied
Firzt Mame Lazt Mame - Middle Mame Full M ame Dizplay Mame Desl
John Dog Ulpzzes John Ulpzzes Doe | John Doe
1] | o
Canfigure Grid | Mate: Diata entered inta thiz grid will override the settings on the following tab pages

This tab contains the following information:

Add Click on this button to enter the basic information needed
to create a new contact, such as a first and last name.
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Click on this button to remove all selected names from the
list of contacts below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information, such
as a first and last name, of the selected contact.

Click on this button to import one or more contact names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the contacts you wish to add.
To add names to this list, click on either the ADD or IMPORT
button. To remove names from this list, click on the
REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.

Contact Tools



ADtoolkit

Account Tab

Use this tab page to specify the account information for the currently selected group of
contacts. These settings will determine: where the account will be created (i.e. which
domain or OU) and how the new account names will be generated.

Add Contacts

Corfact Mames  Account IPersunaI IGmups IE-maiI I.flm'ihutes IOquut I

— Create Contacts [ [Domain # Organizational Unit)

Browse | IDU=Test Contacts, DC=happymail, DC=net

— Dizplay Mame [Dizplayed in Addreszs Book]

Mame Format: IUse Custom Template j

Custam Template; |<First>1<MiddIe>1<Last><Hlanu:Iu:umNum>3 Edit |

— Full Mame [Displayed in ]

MHame Format: ISame az Dizplay Mame

Cuztom Template: I

7]

— Create Unigue Mames

¥ Add digits to the name if it already exists

This tab contains the following information:

Create Contacts In
(Domain/OU)

Browse
(Domain/OU)

This field displays the Domain or OU where the new
accounts will be created. Click the BROWSE button to the left
of this field to select a Domain or OU. This field is
mandatory.

Click this button to select the domain or organizational unit
to place in the CREATE CONTACTS IN field.

Display Name (Displayed in Address Book)

Use this section to specify the format to be used for displaying names.

Name Format

Custom
Template

Edit

Click on the arrow to select a method for converting the first,
middle and last names into the display name, (i.e., the name
displayed in the address book).

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.
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Full Name (Displayed in MMC)

Name Format

Custom
Template

Edit

Add Digits to the
Name

Click on the arrow to select a method for converting the first,
middle and last names into the full name displayed in MMC.
See table below for valid formats.

This is a read-only field, which displays the current Custom
Template to be used for converting user names into account
names. This field is only used when Use Custom Template
has been chosen as the Name Format.

Click this button to modify the Custom Template.

Click this button to add a digit to the end of the contacts
name, if the name already exists. If the new name with the
digit also exists, the tool will increment the number being
added until a unique name is found. If this button is not
checked and the name already exists, the tool will notify you
of its failure to create the contact, and then continue with the
next contact in its list.
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Use this tab page to specify address data and other personal AD attributes to fill in for the
currently selected group of contacts. The address data and other attributes are stored in
Active Directory and can be viewed using the address book of an email client such as

Outlook.

Add Contacts

Cortact Mames I.ﬂ.ccnunt Perzonal IGmups ]E.man I.ﬂ.ttrihutes IOumut ]

—Address Attributes

Stieet:

F.0. Box:

City:
State/FProvince:
Zip/FPoztal Code:

Country/Region:

[
[

Title:
Department:

Carmpary:

— Organization Attibutes

M anager:

|
Browse | Clear |

This tab contains the following fields:

Street

P.O. Box

City
State/Province

Zip/Postal Code
Country/Region

Title
Department

Type the contacts’ street address in this space.
Type the contacts’ Post Office box number in this space.
Type the contacts’ city in this space.

Type the state or province where the contacts are located in this
space.

Type the zip or postal code applicable for the contacts in this
space.

Click the arrow to select the contacts’ country or region from the
provided list.

Type the title for the contacts in this space.
Type the department name for the contacts in this space.
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Company Type the company name for the contacts in this space.

Manager The Windows 2000 name of the contacts' manager is displayed
in this box. To select a different name for this field, click on the
BROWSE button. To clear this entry, click on the CLEAR button.

Browse Click on this button to fill in the MANAGER field by browsing the list
of all Windows 2000 user names.
Clear Click on this button to clear the text from the MANAGER field.
Groups Tab

Use this page to specify the groups to which to add the new objects. You may browse
AD to select group names via the Abb button.

Add Contacts

Corfact Matmes l.ﬂ.ccuunt IF‘ersnnaI Groups IE-maiI I.ﬂ.th'ihutes IOuI;nut I

Add to the following groups:

Add | Remove |

This tab contains the following controls:
Add to the following groups:

Add Click this button to browse for one or more groups to be
added to the list of groups.

Remove Click this button to remove all of the currently selected
groups from the list of groups.

List Box This list box contains a list of the groups where you wish
to add the newly created contacts. Use the Abb and
REMOVE buttons to control the contents of this list box.
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Use this tab page to create Exchange e-mail addresses for the new contacts.

2dd Contacts

Cortact Marmes Iﬂ.ccuunt IF‘emunaI IGmups E-mail Iﬂ.th'ihuhes IOumut I

¥ Create Exchange E-Mail Address b ail Options |

— Administrative Group

IEN =First Administrative Group, CM=Administiative Groups, CHM=First Organization,CH =hj

— Mail &liaz Creation

" |Uze Display Mame

" Use Custom Template Below:

it |

— E-mail Addrezzes

zmip <Firzt>1<Middle>1<Last>"@delalina net"

W Automatically update e-mail addresses based on e-mail address policy

Remove |
[idi&ke BErimary |

—Advanced

I Hide from E 4change address lists
[T Use MAPI rich test farmat

Configure account and server information for [ntemet locater service ILS Settings |

This tab contains the following controls:

Create
Exchange E-
Mail Address

Mail Options

Administrative
Group

Mail Alias Creation

Use Display
Name

Use Custom
Template

Check this box to have the tool create an Exchange E-mail
Address for each new contact.

Click this button to access some advanced settings for mail
enabled recipients such as message size restrictions. For more
information, see Appendix C: Mailbox Options Dialog on page 370.

Click on the arrow to select an Administrative Group to place the
selected contacts’ mailboxes.

Click on this button to use the contact’s Display Name as the email
alias name. This is the default option.

Click on this button to use a custom template to define the email
alias name. If you select this option you must create a Custom
Template by clicking on the EDIT button next to the Custom
Template field below.
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Template

Edit (Custom
Template)

Email Addresses
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This is a read-only field, which displays the current Custom
Template. To create or modify the template, click on the EbDIT
button to the right of this field.

Click on this button to open the Custom Template Editor. The
Template Editor is used to define a template for creating email
alias names.

This control contains a list of templates used to generate alternate e-mail addresses.
These addresses are meant to supplement those that are automatically generated by
your Recipient Update Policy.

Add

Remove
Make Primary

Automatically
Update E-mail
Addresses

Advanced

Hide From
Exchange
Address Lists

Use MAPI Rich
Text Format

ILS Settings

Click this button to create a new E-mail Address template and add
it to the list of templates to the left. Clicking this button will launch

the New Email Address Dialog which allows you to choose a type
of template to create.

Click this button to remove all the selected templates from the list
of templates to the left.

Click this button to set the currently selected template (in the list to
the left) to a primary address.

Select this check box to have the recipient's e-mail addresses
automatically updated based on changes made to e-mail address
policies in your organization.

Check this box to prevent mail-enabled contacts from appearing in
address lists. If you select this option, the mail-enabled contacts
will be hidden from all address lists.

Check this box to allow mailbox-enabled contacts to receive e-mail
in MAPI rich-text format. MAPI allows the use of character
attributes (such as bold, color, and italic) in messages. This format
also allows messages to have attachments.

Click on this button to specify the Internet Locator Service (ILS)
server and account name for a mailbox-enabled contact. ILS gives
Internet service providers and Web site managers the ability to
increase communication between users visiting a Web site. ILS
stores information about each user, including their Internet
Protocol (IP) address. This enables online users to find each
other.
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Attributes Tab

Use this tab page to specify one or more AD attributes to modify for the selected
contacts.

Add Contacts

Cortact Marnes I.ﬂ.ccuun’[ IPersnnaI IGmups lE-maiI Atiributes lOuiput I

Set the following AD attributes for the new contacts:

.&ddl hadify | Remaowve |

AD Abtribute - I Mew Walue I I

The Attributes tab contains these controls:

Add Click the ADD button to open the Specify Custom Attributes dialog
where you can browse for the AD attribute you wish to modify and
to enter a new value for that attribute. The attribute and its new
value will be added to the AD Attribute List.

Modify Click the MobDIFY button to modify the currently selected attribute
or its value from the AD Attribute List.

Remove Click the REMOVE button to remove all the currently selected
attributes from the AD Attribute List.

AD Attribute This control contains a list of the AD attributes you wish to modify

List and their new values. To add attributes to this list, click on the

ADD button. To remove attributes from this list, click on the
REMOVE button.

Contact Tools



ADtoolkit 163

Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.

Add Contacts

Corfact Mames I.ﬂ.ccuunt IF‘er‘sunaI IGmups IE-maiI I.ﬂ.th'ihutes Output

— Screen Output File

[¥ Create afile containing the contents of the tonl output screen
W Append ta screen output file if it already exists

Output File Mare;
IEIutput Etoolhames - Zyeari-Zmonth-2day bt j

Output File Directorny:
IE:'\D ocuments and SettingzhAdminiztratoraDioolkit Qutpot Fil Browse |

—5end To

[ Send Dutput via Email W EhErE... |
(o]

Eftache [T W utEut S ihdo

This tab contains the following information:
Screen Output File
Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Add Contacts tool create a file
containing the with the contents of the tool output screen.
contents of the

When this box is checked, the remaining fields/options in
tool output screen

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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output file if it
already exists

Send To
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Check this checkbox to have the Add Contacts tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Add Contacts tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Modify Contact Tool

Keeping up to date information for contacts is also very important, so it becomes
necessary to constantly make changes to the contact information you have stored in AD.
ADtoolkit provides a number of options for changing contact attributes and common
properties.

How To Modify Contacts

1. Open the Modify Contacts Tool by selecting the TooLs | CONTACTS | MODIFY menu
command or shortcut bar icon.

2. Proceed to the Select Contacts tab and click on the SELECT button. Browse through
the list of contacts in your network and select one or more contacts you wish to
modify. When you have finished selecting contacts click on the OK button.

To select all the contacts for a specific OU, click the TREE VIEW button then right click
on the Users folder of the desired OU. On the pop-out menu click ADD CHILDREN.

If you wish to change the personal information of a single contact, you can edit the
information directly by clicking on the appropriate cell in the grid, or by selecting the
contact and clicking on the EDIT button.

3. Proceed to the Personal tab page and click on the checkbox next to the setting(s)
you wish to change. After clicking on the checkbox, be sure to fill in the field to the
right with the appropriate data. If you do not wish to change any of the Personal
settings, then you should leave all the checkboxes on this page unchecked.

4. To add the selected contacts to one or more groups, proceed to the Groups tab
page, and select the Abb button. Browse through the list of groups in your network
and select one or more. When you have finished selecting groups click on the OK
button.

5. To create, remove or modify the email addresses of the selected contacts, proceed to
the E-mail tab and select the appropriate checkboxes.

6. The Attributes tab page allows you to update information in the Active Directory
attributes for each of the selected contacts. Click on the AbD button, select the
appropriate AD Attribute name from the list of all possible contact attributes, and then
enter the data you wish to place in the selected attribute. Note that while ADtoolkit
can update many of the attributes, it cannot update all of them. If you select one that
cannot be updated by ADtoolkit, you will receive a message asking you to select a
different attribute.

7. To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy contact is added with all the specified
settings and then deleted to ensure that the process will work correctly.

8. Once you have corrected any problems that the simulation exposed, select Run Now
from the Run Menu, or click on the RUN Now button. The Modify Contacts tool will
be launched and the contacts will be modified.
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Select Contacts
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Use this tab page to specify the contacts to modify. You may browse AD to select
contact names via the SELECT button, or contact names can be added from a file using

the IMPORT button.

You can also use this tab page to modify attributes for individual contacts by simply
modifying any of the fields in the grid with new information. If you do so, the data entered
into the grid will override any settings made on the following tab pages. For instance, if
you specify a new street address both in the grid and on the address tab page, the
address entered in the grid will be the one used to set the contact’s street address
attributes in Active Directory.

Modify Contacts

Select Contacts IPersunaI IGmups IE-maiI I.ﬂ.ttrihutes IOqum I

Select | Bemove | - | Edit | Impart | - | INC' Irnpart File Specified
Distinguizhed Hame - Full Mame Dizplay Mame Firzt Mame Middle M ame |
CM=Kate Contact O1=AD. .| Kate Contact K.ate Contact K.ate

4]

LConfigure Grid | Mate: Any data madified in this grid will averide the settings on the fallowing tab pages

i3l

The tab contains the following lists and controls:

Select

Remove

Edit

Click on this button to launch the AD Browser dialog,
which will allow you to select contact(s) from your network.

Click on this button to remove all selected names from the

list of contacts below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information of the
selected contact, such as first and last name.
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Import

Import File Name

Name Grid

Configure Grid
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Click on this button to import one or more contact names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the contacts you wish to
modify. To add names to this list, click on either the
SELECT or IMPORT button. To remove names from this list,
click on the REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.
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Personal Tab
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Use this tab page to specify address and organization data for the currently selected
group of contacts. This data is stored in Active Directory and can be viewed using the
address book of an email client such as Outlook.

Modify Contacts

Select Contacts Perzonal IGmupS IE-maiI I.ﬂ.th'ibutes I0u1pu1 I

—Address Attributes
v Stieet:

[ P.0. Box:
Iv| City:

[ State/Province:

[T Country/Fegion:

[T Zip/Postal Code:

555 Pragram Street ;I

|
IW’ashington DC
|

|
| =

— Organization Attributes

¥ Title
[T Department;

[ Compary:

IDirector

[ Manager

Brovse | [ElEar |

The Personal tab contains the following controls and data fields:

Street

P.O. Box

City
State/Province
Zip/Postal Code

Country/Region

To modify the contacts’ street address, select this checkbox and
enter a value in the space to the right.

To modify the contacts’ Post Office box number, select this
checkbox and enter a value in the space to the right.

To modify the contacts’ city, select this checkbox and enter a value
in the space to the right.

To modify the state or province where the contacts are located,
select this checkbox and enter a value in the space to the right.

To modify the zip or postal code, select this checkbox and enter a
value in the space to the right.

To modify the contacts’ country or region, select this checkbox and
click the arrow to select a new country or region from the provided
list.
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Title
Department
Company

Manager

Browse
Clear

Groups Tab
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To modify the contacts’ title, select this checkbox and enter a value
in the space to the right.

To modify the contacts’ department name, select this checkbox and
enter a value in the space to the right.

To modify the contacts’ company name, select this checkbox and
enter a value in the space to the right.

To modify the contacts’ manager’s name, select this checkbox and
click on the BROWSE button to select a new name. To clear the
selected name, click on the CLEAR button.

Click on this button to fill in the MANAGER field by browsing the list
of all Windows 2000 user names.

Click on this button to clear the text from the MANAGER field.

Use this page to modify the groups that the selected contacts belong to. You can browse
AD to select group names via the AbD button.

Maodify Contacts

Select Corfacts IPersc-naI Groups lE-maiI I.ﬂ.ﬂribuhes IOui;c:uut I

—Add to the following groups:

Add

Remowe |

CH=22P Department OU=Test Accounts, D C=happyrnail D C=ret
CM=Guests, CN=Buitin.DC=happymail, D C=net

— Remaove from the following groups:

Remowe

CH=Domain Uzers Ch=Uzers DC=delalina D C=ret

This tab contains the following controls:

Add to the following groups:

Add

Remove

Click this button to browse for one or more groups to be
added to the list.

Click this button to remove all of the currently selected
groups from the list box.
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List Box
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This list box contains a list of the groups where you wish

to add the selected contacts. Use the ADD and REMOVE

buttons to control the contents of this list box.

Remove from the following groups:

Add Click this button to browse for one or more groups to be
added to the list.

Remove Click this button to remove all of the currently selected
groups from the list.

List Box This list box contains a list of the groups from which you
wish to remove the selected contacts. Use the Abb and
REMOVE buttons to control the contents of this list box.

E-Mail Tab

Use this tab page to create, modify and delete Exchange e-mail addresses for the
selected contacts.

Modify Contacts

Select Corfacts IPersunaI ]Gmups E-mail l.ﬂ.ﬂrihuhes IOu‘iput I

™ Delete E-mail Address

¥ Create Exchange E-Mai &ddress kil Options |

— Administrative Group

|CN=First Administrative Group, CH=fdministrative Groups, CH=First Drganization,CN=Micrj

M ail Aliaz Creation
v Use Display Name

[~ Use Custom Template Below:

f Edit |

r— E-mail Addresses

Type | Termplate | Add

Remaove |
h=kee Erinrany |

v Remove Al Other Addresses

[~ Remove Addresses containing: I

[~ Automatically update e-mail addresses ™ Do not automatically update addresses

— Advanced
[~ Hide from Exchange address lists [ Do not hide from Exchange lists
[ Usze AR rich text format ™ Do nat uze MAP rich test format

[~ Configure account and server information for [ntemet locater service L5 Eettings: |

The E-Mail tab contains these fields and controls:

Create

Exchange E- for each selected contact.
Mail Address

Check this box to have the tool create an Exchange e-mail address
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Delete E-mail
Address

Mail Options

Administrative
Group

Mail Alias Creation

Use Display
Name

Use Custom
Template

Custom
Template

Edit (Custom
Template)

Email Addresses
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Check this box to have the tool remove the Exchange e-mail
address for each selected contact.

Click on this button to access some advanced settings for mail
enabled recipients, such as message size restrictions. For more
information, see Appendix C: Mailbox Options Dialog on page 378.

Click on the arrow to select an Administrative Group to place the
selected contacts' mailboxes.

Click on this button to use the contact’s Display Name as the email
alias name. This is the default option.

Click on this button to use a custom template to define the email
alias name. If you select this option you must create a Custom
Template by clicking on the EDIT button next to the Custom
Template field below.

This is a read-only field, which displays the current Custom
Template. To create or modify the template, click on the EDIT button
to the right of this field.

Click on this button to open the Custom Template Editor. The
Template Editor is used to define a template for creating email alias
names.

This control contains a list of templates used to generate alternate e-mail addresses.
These addresses are meant to supplement those that are automatically generated by
your Recipient Update Policy.

Add

Remove

Make Primary

Remove all
other
addresses

Remove
addresses
containing:

Automatically
Update E-mail

Addresses
Do Not

Automatically

Update
Addresses

Advanced

Hide From
Exchange
Address Lists

Click this button to create a new E-mail Address template and add it
to the list of templates to the left. Clicking this button will launch the
New Email Address Dialog which allows you to choose a type of
template to create.

Click this button to remove all the selected templates from the list of
templates to the left.

Click this button to set the currently selected template (in the list to
the left) to a primary address.

Check this option to remove all the other email addresses from the
selected contacts.

Check this option to remove all other email addresses containing the
characters specified in the space to the right.

Select this check box to have the recipient's e-mail addresses
automatically updated based on changes made to e-mail address
policies in your organization.

Select this check box to force the recipient's e-mail addresses to
remain unchanged regardless of e-mail address policies in your
organization.

Check this box to prevent mail-enabled contacts from appearing in
address lists. If you select this option, the mail-enabled contacts will
be hidden from all address lists.
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Do Not Hide Check this box to allow the selected mail-enabled contacts to appear
From Exchange in the global address lists.
Address Lists

Use MAPI Rich Check this box to allow mailbox-enabled contacts to receive e-mail

Text Format in MAPI rich-text format. MAPI allows the use of character attributes
(such as bold, color, and italic) in messages. This format also allows
messages to have attachments.

Do Not Use Check this box to disable the receiving of e-mail in MAPI rich-text
MAPI Rich Text  format for the selected contacts.

Format

ILS Settings Check this box and click on the button to the right to specify the

Internet Locator Service (ILS) server and account name for the
mailbox-enabled contacts. ILS gives Internet service providers and
Web site managers the ability to increase communication between
users visiting a Web site. ILS stores information about each user,
including their Internet Protocol (IP) address. This enables online
users to find each other.

Attributes Tab

Use this tab page to specify one or more AD attributes to modify for the selected
contacts.

Modify Contacts

Select Contacts IPer‘sunaI IGmups IE-maiI Atfributes IOquui I

Madify the fallowing AD attributes for all zelected contacts:

f—'«ddl M adify | Femove |

AD Attribute - Mews Walue |
comment <null:

dezcriptian Thisz iz an example of a description attribute.

This tab contains the following controls:

Add Click on this button to browse for the AD attribute you wish to
modify and to enter a new value for that attribute. The attribute and
its new value will be added to the list below.

Modify Click on this button to modify the currently selected attribute or its
value from the list below.
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Remove Click on this button to remove all the currently selected attributes
from the list below.
AD Attribute This control contains a list of the AD attributes you wish to modify
List and their new values. To add attributes to this list, click on the AbD

button. To remove attributes from this list, click on the REMOVE

button.

Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the

changes made via ADtoolkit.

Modify Contacts

Select Cortacts IPersunaI IGmups ]E-mau I.".ﬂrihuhes Oulput I

— Screen Output File

Output File Mame:

= Create a file containing the contents of the tool output zcreen

™ Append to screen output file if it aleady exists

Output File Directary:

IDutput Zroolname?: - Edayi-Emonthi-Eoeark, bt j

IE:\.Documents and S ettingz\administratorhaD toolkit Qutput Fil Browse |

—Send Ta
™ Send Output wia Email

WGt |

[

Aitaeks [ Dutput e

This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Check this box to have the Modify Contacts tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.
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Append to screen
output file if it
already exists

Send To

Use this section to have the tool send an email upon completion containing the
output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Delete Contact Tool

There will also come a time when contacts are no longer necessary, as relationships
change, so ADtoolkit provides a quick and easy way for administrators to delete contacts
in bulk.

How To Delete Contacts

1.
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Check this checkbox to have the Modify Contacts tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Modify Contacts tool
overwrite any file with the same name.

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Open the Delete Contacts Tool by selecting the TOOLS | CONTACTS | DELETE

menu command or shortcut bar icon.

Proceed to the Select Contacts tab and click on the SELECT button. Browse

through the list of contacts in your network and select one or more contacts you
wish to delete. When you have finished selecting contacts click on the OK

button.

To select all the contacts for a specific OU, click the TREE VIEW button then right
click on the Users folder of the desired OU. On the pop-out menu click ADD

CHILDREN.

To test the tool, click on the RUN SIMULATION button or select it from the Run

Menu. The simulation process will verify that all the necessary data has been
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entered and will display any errors that would be encountered during an actual
run.

4. Once you have corrected any problems that the simulation exposed, select Run
Now or Run Later from the Run Menu, or click on the corresponding toolbar
buttons. The Delete Contacts tool will be launched and the contacts will be
deleted.

Select Contacts Tab

Use this tab page to specify the names of contacts to delete. You may browse AD to
select contact names via the SELECT button, or contact names can be added from a file
using the IMPORT button.

Delete Contacts

Select Contactz Iomm I

Bemove |'| Imnport |"| INnImp-:urt File Specified

MHame - I
CH=lane Contact Q=T ezt Uszers, DC=happymail DC=net

1| | i
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The Select Contacts tab has the following controls and list:

Select Click on this button to launch the AD Browser dialog,
which will allow you to select one or more contacts to
place into the grid.

Remove Click on this button to remove all selected names from the
list of contacts below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Import Click on this button to import one or more contact names
from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

Import File Name This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE FROM the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

Name Grid This control contains a list of the contacts you wish to
delete. To add names to this list, click on either the
SELECT or IMPORT button. To remove names from this list,
click on the REMOVE button.

Output Tab

Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the
changes made via ADtoolkit.
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Delete Contacts

Select Corfacts Output

177

— Screen Output File

Output File Mame:

[V LCreate a file containing the contents of the tool output screen

[ &ppend ta screen output file if it aleady exists

IEnntact Deletion. txt

Output File Directony:

=

IE:'\Ducuments and 5 ettingz \administratoraDtoolkit Files Browse

—Send To

I Send Output via Email

i

=N
[ o

[1o

Aftach 5| Hutputsyindav

This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the Delete Contacts tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
Browse button to browse for a directory.

Check this checkbox to have the Delete Contacts tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Delete Contacts tool
overwrite any file with the same name.
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Send To
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Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Search and Replace Contact Attributes Tool

If an attribute, such as address or area code changes for one group of contacts, but not
another, administrators may be faced with mining through AD to find which contacts need
the new information. ADtoolkit allows administrators to search and replace throughout
AD, changing either common properties or contact attributes of any contacts that meet
the search criteria.

How To Search & Replace Contact Attributes

1. Open the Search & Replace Contact Attributes tool by selecting the TooLs |
CONTACTS | SEARCH & REPLACE menu command or shortcut bar icon.

2. Proceed to the Search Criteria tab and select an attribute to search. You may select
from pre-defined common properties, or from the list of all Active Directory attributes
which apply to contacts. Please note that not all common properties are attributes
and not all attributes are common properties. The list of common properties is much
smaller but does include some items that cannot be changed by modifying an
attribute, for example the password required flag.

3. Once you have selected an attribute or property to search and replace, you must
specify the exact search criteria, i.e., what value to search for and what value to
replace it with.

4. To force the tool to do an unconditional replace, you may optionally select (check) the
Replace Always checkbox from the Advanced Options group box. This will cause
the tool to ignore any values placed in the Find What field and instead replace the
attribute of all contacts in the search domain with the replacement value.

5. Once you have specified the search criteria, proceed to the Search Locations tab
page and select the AbD ITEMS button. You may select any container name (e.g., a
domain or OU) and/or any contact name from the directory browser dialog.

6. To limit the search to just the immediate contacts of the selected containers (i.e., to
NOT search into any nested OUs or domains), you must change the Search Scope
setting at the bottom of the page. Click the down arrow to change the scope to
Search Immediate Children.

7. To apply additional filters to the selected contacts, proceed to the Filters tab page
and select the Add Filters button. Note that these filters are applied before any of
the search and replace criteria are applied.

8. To test the tool, use the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed but no
actual user attributes are modified.

9. Once you have corrected any problems that the simulation exposed, select the RUN |
RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search and Replace User Attributes tool will be launched
and the contact attributes will be modified based on the search criteria.
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Search Criteria Tab
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Use this tab to specify the properties or attributes to be replaced, the criteria to be
used/met before replacing them, and finally the values to be used when replacing the

attribute.

Search and Replace Contact Attributes

Search Gnitenia ISearch Locations I Fitters IOulput I

—Attribute to Search

& Common Property I Street ﬂ

0 AD Attribute IadminDescriptinn ﬂ

— Search Criteria

Firid Wwhat; |555 Company Lane

Replace With: |555 Mewsherry Street

—Advanced Options

[0} Ease sensitive

I fatehwhale sting

¥ Replace always
" Replace if attribute iz empty
™ FReplace if attibute is nat empty

This tab

contains the following search options:

Attribute to Search

Use this section to specify the common property or AD attribute to be used as the
search criteria.

mmon Property Select this option if you wish to select a common property
to search and replace. Common properties are comprised
of some of the more common AD attributes as well as
several contact properties that cannot be modified directly

Co

AD Attribute

by changing an AD attribute.

When this option is selected, use the arrow button to
specify the common property to be searched.

search and replace.

Select this option if you wish to select an AD attribute to

When this option is selected, use the arrow button to

specify the AD attribute to be searched.
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Use this section to define what string/value is to be searched for and what
string/value is to be used to replace it with.

Find What

Replace With

Advanced Options

Enter the value you are looking for in the selected contact
attribute or common property.

Enter the value to place in the selected attribute/property if
a match is found.

Use this section to select advanced options for searching and replacing contact

attributes.

Replace always

Replace if

attribute is empty

Replace if
attribute is not
empty

Remove the
attribute

Case Sensitive

Match Whole
String

Check this box to force all specified contacts to have their
attributes replaced. Any other search criteria specified on
this page will be ignored.

Note that the contacts must still match any filters specified
on the Filters tab page.

Check this box to search for an attribute that has no value
or that is undefined. Any other search criteria specified on
this page will be ignored.

Check this box to search for an attribute that has any
value. Any other search criteria specified on this page will
be ignored.

Check this box to have the attribute removed completely if
it matched the search criteria.

Click on this button to perform case sensitive searches on
the selected attribute.

Click on this button to indicate the attribute value must
match exactly the string specified in the Find What field. If
this option is not selected, the search will match if the Find
What string is contained anywhere within the attribute
value.
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Search Locations Tab
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Use this tab to specify where to search for the contact attributes in Active Directory. You
may browse AD to select specific domains or OUs or even contacts using the SELECT

OBJECTS button.

Search and Replace Contact Attributes

Seatch Critsria ~ Search Lecations IFnters IOulput ]

Select Domains Ol s | - |

Femove Objects | Irmport Dbjects

Object Mame -

CM=Adam Contact OU=T est Uzers DC=happymail D C=net

CH=lane Contact OU=T est Uzers DC=happymail, [ C=net

CH=loe Contact 0U=T est Users,D C=happymail, D C=net

CM=F.ate Contact, 0U=ADvantage, D C=happymail D C=net

|

Search Scope: ISearch Entire Subtree j

This tab contains the following controls:

Select Domains/OUs

Remove Objects

Import Objects

Object Name List

Click on this button to select one or more Domains or OUs
to search through. You may also use this buttton to select
individual objects to search trhough. To do so, click on the
down arrow on the right side of the button and select the
SELECT CONTACTS menu item.

Click this button to remove all selected objects from the
location list.

Click this button to import one or more domain, OU or
contact names from a CSV file to populate the location list.

This control contains a list of the currently selected
locations to search. To add locations to this list, click on
either the SELECT DOMAINS/OUS or IMPORT OBJECTS
button. To remove locations from this list, click on the
REMOVE OBJECTS button.
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Search Scope

Filters Tab
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Use the arrow button to define the scope of the search.
The search scope determines whether the tool will search
just the immediate children of any selected domain or OU,
or if it will search the entire subtree of the selected
domains and OUs. The default search scope is to search
the entire subtree.

Use this tab to create one or more search filters. Search filters allow you to specify
additional conditions that a contact must match before their attributes get modified. The
filters specified here are applied before the matching criteria specified on the Search

Criteria tab.

Search and Replace Contact Attributes

Search Critetia I Search Locations

Filterz IOWM I

a’-‘«ddFlIterl

Use the filters specified below to limit the search [optional]:

Remowe Filker | b odify Filker |

I Match &l Filters

This tab contains the following controls:

Add Filter

Remove Filter

Modify Filter
Filter List
Match All Filters

Click this button to create a search filter and add it to the
filter list. Selecting this button will display the Search Filter
dialog allowing you to define additional conditions that
contacts must match before their attributes get modified.
For more information, see Error! Reference source not
found. on page Error! Bookmark not defined..

Click this button to remove all selected filters from the filter
list.

Click this button to modify the selected search filter.
This list contains all of the search filters you wish to apply.

Check this box if a contact must match all the search filters
before being processed. If this option is not checked, the
contact will be processed if they match any one of the
filters in the list.
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Output Tab
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Use this tab page to specify a screen output file. If you choose to write the screen output
to a file, the entire contents of the tool’s output screen will be dumped to a text file
whenever the tool has completed execution. This is a handy method for documenting the

changes made via ADtoolkit.

Search and Replace Contact Attributes

Search Criteria I Search Locations I Fiters ~ Ourtput

— Screen Output File

Cutput File Marne:

¥ LCreate a file containing the contents of the tool output screen

[ Append to screen output file if it already exists

COutput File Directaory:

IEIutput EtoolhameX - Xmonth-Edayi-Hyeark bt j

IC:\Du:u:uments and SettingsiAdminiztratorty A0 toolkit Files Browse |

—Send To
[T Send Output via Email

[ ptiors,.. |

Iz

Aitact [0 Dt W indov

This tab contains the following information:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the Search and Replace Contacts
tool create a file with the contents of the tool output
screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Search and Replace
Contacts tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Search and Replace
Contacts tool overwrite any files with the same name.
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Send To
Use this section to have the tool send an email upon completion containing the
output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

Move Contacts Tool

The Move Contacts Tool allows administrators to move Contacts to a new Organizational
Unit. Contacts may be selected from an Active Directory browser or imported from a file.

How to Move Contacts

1. Open the Move Contacts Tool by selecting the TooLs | CONTACTS | MOVE menu
command or shortcut bar icon.

2. On the Select Contacts tab click the SELECT button. Browse through the list of
Contacts and select one or more that you wish to move. When you are finished
selecting contacts, click the OK button.

Alternately, use the IMPORT button to retrieve a list of contact names from a CSV file.

3. Open the Options tab and use the BROWSE button and expand the list to locate and
select the target (move to) Domain / Organizational Unit. Click the OK button to
complete your selection.

4. Move to the Output tab to select the screen output file information. Enter the output
file name or use the BROWSE button to select the file.

5. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

6. Once you have corrected any problems encountered during the simulation run, select
the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Move Contacts tool will be launched and
the contacts will be moved.
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Select Contacts Tab

This tab allows you to specify the contacts to be moved. Contact names can be added to
the list one at a time using the SELECT button or multiple names can be added using the
IMPORT button.

You can also use this page to specify the destination Container (Move To:
Domain/Organizational Unit) for a specific contact. If you do so, the destination entered
into the grid will override the one selected on the Options tab.

Mowve Contacts

Select Contacts IOp‘ﬁuns Iomm ]

Bemaove |'| E dit | Irmpart |'| INDImlet File Specified

Diztinguizhed MName - Container |
CH=Adam Contact OU=T est Users DC=happymail DC=net
CH=Jane Contact,0U=Test Uzers D C=happymail D C=net
CH=Joe Contact,OU=Test Uzers, DC=happyrail, DC=net
CH=F.ate Contact, DIJ=AD vantage, DC=happymail D C=net

4| | i

Maote: Any data maodified in this grid will overide the settings on the fallowing tab pages

This tab contains the following controls:

Select Click on this button to launch the AD Browser dialog,
which will allow you to add one or more contacts to the list.

Remove Click on this button to remove all selected names from the
list of contacts below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Edit Click on this button to modify the target location
(Domain/Organizational Unit) for the selected contact(s).

Import Click on this button to import one or more names from a
CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.
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Import File Name

Name Grid

Options Tab
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This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the contacts you wish to
move. To add names to this list, click on either the SELECT
or IMPORT button. To remove names from this list, click on
the REMOVE button.

This tab allows you to specify the Domain/Organizational Unit where the selected

contacts will be moved.

Move Contacts

Select Corfacts Options I-:Jumm ]

Move Ta: [Damain / Organizational Lnit)

Mate: maves to different damaing are not currently supported.

This tab contains one control:

Browse

Click this button to display a list of Active Directory
Objects. Expand the list to locate the Domain/
Organizational Unit where the contact(s) will be moved.
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Output Tab
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Use this tab to create a screen output file containing the Move Contact tool’s output. If
you choose to write the screen output to a file, the entire contents of the output screen
will be written to a text file whenever the tool has completed execution. This is a handy
method for documenting the changes made using ADtoolkit.

Mowve Contacts

Select Corfacts IOpﬁonS Quiput

— Screen Output File

Output File Marne:

W Create a file containing the contents of the tool output screen

[ Append to screen output fils if it already exists

Output File Directary:

|Dutput Etoolhame? - Zdavi-Emonthi-years it j

Il:: SDocumentz and 5 etiingzbadminigtrator b Ditoolkit Files Erowsze

—Send To
[ Send Output wia Email

e ]

NEEEEN|
[ opien.

[1e

Aitachy [N Eutput Windaw

This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Ouput File
Directory

Append to screen
output file if it
already exists

Check this box to have the Move Contacts tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Move Contacts tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Move Contacts tool
overwrite any file with the same name.
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Send To
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Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 7: Computers Tools

Add Computers Tool

The Add Computers Tool allows administrators to add computers to Active Directory and
configure the many possible settings.

How To Add Computers

1. Open the Add Computer tool by selecting the TooLs | COMPUTERS | ADD menu
command or shortcut bar icon.

2. Move to the Computer Names tab and select the Abb button. Enter the name of the
computer you wish to add. If there is any other information for this computer that you
wish to add such as NetBIOS name, a description or location, do so by selecting the
general tab page and entering the information. You may also add other attribute data
for this computer on the Attribute Data tab. When you are finished adding information
for this computer, select the OK button.

NOTE: Settings made directly into the grid on the Computer Names tab will override
any settings made on the other tab pages.

3. Repeat step 2 for each additional computer to be created. You can also use the
IMPORT button to add multiple computers at one time.

4. If an error was made entering the information, edit it by clicking on the appropriate
cell in the grid or by selecting/highlighting the computer name and using the EDIT
button.

5. Move to the Account tab and select the BROWSE button to select the domain or OU
where the new computer account is to be added.

6. Add the description and location of the computer.

7. To add the new computers to one or more groups, proceed to the Groups tab and
click on the Add button. Select the desired group names from the AD browser and
click on the OK button.

8. The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

NOTE: Settings made using the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made in the grid on the
Computer Names tab.

9. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy computer is added with all the specified
settings and then deleted to ensure that the process will work correctly.

10. Once you have corrected any problems encountered during the simulation run, select
the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Add Computers tool will be launched and
the computers will be created in Active Directory.
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Computer Names Tab

Use this tab to specify the names of new computers to be added to Active Directory.
Names can be added one at a time using the AbD button or multiple computer names can
be added using the IMPORT button.

You can also use this tab page to specify attributes for individual computers. If you do
s0, the data entered into the grid will override any settings made on the other tab pages.
For instance, if you specify a computer’s description both in the grid and on the Account
tab page, the address entered in the grid will be the one used to set the computer’s
location attribute in Active Directory.

Add Computers

GComputer Namesz I.ﬂ.ccoum IGmups IManaged Biyr IDiaI-in Iﬂ.th'ihuhes IOumut I

Add | Bemove | - | E dit | Impart | - | INn Impaort File S pecified
Full Mame - MHethioz Hame Drezcription Liocation |
HP&7E “windows Server2003 CHMSC Blda, Foom 1117

Shocky MNeeds Repair B azement Cabinet

| i

Mote: Data entered into thiz grid will overide the settings on the following tab pages

This tab contains the following controls:

Add Click on this button to enter the basic information needed
to create a new computer, such as name and description.

Remove Click on this button to remove all selected names from the
list of computers below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Edit Click on this button to modify the basic information, such
as name and description, of the selected computer.
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Import

Import File Name

Name Grid

Configure Grid
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Click on this button to import one or more computer
names from a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the computers you wish to
add. To add names to this list, click on either the ADD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.

The computer grid on this tab displays information about the new computer. You can
modify what data appears in this grid by clicking the CONFIGURE GRID button.

This table lists the information available to the grid and identifies the tab where data can
be added or modified. It also includes a brief description of each field.

NOTE: Settings made in the grid tab will override any settings made on the other tab

pages.

Computer
Information

(*Required)

Full Name*
NetBIOS Name

Description
Location
Other Attributes

Tab where data is

added/modified Description

General Info Full name of the computer

General Info Computer's NetBIOS or pre-Win2K
name (i.e., SAMComputerName)

General Info Computer's description.

General Info Computer's location

Attribute Data Other specified computer attributes
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Account Tab

Use this tab page to specify the account information for the computers. These settings
will determine some basic information about the computer.

Add Computers

Cornputer Marmes Account IGmups IManageﬂ Eiy IDiaI-in Iﬂ.ﬂrihutes IOulput I

— Create Computers In: [Domain ¢ Organizational U mit]

Browse | ICN=EDmputetS,DE=deIaIina,D C=net

— Unique Computer M ames

v iidd digits to the names if they already exist

— Dezcription

— Location

— Security

™ Trust computer(s] for delegation

This tab contains the following fields and controls:
Create Computers In (Domain/Organizational Unit)

This field displays the Domain or Organizational Unit (OU) where the new
computers will be entered. An entry in this field is required.

Use the BROWSE button to select a Domain or OU. Selecting the BROWSE button
will display the Browse Active Directory dialog where you can locate and choose
the appropriate Domain or OU.

Unique Computer Names

Add digits to the = Check this box to add a digit to the end of the NetBIOS name

names if they or the Full Name if the name already exists. If the new name

already exist with the digit also exists, the tool will increment the number
being added until a unique name is found. If this option is not
checked and the name already exists, the tool will notify you
of its failure to add the computer, and then continue with the
next computer in its list.

Description Enter a description of the computers.

Location Enter the location of the computers

Security
Trust Check this box to allow a trust relationship for delegation.
Computer(s) for
delegation
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Groups Tab
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Use this tab to specify the group(s) to which each of the new computers is to be added.

Add Computers

Corputer Mames I.ﬂ.ccnunt Groups IManaged By IDiaI-in I.ﬂ.ih'ihuhes Iom;am I

Add to the fallowing groups:

Add | Remove |

=1 erminal 2erver Computers LM=Users DU =happumal D C=net

— Primany Group

St Primary Group | Mate: there is o need to che!nge the_F'rimary
Group unlesz you have Macintozh clientz or

: PO5I<-compliant applications.
(5[ aT Erirman Erann | B B

Primary Group Mame: |N0 Primary Group Selected

This tab contains the following information/buttons:

Add to the following groups:

Add
Remove
List Box
Primary Group
Set Primary Group
Clear Primary

Group

Primary Group
Name

Click this button to browse for one or more groups to be
added to the list.

Click this button to remove all of the currently selected
groups from the list.

This list box contains a list of the groups where you wish
to add the newly created computers. Use the AbDD and
REMOVE buttons to control the contents of this list box.

Click this button to set the primary group to the currently
selected group in the table above.

Click this button to clear the primary group for the selected
computers.

The field displays the primary group to be applied to each
of the new computers. Use the SET PRIMARY GROUP and
CLEAR PRIMARY GROUP buttons above to edit this field.
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Managed By
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Use this tab page to identify the manager information for the computers that are being

added.

Add Computers

Coraputer Marmes ]nccuum IGmups Managed By lDiaI-in Innributes IOu‘iput I

Manager name:

Office:

Street:

City:
State/province:

Countiy/region:

Browze. . | Clear |

Telephone number:

Fax Mumber:

This tab contains the following information:

Manager Name

Office

Street

City

State/Province

Country/Region

Telephone Number

Fax Number

This field displays the name of the user or contact who is
responsible for managing the currently selected computers.

To select a different name for this field, use the BROWSE
button. This will allow you to browse the list of all Windows
2000 user and contact names.

To clear this entry, use the CLEAR button.

The office location of the selected manager is displayed in
this read-only space.

The street address of the selected manager is displayed in
this read-only space.

The city of the selected manager is displayed in this space.

The state or province of the selected manager is displayed in
this read-only space.

The country or region of the selected manager is displayed in
this space.

The telephone number of the selected manager is displayed
in this read-only space.

The fax number of the selected manager is displayed in this
read-only space.
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Dial-in Tab
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Use this tab page to specify the settings that control access to the computers via the
Remote Access Service (VPN or Dial-in).

Add Computers

Conputer Marmes Iﬂccnum IGmups Ihﬂanaged By  Dial-in I.ﬂ.m'ihuhes IOulput I

& Allow access

" Deny access

Femote ficcess Permizzion [Dial-in or WEMN)

" Control access through Flemote Access Policy

[ Werify Caller 1D:

Callback Optiohs

" Mo Callback

% Set by Caller [Fouting and Femote &ccess Service anly]
™ Always Callback to:

v Aazsign a Static IP Address: I 192 . 168 . 16 . 42

Static Routes

Define routes to enable for thiz Dial-ih connection Static Houtes.

This tab contains the following fields/controls:

Remote Access Permission (Dial-in or VPN)

Use this section to define the permissions for accessing the Remote Access Service on

this computer.

Allow Access

Deny Access

Control access
through Remote
Access Policy

Verify Caller ID

Select this option to allow user to access the Remote Access
Service (VPN or Dial-in).

Select this option to deny user access to the Remote Access
Service (VPN or Dial-in).

Select this option to control access to the Remote Access
Service (VPN or Dial-in) through the Remote Access Policy.

Check this box to force the users to dial in from a specific phone
number.

Enter the phone number to be used when users dial in to access
the Remote Access Service in the text box to the right.
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Callback Options

198

Use this section to define the callback options to be used.

No Callback

Set by Caller

Always Callback
to

Assign a Static IP
Address

Static Routes

Select this option to disable the use of the callback feature for
the selected computers.

Select this option to allow the users to set their own callback
options. (Routing and Remote Access Service only)

Select this option to force the users to use the callback feature.
Enter the number to callback in the text box to the right.

Check this box to ignore the group dial-in profile settings and
assign a static IP address.

Enter the static IP address to be used in the text box to the right.

Use this section to predefine static routes to be used. By properly defining the static
route that corresponds to the small office LAN, the answering router properly delivers
packets to the entire range of addresses that exist on the small office LAN. For more
information on one-way initiated demand-dial connections, see ‘One-way initiated
demand-dial connections’ in the Windows 2000 help.

Apply Static
Routes

Static Routes

Check this box to configure predefined routes for one-way
initiated demand-dial routed connections. By selecting this
option and defining one or more static routes, the answering
router adds the configured routes to its routing table when the
demand-dial connection is made. For example, users on a small
office LAN may need to communicate with users on a larger
main office LAN. For a description of the Static Routes dialog,
see Appendix C: Static Routes Dialog on page 396.

Click this button to enter one or more static routes for this
connection.

Computer Tools



ADtoolkit 199

Attributes Tab

Use this tab to specify one or more AD attributes for the group of computers listed on the
Computer Names tab.

NOTE: Settings made on the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made in the grid on the
Computer Names tab.

Add Computers

Cormputer Mames I.Elccuurrt IGmups IManaged By IDiaI-in Afiribute= IOquut I

Set the following A0 attributes for the new computers:

sdd | Modiy | Remove |

AD Attribute - - Mew Value

This tab contains the following controls:

Add Click this button to browse for the AD attribute you wish to
set and to enter a value for that attribute. The attribute
and its value will be added to the attribute list.

Modify Click this button to modify the currently selected attribute
or its value.

Remove Click this button to remove the selected attribute(s) from
the attribute list.

AD Attribute List This list contains the AD attributes you wish to set and
their values.
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Output Tab
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Use this tab to create Screen output file containing the tool's output.

If you choose to write the Screen output to a file, the entire contents of the tool's output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method for documenting the changes made using ADtoolkit.

Add Computers

Cormputer Mames I.“.u:ccuunt I Groups Ihﬂanaged By I Dial-in I Obibutes  Output

— Screen Output File

Output File Marne:

¥ Create a file containing the contents of the tool output screen

¥ fppend to screen output file if it aleady exists

Output File Directon:

IDutput Etoolhame - EdayX-ZmonthX-Zpear? tut j

—Send To

[ Send Output via Email

IC:"xDu:uc:umentS and Settingz‘\AdministratorADtoalkit Files Browsze |

[ ptiEms..

[ro

Aftachy [T Dbt ieindmy

This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Check this box to have the Add Computers tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a file template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.
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Append to screen
output file if it
already exists

Send To
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Check this checkbox to have the Add Computers tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Add Computers tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Modify Computers Tool

If properties change for one or more computers, Active Directory must be updated with
this new information. ADtoolkit provides a number of options for changing computer
attributes and common properties. This chapter provides a step-by-step procedure for
modifying computers as well as detailed descriptions of the tab pages associated with the
Modify Computers tool.

How To Modify Computers

1. Open the Modify Computers tool by selecting the TooLs | COMPUTERS | MODIFY menu
command or shortcut bar icon.

2. On the Select Computers tab click the SELECT button. Browse through the list of
computers in your network and select one or more you wish to modify. When you are
finished making your selections, click the OK button. Alternately, you can use the
IMPORT button to add multiple computer names from a CSV file.

To select all the computers in an OU, click the TREE VIEW button then right click on
the Computers folder of the desired OU. On the pop-out menu click ADD CHILDREN.

To change the information for a single computer, click on the appropriate cell in the
grid or select/highlight the computer and click the EDIT button.

3. Move to the Account tab. In the General Info section select the checkbox next to the
setting(s) you wish to change. After selecting a checkbox, be sure to fill in the
necessary information. If you do not wish to change any of the General Info Account
settings, leave the checkboxes blank.

4. The Security section of the Account tab allows you to modify the security settings for
the selected computers. The security settings on this tab are pairs of checkboxes.
Selecting the first checkbox will set the value on, selecting the opposite will turn the
value off. Selecting neither option will leave the value in its current state.

Note that if you wish to avoid modifying any security settings, make sure all the
checkboxes in this section are unchecked.

5. To add the selected computers to one or more groups, open the Member Of tab and
select the Abb button under ADD TO THE FOLLOWING GROUPS. Browse through the list
of groups in your network and select one or more. Likewise, you can remove the
computers from groups by using the REMOVE FROM THE FOLLOWING GROUPS section.
When you have finished editing group settings, select the OK button.

6. To change the administrator or user who manages the computers in the list, move to
the Managed By tab. Click the Manager Name checkbox and then the BROWSE
button. Select a name from the list and the other information will be automatically
filled in.

7. You can modify the Dial-in options via the Dial-in tab. Set the Remote Access
Permission values to Allow, Deny, or control access to the computer(s) via Remote
Access Policy. Set the other values as desired.

8. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.
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NOTE: When running the simulation, a dummy computer is added with all the specified
settings and then deleted to ensure that the process will work correctly.

9. Once you have corrected any problems encountered by the simulation process,
select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Modify Computers tool will be launched and
the computers will be modified.

Select Computers Tab

Use this tab to select a group of computers whose attributes or properties are to be
modified. Use the SELECT button to browse AD and select computer names or use the
IMPORT button to import computer names from a CSV file.

You can also use this tab to modify attributes for individual computers by directly editing
any of the fields in the grid. If you do so, the data entered into the grid will override any
settings made on the following tab pages. For instance, if you specify a new location
both in the grid and on the Account tab, the location entered in the grid will be the one
used to set that specific computer’s location attribute in Active Directory. The information
entered on the Account tab will still apply to those computers whose data you did not
modify in the grid.

Modify Computers

Select Gomputers I.ﬂ.ccuunt IMemherOf IManaged By IDiaI-in I.ﬂ.ih'ihutes IOulput I

ﬁelectl Biemove |v| Edit | Irnport |v| IN:u Impart File Specified

Diztinguizhed Mame - Full Mame Metbioz Mame Dezcription Locati{
CH=LAPTOP2008,CM=Con...| LAPTOP2008 LAPTOP2002%
CH=COMPARETD0.CH=Cor...[ COMPAGET DN COMPAGETO0%

1| | i

Configure Grid | Iobe: Ay data modified it thiz grid will override the settings on the following tab pages
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This tab contains the following controls:

Select

Remove

Edit

Import

Import File Name

Name Grid

Configure Grid

Click on this button to launch the AD Browser dialog which
will allow you to select one or more computers to add to
the grid.

Click on this button to remove all selected names from the
list of computers below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information, such
as name and description, of the selected computer.

Click on this button to import one or more computers from
a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the computers you wish to
modify. To add names to this list, click on either the AbD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Click on this button to display the Configure Grid dialog
box allowing you to modify the grid's display of columns.
Through the dialog box you can show or hide columns and
change their order of appearance within the grid.
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Use the Account tab to modify the account information for the computer(s).

Modify Computers

Select Computers Account IMemherO‘f IManaged By IDiaI-in I.ﬂ.th'ihutes IOuiput I

— General Info

™ Description I

™ Location I

— Security

[ Trust computer(s] for delegation

™ DoMNOT tust computer(s) for delegation

[W {Enable the computer accounts

[" Disable the computer accounts

This tab contains the following fields and controls:

Description

Location

Security

A description of the computer. Check this box to activate the
field and enter a new description for the computer(s). If this
checkbox is left blank, the description will remain as it is and
will not be updated.

To change a computer location, select this checkbox and
enter a new location for the computer(s). If this checkbox is
left blank, no changes will be made to the computer location.

The security settings on this tab are pairs of checkboxes. Selecting the first
checkbox will set the value on, selecting the opposite will turn the value off.
Selecting neither option will leave the value in its current state.

Trust
Computer(s) for
delegation

Do NOT trust
computer(s) for
delegation

Enable the
computer
accounts

Check this box to allow a trust relationship for delegation.
Selecting the box will automatically un-check the box below it
if it is checked.

Check this box if you do not want the computers to allow the
trust for delegation. Selecting the box will automatically un-
check the box above it if it is checked.

Selecting the box will automatically un-check the box below it
if it is checked.
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Disable the Selecting the box will automatically un-check the box above it
computer if it is checked.
accounts

Member of Tab

Use this tab to modify the group(s) each of the computers is a member of. You can add
the computers to one or more groups and remove the computers(s) from groups that they
currently belong to.

Modify Computers

Select Computers I.ﬂ.ccuum Member OF Ihﬂanaged By IDiaI-in I.ﬂ.th'ihuhes IOulput I

—Add b the fallowing groups:

Add | Remave |

Ch=Dromain Computers CW =Uzerz DC=happymail, DC=net
CH=Dromain Controllers, CH=Uzers, D C=happymail, D C=net
ChN=Terminal Server Computers,CH=ldsers, DC=happymail D C=ret

— Remowe from the following groups:

Add Remaove

CM=] erminal Server License Semvers LN=Builin DC=delaling,Dl=net

— Primary Group

Set Primary Group | Mote: the primarny group cannot be removed -
only changed.
[MEAT Blimmari = |

Primary Group Mame: |N0 Prirmary Group Selected

This tab contains the following buttons and lists:
Add to the following groups:

Add Click this button to browse for one or more groups to be
added to the list of ‘add to’ groups.

Remove Click this button to remove all of the currently selected
groups from the list of ‘add to’ groups.
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This box contains a list of the groups you want to add the
computer(s) to. Use the ADD and REMOVE buttons to
control the contents of this list box.

Remove from the following groups:

Add
Remove
List Box
Primary Group
Set Primary Group
Clear Primary

Group

Primary Group
Name

Click this button to browse for one or more groups to be
added to the list of ‘remove from’ groups.

Click this button to remove all of the currently selected
groups from the list of ‘remove from’ groups.

This box contains a list of the groups from which you want
to remove the selected computers. Use the AbD and
REMOVE buttons to control the contents of this list box.

Click this button to set the currently selected group in the
grid above to the primary group for each of the computers.

Click this button to clear the primary group from the field
below.

The field displays the primary group to be applied to each
of the new computers. Use the SET PRIMARY GROUP and
CLEAR PRIMARY GROUP buttons above to edit this field.
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Use this tab page to identify the manager information for the computers that are being
modified.

This tab contains the following information:

Modify Computers

Select Computers I.flccount IhﬂemherOf Managed By IDiaI-in Iﬂ.th'ihutes ]omput I

W Manager name: I.-’-'l.dministratnr

LClear |

Office:

Sheet:

City:
State/province:

Countryregian:

5151 Compaty Dirive

IJa\feIinaviIIe

IUnited States

Fax Humber:

Manager Name

Browse

Clear

Office

Street

City

State/Province

Telephone number:

|1 -300-555-1234

To enter a new manager for the currently selected
computers, Check this box and complete the field to the right
by clicking on the BROWSE button. To clear the manager
name field, leave the field empty or click on the Clear button.

Use this button to fill in the Manager Name field by browsing
the list of all Windows 2000 user and contact names.

Use this button to clear the text from the Manager Name

field.

The office location of the selected manager is displayed in

this read-only space.

The street address of the selected manager is displayed in

this read-only space.

The city of the selected manager is displayed in this read-

only space.

The state or province of the selected manager is displayed in

this space.
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Country/Region The country or region of the selected manager is displayed in
this read-only space.

Telephone Number The telephone number of the selected manager is displayed
in this read-only space.

Fax Number The fax number of the selected manager is displayed in this
space.

Dial-in Tab

Use this tab page to specify the settings that control access to the computer(s) via the
Remote Access Service (VPN or Dial-in).

Note: Selecting no option for a block on this tab will leave the value in its current state.
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This tab contains the following fields/controls:
Remote Access Permission (Dial-in or VPN)

Use this section to modify the permissions for accessing the Remote Access Service
on this computer. Selecting no option will leave the value in its current state.

Allow Access Select this option to allow user to access the Remote Access
Service (VPN or Dial-in).
Deny Access Select this option to deny user access to the Remote Access

Service (VPN or Dial-in).

Control access Select this option to control access to the Remote Access
through Remote Service (VPN or Dial-in) through the Remote Access Policy.
Access Policy

Verify Caller Id

Use this section to modify the caller id settings for accessing the Remote Access
Service on this computer. Selecting no option will leave the value in its current state.

Disable Select this checkbox to allow the caller(s) to dial in from any
phone number.

Enable Check this box to force the users to dial in from a specific phone
number.

Enter the phone number to be used when users dial in to access
the Remote Access Service in the text box to the right.

Callback Options

Use this section to set any callback options for accessing the Remote Access Service
on this computer. Selecting no option will leave the value in its current state.

No Callback Select this option to disable the use of the callback feature for
the selected computers.

Set by Caller Select this option to allow the users to set their own callback
options. (Routing and Remote Access Service only)

Always Callback Select this option to force the users to use the callback feature.
to Enter the number to callback in the text box to the right.
Static Routes

Use this section to predefine static routes to be used. By properly defining the static
route that corresponds to the small office LAN, the answering router properly delivers
packets to the entire range of addresses that exist on the small office LAN. For more
information on one-way initiated demand-dial connections, see ‘One-way initiated
demand-dial connections’ in the Windows 2000 help.

Assign a Static

IP Address Check the Disable checkbox if you want to remove the setting
Disable that assigns a static IP Address from any computer in the list.
Check the Enable checkbox to ignore the group dial-in profile

Enable settings and assign a static IP address. Enter the static IP

address to be used in the text box to the right.

Selecting neither option will leave the value in its current state.
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Disable

Enable
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Check the Disable checkbox if you want to disable static routes
for any computer in the list.

Check the Enable checkbox to configure predefined routes for
one-way initiated demand-dial routed connections. By selecting
this option and defining one or more static routes, the answering
router adds the configured routes to its routing table when the
demand-dial connection is made. For example, users on a small
office LAN may need to communicate with users on a larger
main office LAN. For a description of the Static Routes dialog,
see Appendix C: Static Routes Dialog on page 396.

Selecting neither option will leave the value in its current state.

Click this button to enter one or more static routes for this
connection.

Use this tab to specify one or more AD attributes for the group of computers listed on the

Select Computers tab.

NOTE: Settings made on the Attributes tab will override any settings made on the
other tab pages with the exception of the settings made directly in the grid on
the Select Computers tab.

Modify Computers

Select Computers I.ﬂ.ccuunt IhﬂemherOf Ihﬂanaged By IDiaI-in Atiributes IOumut l

b odify the following A0 attributes for all selected computers:

b cddify | Femove |

AL Attibute -

Mew W alue |

comment

Thiz iz a zample comment.

lozation

CMSC1133
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This tab contains the following controls:

Add

Modify
Remove

AD Attribute List

Output Tab

Click this button to browse for the AD attribute you wish to
set and to enter a value for that attribute. The attribute
and its value will be added to the attribute list.

Click this button to modify the currently selected attribute
or its value.

Click this button to remove the selected attribute(s) from
the attribute list.

This list contains the AD attributes you wish to set and
their values.

Use this tab to create a Screen output file containing the tool’s output.

If you choose to write the Screen output to a file, the entire contents of the tool’s output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method for documenting the changes made using ADtoolkit.

Modify Computers

Select Computers I Becount I Mernber O I Miarianed By I Dial-in I Utribytes:  Output I

— Screen Output File

Output File M ame:

¥ Create a file containing the contentz of the tool output screen

V¥ Append ta screen output file if it aleady exists

Cutput File Dirgcton:

IDutput Etoolname? - Edayi-Emonthi-Zpeark bkt j

—5Send To
™ Send Dutput via Email

IE:HD::u:uments and SettingshAdminiztratorAD toalkit Files Browsze |

[ EhiGErE..

[ro

dftach 5| Hutput S indam
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Modify Computers tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file or use the BROWSE button
to browse for a directory.

Check this checkbox to have the Modify Computers tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Modify Computers tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Delete Computers Tool

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

The Delete Computers Tool allows administrators to remove or disable computer
accounts from Active Directory. This chapter provides a step-by-step procedure for
deleting or disabling computer accounts as well as detailed descriptions of the tab pages
associated with the Delete Computers tool.
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How To Delete Computer Accounts

1.

Open the Delete Computers tool by selecting the TooLs | COMPUTERS | DELETE menu
command or shortcut bar icon.

On the Select Computers tab click the SELECT button. Browse through the list of
computers in your network and select one or more that you wish to delete or disable.
When you have finished making your selection, click the OK button.

To select all the computers in an OU, click the TREE VIEW button then right click on
the Computers folder of the desired OU. On the pop-out menu click ADD CHILDREN.

Alternately, you can use the IMPORT feature to add multiple names from a CSV file.

Move to the Options tab and select (check) the DISABLE COMPUTER ACCOUNTS or
DELETE COMPUTER ACCOUNTS option.

To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, a dummy computer is added with all the specified

settings and then deleted to ensure that the process will work correctly.

Once you have corrected any problems encountered by the simulation process,
select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Delete Computers tool will be launched and
the computers will be deleted or disabled.

Select Computers Tab

Use this tab to select the names of the computers to be deleted or disabled. You may
browse AD to select computer names by clicking the SELECT button or you can add
computer names from a file using the IMPORT button.

Celete CompuUters

Select Gomputers IOp‘tilJnS IOulpui I

Bemave |'| Irnpoart |'| INDlmpart File Specified

Mame - I

CH=COMPAQETDDCH=Computers, DC=happyrail DC=net

CH=LAPTOP2008,CH=Computers, DC=happymail D C=net

1| | o
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This tab contains the following controls:

Select

Remove

Edit

Import

Import File Name

Name Grid

Options Tab

Click on this button to launch the AD Browser dialog which
will allow you to select one or more computers to delete.

Click on this button to remove all selected names from the
list of computers below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the basic information, such
as a name and description, of the selected computer.

Click on this button to import one or more computers from
a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the computers you wish to
delete. To add names to this list, click on either the ADD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Use this tab to specify the options to be applied when deleting the selected group of

computers.

Celete Computers

Select Corpters Optionz IOumut I

Options

¥ Delete Computer &ccounts

[ Disable Computer Accounts
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The following options are available on this tab:

Delete Computer
Accounts

Disable Computer
Accounts

Output Tab

Check this box to have all the selected accounts
permanently deleted from AD.

Check this box to have all the selected accounts disabled in
AD.

Use this tab to create a text file containing the contents of the Delete Computers tool
output screen. If you choose to write the Screen output to a file, the entire contents of the
tool's output screen will be written to a text file whenever the tool runs. This is a handy
method for documenting the changes made using ADtoolkit.

Delete Computers

Select Computers IOpﬁnns 0“111“1]

— Screen Output File

Output File Marme:

¥ Create a file containing the contents of the tool output screen

[ Append to screen output file if it already exists

Output File Directony:

IEI utput #toolhame? - Zdavi-Zmonthi-Fpear bt j

IE:'\DD:umentS and Settingz\AdministratoraDtoolkit Files Browse

—Send To

™ Send Output via Emai

[0 atiorTE.. .

==
[ opis.

[ro

attacks T Etmut s indow

This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Check this box to have the Delete Computers tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.
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Append to screen Check this checkbox to have the Delete Computers tool
output file if it append to the Screen output file, if it already exists. If the
already exists file does not already exist, a new one will be created. This
option is selected by default.
Clear this checkbox to have the Delete Computers tool
overwrite any file with the same name.
Send To
Use this section to have the tool send an email upon completion containing the
output file.
Send Output via Check this option to have the tool automatically send an
Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
To Click on this button to browse through Active Directory for
an email address.
Send Output To The automatically generated email will be sent to the email

address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Reset Local Account Passwords Tool

The Reset Local Account Passwords Tool allows administrators to reset the passwords

for

local accounts on computers in your network. This chapter provides a step-by-step

procedure for resetting local account passwords as well as detailed descriptions of the
tab pages associated with the Reset Local Account Passwords tool.

How To Reset Local Account Passwords

1.

Open the Reset Local Account Passwords Tool by selecting the TooLs | COMPUTERS
| RESET PASSWORDS menu command or shortcut bar icon.

Proceed to the Select Computers tab and click on the SELECT button. Browse
through the list of computers in your network and select one or more computers you
wish to modify. When you have finished selecting computers click on the OK button.

Proceed to the Options tab and select a password operation: reset or change
password. Note that resetting passwords requires administrative priviledges on the
destination computers, while changing the passwords only requires knowledge of the
previous password.

On the same tab page, you must select which account on the destination computers
to modify, the Administrator account or an account you specify manually.
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At the bottom of the Options tab select a password creation method. If you are
changing a single password, then you will most likely want to specify a password
manually by selecting the USE THE FOLLOWING PASSWORD checkbox. However if you
are changing numerous passwords at once, such as for a training class, then you will
probably wish to create random passwords by checking the CREATE RANDOM
PASSWORDS checkbox.

To write the computer names and newly created passwords to a file for future
reference, proceed to the Output tab and select the CREATE A COMMA DELIMITED FILE
checkbox. Note that this option is highly recommended if you have chosen to create
random passwords.

To test the tool, click on the RUN SIMULATION button or select it from the Run Menu.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

Once you have corrected any problems that the simulation exposed, select RUN Now
from the Run Menu, or click on the RUN Now button. The Reset Local Account
Passwords tool will then be launched and the passwords will be modified.

Select Computers Tab

Use this tab to select the names of the computers on which to reset local account
passwords. You may browse AD to select computer names by clicking the SELECT button
or you can add computer names from a file using the IMPORT button.

Reset Local Account Passwords

Select Computers I(_)mjgns IOutput I

"%dei | Remove | Edt | Impon || [Nolmpor Fie Spectied

Digtinguished Mame - Pazsword |
CH=COMPAGET00,CN=Computers DC=happymail D C=net
CH=LAPTOP2008 CH=Computerz, D C=happymail DC=net
CH=LAPTOP98 CH=Computers,D C=happymail D C=net

Mote: Data entered inta thiz grid will override the settings on the following tab pages

This tab contains the following controls:

Select Click on this button to launch the AD Browser dialog which
will allow you to select computers on which to change
local account passwords.
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Click on this button to remove all selected names from the
list of computers below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to change the password applied to the
local accounts on the selected computer.

You can change the password for all the chosen
computers on the Options tab page. Passwords entered
into this grid will override the password on the Options tab.

Click on this button to import one or more computers from
a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.

This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

This control contains a list of the computers on which
you'd like to resent local account passwords. To add
computers to this list, click on either the SELECT or IMPORT
button. To remove names from this list, click on the
REMOVE button.
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Options Tab

Use this tab to specify the options to be applied when resetting local account passwords.

Feset Local Account Passwords

Select Computers Optionz IOumut I

— Pazaword Operation

% Feset Pazsword [old pazsword not required]

" Change Password Using the Old Password;

— Local Account To Modify

= Change the Admin Account Pazsword

% Change the password for the fallowing user: Guest

— Pagzsword Creation Method

" Create random passwords e |

" Create blank pazswords

Ixxxxxxxxxx

' Usze the following password:

The following options are available on this tab:
Password Operation
Reset Password Select this option to reset the local account passwords.

Change Password Select this option to change the local account passwords
using the current password. Enter the current password in
the text field to the right.

Local Account to Modify

Change the Admin Select this option to change the Admin password on the
Account Password selected computers.

Change the Select this option to change the passwords for the specified
password for the account name on each of the selected computers. Enter the
following user account name in the text field to the right.

Password Creation Method

Create Random Select this option to create random passwords for the
Passwords chosen account on each of the selected computers.
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Create Blank Select this option to create blank passwords for the chosen
Passwords account on each of the selected computers.
Use the following Select this option to use the text in the following field as the
password password for the chosen account on each of the selected
computers.
Output Tab

Use this tab to create a text file containing the contents of the Reset Local Account
Passwords Tool output screen. If you choose to write the Screen output to a file, the
entire contents of the tool's output screen will be written to a text file whenever the tool
runs. This is a handy method for documenting the changes made using ADtoolkit.

Output Ztoolhame? - Zdayi-ZmonthZ-ZEpear. bt |

C:ADocuments and SettingsddministratorADkoolkit Files

AEEET L0ty
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This tab contains the following fields and controls:

Password File

Use this section to create a comma delimited (CSV) file containing the local user
accounts and their new passwords.

Create a file with
account names
and password

Password File
Name

Password File
Directory

Append to
password file if it
already exists

File Layout

Screen Output File

Check this box to have the Reset Local Account
Passwords tool create a password output file with a list of
all the accounts and their passwords.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Select this option to have the Reset Local Account
Passwords tool append the local users to the Password
file, if it already exists. If the file does not already exist, a
new one will be created. This option is selected by
default.

If this option is not selected, the old file will be overwritten.

Click this button to define the fields to be included in the
password file. For a description of the Password File
Layout dialog, see Appendix C: Password File Layout
Dialog on page 390.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the

tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the Reset Local Account
Passwords tool create a file with the contents of the tool
output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Select this option to have the Reset Local Account
Passwords tool append to the Screen output file, if it
already exists. If the file does not already exist, a new one
will be created. This option is selected by default.

If this option is not selected, the old file will be overwritten.
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Send To
Use this section to have the tool send an email upon completion containing the
output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

Search & Replace Computer Attributes Tool

ADtoolkit allows administrators to search and replace throughout specified containers in
AD, changing either common properties or attributes for any computers that meet the
search criteria.

How To Search & Replace Computer Attributes

1. Open the Search & Replace Computer Attributes tool by selecting the TooLs |
COMPUTERS | SEARCH & REPLACE menu command or shortcut bar icon.

2. On the Search Criteria tab select an attribute to search. You may select from pre-
defined common properties, or from the list of all Active Directory attributes which
apply to computers. Please note that not all common properties are attributes and
not all attributes are common properties. The list of common properties is much
smaller but does include some items that cannot be changed by modifying an
attribute.

3. Specify the exact search criteria, i.e., what value to search for (FIND WHAT) and what
value to replace it with (REPLACE WITH).

4. To force the tool to do an unconditional replace, you may optionally enable (check)
the REPLACE ALWAYS checkbox in the Advanced Options section. This will cause the
tool to ignore the value in the FIND WHAT field, and instead update the property or
attribute for all computers identified on the Search Locations tab.

5. Move to the Search Locations tab and select the SELECT DOMAINS/OUS button. You
may select any container name (e.g., a domain or OU) and/or any computer name
from the directory browser dialog.

6. To limit the search to just the immediate children of the selected containers (i.e., to
NOT search into any nested OUs or domains), you must change the Search Scope
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setting at the bottom of the page. Click the down arrow to change the scope to
SEARCH IMMEDIATE CHILDREN. By default, the entire subtree will be included in the
search and replace.

To apply additional filters to the selected computers, open the Filters tab and select
the ApD FILTER button. Note that these filters are applied before any of the search
and replace criteria are applied.

To test the tool, use the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed but no
attributes are modified.

Once you have corrected any problems that the simulation exposed, select the RUN |
RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search and Replace Computer Attributes tool will be
launched and the attributes will be modified based on the search and filter criteria.
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Search Criteria Tab

Use this tab to specify the properties or attributes to be replaced, the criteria to be met
before replacing them, and finally the values to be used when replacing the attribute.

Search and Replace Computer Attributes

Search Criteria ISearch Locations I Filters IOumut I

—Aftribute to Search
¥ Common Property II:IS Werzion j

 AD Attribute I accountE <pires j

— Search Criteria

Fird ‘i hat: ISewerEEIEIE

Replace With: IWindDws Server 2003

—Advanced Options

[ Case sensitive

[ tatch whale string

[ Replace always
™ Replace if attribute is empty

™ Replace if attribute is nat empty

[ Remave the attribute

This tab contains the following search options:
Attribute to Search

Use this section to identify the common property or AD attribute to be searched
and updated.

Common Property Choose this option if you wish to locate and replace a
common property. Common properties include some of
the more common AD attributes as well as several
computer properties that cannot be modified directly by
changing an AD attribute.

When this option is selected, use the arrow button to
expand the list of available common properties and select
the item to be searched.

AD Attribute Select this option if you wish to select an AD attribute to
search and replace.

When this option is selected, use the arrow button to
expand the list of available AD Attributes and select the
item to be searched.
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Use this section to define what string or value is to be searched for, and the
replacement string or value.

Find What

Replace With

Advanced Options

Enter the value you are looking for in the identified
computer attribute or common property.

Enter the value to place in the selected attribute/property if
a match is found.

Use this section to select advanced options for searching and replacing computer

attributes.

Replace always

Replace if

attribute is empty

Replace if
attribute is not
empty

Remove the
attribute

Case Sensitive

Match Whole
String

Check this box to force all specified computers to have the
designated attribute/property replaced. Any other search
criteria specified on this page will be ignored.

Note that the computers must still match any filters defined
on the Filters tab page.

Check this box to search for an attribute or property that
has no value or that is undefined. Any other search
criteria specified on this page will be ignored.

Check this box to search for an attribute that has any
value. Any other search criteria specified on this page will
be ignored.

Check this box to have the attribute or property value
removed completely if it matches the search criteria.

Check this box to perform case sensitive searches on the
identified attribute or property.

Check this box to indicate the attribute value must exactly
match the string specified in the Find What field.

If this option is not selected, the search will find and
replace the Find What value if it is contained anywhere
within the attribute or property string.
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Search Locations Tab

Use this tab to specify where to search for the computers in Active Directory. You may
browse AD to select specific domains or OUs or computers using the SELECT
DoMAINS/OUSs button.

Search and Replace Computer Attributes

Search Critetia Gearch Locations IFirterS IOumut ]

Select Domainz 0L s ‘ - | Femove Objects | Import Objects

Object Mame -~
DC=delalina D C=ret
DC=happymail D C=net

.| | 2

Search Scope; ISearch Entire Subtree j

This tab contains the following controls:

Select Domains/OUs Click on this button to select one or more Domains or OUs
to search through. You may also use this buttton to select
individual objects to search trhough. To do so, click on the
down arrow on the right side of the button and select the
SELECT OBJECT menu item.

Remove Objects Click this button to remove all selected objects from the
search location list.

Import Objects Click this button to import one or more domain, OU or
computer names from a CSV file and populate the location
list.

Object Name List This control contains a list of the currently selected

locations to search. To add locations to this list, click on
either the SELECT DOMAINS/OUS or IMPORT OBJECTS
button. To remove locations from this list, click on the
REMOVE OBJECTS button.
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The search scope determines whether the tool will search
just the immediate children of any selected domain or OU,
or if it will search the entire subtree of the selected
domains and OUs.

Use the arrow button to expand the list and define the
scope of the search. The default search scope is to search
the entire subtree.

Use this tab to define one or more search filters. Search filters allow you to specify
additional conditions that a computer must match before it is included in the search and
replace operation. The filters defined here are applied before the match criteria specified

on the Search Criteria tab.

Search and Replace Computer Attributes

Search Criteria I Search Locations

Filters l Ot I

sddFiter |

Uze the fiters specified below to limit the search [optional];

Remave Filker | tadifu Filker |

¥ tdatch &l Filers

05 Werzion |s Mat Empty

This tab contains the following controls:

Add Filter

Remove Filter

Modify Filter

Click this button to create a search filter and add it to the
filter list. Clicking this button will display the Search Filter
dialog allowing you to define additional conditions that a
computer must meet before it is identified as a match.

For information on creating a filter, see Error! Reference
source not found. on page Error! Bookmark not
defined..

Click this button to remove all defined filters from the filter
list.

Click this button to modify the selected search filter.
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Filter List The list of the filters you have defined. The filters in this list
will be used to limit the objects searched in the search and
replace process.

Match All Filters Check this box if a computer must match all the search
filters before being processed.

By default this option is not checked and the computer will
be processed if it matches any one of the filters in the list.

Output Tab

Use this tab to create a text file containing the contents of the Search and Replace
Computer Attributes tool’s output screen. If you choose to write the Screen output to a
file, the entire contents of the tool's output screen will be written to a text file whenever
the tool has completed execution. This is a handy method for documenting the changes
made using ADtoolkit.

Search and Replace Computer Attributes

Search Criteria I Search Locations I Fitters ~ Qutput

— Screen Dutput File

[V Create a file containing the contents of the toal output screen
W &ppend to screen output fil if it already exists

Output File M arne:
|Elut|:|ut Etoolname? - EdayE-2monthz-Eyear? bt j

Output File Directan:

IE:'&D ocuments and SettingshadministratoryaDtoolkit Files Browsze

[T Send Output via Email [0 i S

_ Browss |
—5end To
s

[o

Aftacte T Eutput i indav
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Search and Replace
Computers tool create a file with the contents of the tool
output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Search and Replace
Computers tool append to the Screen output file, if it
already exists. If the file does not already exist, a new one
will be created. This option is selected by default.

Clear this checkbox to have the Search and Replace
Computers tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Move Computers Tool

The Move Computers Tool allows administrators to move Computers to a new
Organizational Unit. Computers may be selected from an Active Directory browser or
imported from a file.

How To Move Computers

1. Open the Move Computers Tool by selecting the TooLs | COMPUTERS | MOVE menu
command or shortcut bar icon.

2. On the Select Computers tab click the SELECT button. Browse through the list of
Computers and select one or more that you wish to move. When you are finished
selecting computers, click the OK button.

To select all the computers in an OU, click the TREE VIEW button then right click on
the Computers folder of the desired OU. On the pop-out menu click ADD CHILDREN.

Alternately, use the IMPORT button to retrieve a list of computer names from a CSV
file.

3. Open the Options tab and use the BROWSE button and expand the list to locate and
select the target (move to) Domain / Organizational Unit. Click the OK button to
complete your selection.

4. Move to the Output tab to enter the screen output file information. Enter the output
file name and use the BROWSE button to select a directory.

5. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

6. Once you have corrected any problems encountered during the simulation run, select
the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of this tool). The Move Computers tool will be launched and
the computers will be moved.
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This tab allows you to specify the computers to be moved. Computer names can be
added to the list one at a time using the SELECT button, or multiple names can be added

using the IMPORT button.

You can also use this page to specify the destination Container (Move To:
Domain/Organizational Unit) for a specific computer. If you do so, the destination
entered into the grid will override the one selected on the Options tab.

Move Computers

Select Gomputers IOpﬁons IOquut I

Bemove | hd |

Edit | Irnpart |"| INDImport File Specified

Diztinguished Mame -

Container |

CHN=COMPALDET00, CN=Computers, D C=happymail D C=net

CH=LAPTOP2008 CH=Computers, D C=happymail DC=net

CH=LAPT 0P8 CH=Computers, D C=happymail D C=net

4|

| ]

Mote: sy data modified in thiz grid will overide the gettings on the following tab pages

This tab contains the following controls:

Select

Remove

Edit

Import

Click on this button to launch the AD Browser dialog,
which will allow you to add one or more computers to the
grid.

Click on this button to remove all selected names from the
list of computers below.

You may also use this button to remove all the names in
the list below, even those that are not selected. To do so
simply click on the down arrow on the right side of the
button and select REMOVE ALL from the drop down menu.

Click on this button to modify the target location for the
selected computer(s).

Click on this button to import one or more computers from
a CSV file.

You may also use this button to set an import file which
will cause ADtoolkit to import the names from a file
whenever the tool is run rather than importing the names
immediately. To set an import file, simply click on the down
arrow on the right side of the button and select SET IMPORT
FILE from the drop down menu.
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Import File Name This field displays the name of the file to import whenever
the tool is run. To set an import file, click on the down
arrow on the right side of the IMPORT button and select SET
IMPORT FILE from the drop down menu. To clear this field,
click on the down arrow on the right side of the IMPORT
button and select CLEAR IMPORT FILE from the drop down
menu.

Name Grid This control contains a list of the computers you wish to
move. To add names to this list, click on either the ADD or
IMPORT button. To remove names from this list, click on the
REMOVE button.

Options Tab

This tab allows you to specify the default Domain/Organizational Unit where the selected
computers will be moved.

Mowve Computers

Select Corputers Optionz lOutput ]

Move To: [Domain £ Organizational Unit)

i Browse i

Mate: maves ta different domains are not currently supparted.

This tab contains one control:

Browse Click this button to display a list of Active Directory
Containers. Expand the list to locate the Domain/
Organizational Unit where the computer(s) will be moved.
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Output Tab

Use this tab to create a screen output file containing the Move Computer tool’s output. If
you choose to write the screen output to a file, the entire contents of the output screen
will be written to a text file whenever the tool has completed execution. This is a handy
method for documenting the changes made using ADtoolkit.

Mowve Computers

Select Corputers IOpﬁnns Qutput

— Secreen Output File

¥ Create a file containing the contents of the toal output screen
[ &ppend to screen output file if it alieady exists

Output File Mame:
|Elut|:|ut Etoolhame? - Zyeari-Zmonth?-Zdan bt j

Output File Directan:
IE:HDDcuments and SettingstAdministratoraltoolkit Files Browse

[ Send Output via Email pEtiars...

_Browse |
—Send To
| it

Iz

Sftact [T utput indow

This tab contains the following fields and controls:
Screen Output File
Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Move Computers tool create a
containing the file with the contents of the tool output screen.
contents of the

When this box is checked, the remaining fields/options in
tool output screen

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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Check this checkbox to have the Move Computers tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Move Computers tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 8: Reporting Tools

User Reports Tool

ADtoolkit’s User Reports tool enables administrators to retrieve information about users
to generate reports that can be imported back into other ADtoolkit tools.

How To Generate User Reports

1. Open the User Reports tool by selecting the TooLs | REPORTS | USER REPORTS menu
command or shortcut bar icon.

2. On the Select Domain/OUs tab select the SELECT DOMAINS/OUS button. Browse
through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers,
select the OK button. To select individual users, click the down arrow and select the
SELECT USERS menu item.

Open the Report Type tab and select a report from the list of reports.

To write the report out to a CSV file for future reference and for the ability to import
results into other tools proceed to the Output tab and Check the CREATE AN OUTPUT
FILE checkbox.

5. Select the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The User Reports tool will be launched and the
report will be created.

6. Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. (See Error! Reference source not found. below.)
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Use this tab to specify which containers (i.e., domains or OUs) to be used when
enumerating users for generating a report.

User Reports

Select DomainzOUz IRgpm‘t Type I Ot I

{Select Du:urnains.-"ElLls-;| - |

Remove Domains 00U s | Import Dbjects |

Object Mame -

[ C=happymail D C=net

DC=delalina DC=net

This tab contains the following controls:

Select Domains/OUs

Remove
Domains/OUs

Import Objects

Object List

Selecting this button will display the Select Domain/OUs
dialog where you can select the containers to be included in
your report.

You may also select individual users by clicking the down
arrow and choosing the Select Users option.

Click this button to remove all selected objects from the
displayed list.

Clicking this button will display the Import Distinguished
Names dialog box which will allow you to select a file from
which to import the locations into the grid as well as set the
delimiter used by that file.

This list contains the objects you wish to include in your user
report.
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Use this tab to specify which report to run against the selected group of users. In
addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

User Reports

Select DomainzAoLz

Report Type IOutput I

— Report Tupe

Select one of the reports Below:

vl

Repart Title

|»

T ity |
IEfEfe |
HEw |

B[ User Reports

----- Account Creation Dates

----- Account Expiration Dates

----- Dramnain Adrmins

----- Email Address Infarmation
----- Enterprize &dmins

----- Expired Users

----- Group Membership

..... Haome Falders

----- Inactive Users

..... Last Logon Date

----- Lazt Logon Date and Server
----- Lazt Lagan from every DC
----- Last Madified Tirme for Users
----- Locked Out Users

----- Logon Hours

----- b ail Information

----- b ailbioe Deleted Items Info hd

The following options/buttons are available on this tab:

Report List

New Report

Modify

Delete

Copy

Run Now

Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEwW FOLDER from
the menu.

Click this button to make modifications to the currently
selected report.

Click on this button to permanently delete the currently
selected reports and/or folders.

Click this button to create a duplicate copy of the currently
selected report.

Click this button to run the currently selected reports.

Reporting Tools



ADtoolkit

239

Report Types

ADtoolkit provides templates for generating the following user reports:

Account Creation Dates - all users and their account creation date
Account Expiration Dates - all users with an expiration date

Domain Admins - members of the Domain Admins Group and their account
expiration date

Email Address Information — all users with their mail attributes

Enterprise Admins - members of the Enterprise Admins Group and their account
expiration date

Expired Users - expired users and their resource usage
Group Memberships — the group membership for each user
Home Folder - location and size of user’s home folder

Inactive Users - disabled users, expired users, and users who have not logged
on in the last 90 days

Last Logon Date - all users and the date they last logged on

Last Logon Date and Server — all users and the date and server of their last
logon

Last Logon from Every DC

Last Modified Time for Users

Locked Out Users - currently locked out users
Logon Hours

Mail Information

Mailbox Deleted Items Info

Mailbox Inbox Info

Mailbox Sent Items Info

Managers - users and their assigned manager
Managers and Their Direct Reports

Password Age (All)

Password Age (over 100 days old)

Password Creation Dates

Password Expiration Dates

Profiles - location and size of user’s profiles
Resource Usage - mail and disk usage statistics

Schema Admins - members of the Schema Admins Group and their account
expiration dates

Soon to Expire Users - users who will expire in 30 days

Terminal Services Info
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= User Addresses - all users and their addresses

= User Names in All Forms - all users and their various account names
= User Names in Various Formats

= User OUs

= User Phone Numbers - all users and their phone numbers

= Users Who Must Change Passwords

= Users With Expired Passwords

= Users With Passwords That Never Expire

Output Tab

Use this tab to create either a Report output file or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created that contains a list of all the users appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data. You can also use this report file to import
into most of the other ADtoolkit user tools. This allows you to use the filtering within the
reports to create customized lists of users to operate on with the other ADtoolkit tools.

If you choose to create a Screen output file, a text file will be created containing the
contents of the User Reports tool output screen. This is a handy method for documenting
any actions performed by ADtoolkit.
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This tab contains the following fields and controls:
Report Output File
Use this section to create a file containing all of the user names and their data from

the report.
Create an output Check this box to have the User Reports tool create an
file with the user output file with a list of all the users and their
names and data corresponding data from the report being generated.
contained in the When this box is checked, the remaining fields/options in
report . . ) .

this section will become available.
File Type Select the type of file you wish to create.
Separator Select the separator to use between columns in the report.
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Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File
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Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the User Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the User Reports tool
overwrite any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the User Reports tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the User Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the User Reports tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.
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Report Window Check this option to attach the report to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Group Reports Tool

The Group Reports Tool enables administrators to retrieve information about groups
easily, without using agents or third-party databases. These reports can then be
imported back into other ADtoolkit tools, thus allowing immediate action to be taken on
the information in these reports.

How To Generate Group Reports

1.

6.

Open the Group Reports tool by selecting the TooLs | REPORTS| GROUP REPORTS
menu command or shortcut bar icon.

Proceed to the Select Domain/OUs tab and select the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers,
select the OK button.

Proceed to the Report Type tab and select a report from the list of reports.

To write the report out to a CSV file for future reference and for the ability to import
results into other tools proceed to the Output tab, select (check) the CREATE AN
OuUTPUT FILE checkbox, and enter a file name and directory.

Select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Group Reports tool will be launched and the
report will be created.

Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by

selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..

Reporting Tools



ADtoolkit 244

Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) to be used when
enumerating groups for generating a report.

Group Reports

Select DomainsfOUs IRgpurtType IOquui I

Bemove Domainz/0L = | Import Objects

Object Mame - |
CH=5erver Operatorz, CH =Builtin D C=delalina D' C=net
CH=PFrirt Operatars,CH =B uilin, 0 C=delalina D C=net
CH=E nterprize Adminz, CH =l zerz D C=delalina, D C=neat
Ch=Domain Uzers CM=Uszers D C=delalina,DC=ret
CM=Domain Guests, CH=lJserz D C=delalina, [ C=net
CM=Domain Adming, CH=Users DC=delalina DC=net

This tab contains the following controls:

Select Domains/OUs  Use this button to browse through the list of domains and
OUs in your network to locate the containers to be included
in the group report. Selecting this button will display the
Select Domain/OUs dialog where you can select the
domains/OUs to be included in your report.

You may also select individual groups by clicking on the
down arrow and selecting SELECT GROUPS from the menu.

Remove Click this button to remove all selected containers from the
Domains/OUs displayed list.
Import Objects Clicking this button will display the Import Distinguished

Names dialog box which will allow you to select a file from
which to import the locations into the grid as well as set the
delimiter used by that file.

Object List This list contains the objects you wish to include in your
group report.
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Use this tab to specify which report to run against the selected groups. In addition to
specifying the type of report to be generated, you can also create new reports and modify

or delete existing reports.

Group Reports

Select DarmainzA0lls

Feport Type Iomput I

—Repart Type

Select one of the reports below:

Fepart Title S

[ Edifiy |
[refete |
Ffr @ |

=== Group Reports
----- Distribution Groups

----- Group Members

..... Group Sizes
----- Group Type and Scope

----- Lazt Modified Time for Groups
----- Member Information

----- Mested Members Excluding Groups -/

Emply Groups
Ernpty M ail Enabled Groups
Group Creation D ates

Group Membership in Other Groups

Group Motes

Groups with Managers
Groups with Mo Manager

Mested Groups [Group Membership in Other Groups)
Mested Memberz and Groups

The following options/buttons are available on this tab:

Report List

New Report

Modify

Delete

Copy

Run Now

Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEwW FOLDER from
the menu.

Click this button to make modifications to the currently
selected report.

Click on this button to permanently delete the currently
selected reports and/or folders.

Click this button to create a duplicate copy of the currently
selected report.

Click this button to run the currently selected reports.
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Report Types

ADtoolkit provides templates for generating the following group reports:

Distribution Groups

Empty Groups

Empty Mail Enabled Groups

Group Creation Dates

Group Members

Group Membership in Other Groups
Group Notes

Group Sizes

Group Type and Scope

Groups with Managers

Groups with no Managers

Last Modified Time for Groups
Member Information

Nested Groups (Group Membership in Other Groups)
Nested Members and Groups
Nested Members Excluding Groups

Security Groups

246
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Output Tab

Use this tab to create either a Report output file for the groups and/or a Screen output file
for the contents of the tool's output screen.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created that contains a list of all the selected groups. The CSV format will allow you to
import the file into an Excel spreadsheet should you wish to modify or format the data.

If you choose to write the screen output to a file, the entire contents of the tool's output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method of documenting the changes made via ADtoolkit.

Uneodeten =] [

Zreportname’ - EdayE-Emonth-FEyear? bt |_

C:ADocuments and SettingzhadminiztratoryADtoolkit Reports

r

Output Zreportname? - Zmonth?-EZday-Eyeark, bt |_

C:\Documents and SetingsiAdminiztratoraDtaolkit Files

L0 s,
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This tab contains the following fields and controls:

Report Output File

Use this section to create a file containing all of the group names and their data

from the report.

Create an output
file with the
names and data
contained in the
report

File Type

Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

Check this box to have the Group Reports tool create an
output file with a list of all the groups and their
corresponding data from the report being generated.

When this box is checked, the remaining fields/options in
this section will become available.

Select the type of file you wish to create.
Select the separator to use between columns in the report.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Group Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Group Reports tool
overwrite any file with the same name.

Check this option to ensure the Report outpuit file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the Group Reports tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Group Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Group Reports tool
overwrite any file with the same name.

Reporting Tools



ADtoolkit 249

Send To
Use this section to have the tool send an email upon completion containing the
output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

Contact Reports Tool

The Contact Reports tool enables administrators to retrieve information about contacts
easily, without any server agents or third-party database. These reports can then be
imported back into other ADtoolkit tools, thus immediate action can be taken on the
contacts included in one of these reports.

How To Generate Contact Reports

1. Open the Contact Reports tool by selecting the TOOLS | REPORTS | CONTACT REPORTS
menu command or shortcut bar icon.

2. Proceed to the Select Domain/OUs tab and select the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers,
select the OK button.

Proceed to the Report Type tab and select a report from the list of reports.

To write the report out to a CSV file for future reference and for the ability to import
results into other tools proceed to the Output tab, select (check) the CREATE A
REPORT OUTPUT FILE checkbox, and enter a file and directory.

5. Select the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Contact Reports tool will be launched and
the report will be created.
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6. Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..

Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) to be used when
enumerating contacts for generating a report.

Contact Reports

Select DomainzOUz Iﬁgp.;.rtType I Chutput I

Remove Domains00U 2 | Irnport Objects |

Object Mame - -

DC=delalina DC=net

DC=happymail DC=net

d

| i

This tab contains the following controls:

Select Domains/OUs

Remove
Domains/OUs

Import Objects

Object List

Use this button to browse through the list of domains and
OUs in your network to locate the objects to be included in
the contact report. Selecting this button will display the
Select Domain/OUs dialog where you can select the
domains/OUs to be included in your report.

You may also select individual contacts by clicking on the
down arrow and selecting SELECT CONTACTS from the
menu.

Click this button to remove all selected containers from the
displayed list.

Click this button to open the Import Distinguished Names
dialog, where you can choose a file from which to import
the locations and select the delimiter used by the file.

This list contains the objects you wish to include in your
contacts report.
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Use this tab to specify which report to run against the selected contacts. In addition to
specifying the type of report to be generated, you can also create new reports and modify

or delete existing reports.

Contact Reports

Select DorainsoUs Report Type IOumut ]

— Report Type

Select one of the reportz below:

Report Title

[elete |
FEaran il it |

- Contact Reparts

----- Address Information

----- Contact Creation D ates

----- Contact Mames in All Formats

----- Contact Mames in W arous Formats
----- Contact OUs

----- Contact Phorne Numbers

----- Email &ddress Infarmation

----- Group Membership

----- Lazt Modified Time for Cantacts

----- Managers

The following options/buttons are available on this tab:

Report List

New Report

Modify

Delete

Copy

Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from
the menu.

Click this button to make modifications to the currently
selected report.

Click on this button to permanently delete the currently
selected reports and/or folders.

Click this button to create a duplicate copy of the currently
selected report.
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Run Now Click this button to run the currently selected reports.

Report Types
ADtoolkit provides templates for generating the following contact reports:

= Address Information
= Contact Creation Dates
= Contact Names in All Formats
= Contact Names in Various Formats
= Contact OUs
= Contact Phone Numbers
= Email Address Information
= Group Memberships
= Last Modified Time for Contacts

= Managers

Output Tab

Use this tab to create either a Report output file for the contacts and/or a Screen output
file for the contents of the tool’s output screen.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created that contains a list of all the selected contacts. The CSV format will allow you to
import the file into an Excel spreadsheet should you wish to modify or format the data.

If you choose to write the screen output to a file, the entire contents of the tool’s output
screen will be written to a text file whenever the tool has completed execution. This is a
handy method of documenting the changes made via ADtoolkit.
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I (S A—

Ereportname® - ZmonthiE-Edayk-Zoeark cav |_

C:ADocuments and Settingz'adminiztratoraDtoolkit Beports

Output Zreportname? - Zeeari-Zmonth?-EZday? bt |_
C:ADocumentz and Settings'Administrator A0 toolkit Files

] i) 2

This tab contains the following fields and controls:
Report Output File

Use this section to create a file containing all of the contact names and their data
from the report.

Create an output Check this box to have the Contact Reports tool create an
file with the output file with a list of all the contacts and their
names and data corresponding data from the report being generated.
contained in the When this box is checked, the remaining fields/options in
report : . . .

this section will become available.
File Type Select the type of file you wish to create.
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Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

254

Select the separator to use between columns in the report.

Enter the name of an output file or use the down arrow to
select a file template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory

Check this checkbox to have the Contact Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Contact Reports tool
overwrite any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Contact Reports tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Contact Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Contact Reports tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.
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Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Computer Reports Tool

ADtoolkit’'s Computer Reports tool enables administrators to retrieve information about
computers that is stored in Active Directory and generate reports for review. The data can
also be imported back into other ADtoolkit tools.

How To Generate Computer Reports

1.

7.

Open the Computer Reports tool by selecting the TooLs | REPORTS | COMPUTER
REPORTS menu command or shortcut bar icon.

Move to the Select Domain/OUs tab and click the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.

Select the RuN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Computer Reports tool will be launched and
the report will be generated.

Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by

selecting the report and selecting the MoDIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..
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Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating computers for the report.

Computer Reports

Select DomainzOUz IRep.;.ﬁType IOquut I

Select Domains/0Uz | - | Bemaove Damainz0U s | Impaort Objects

Object Mame -
DC=delalina,D'C=net
D C=happymail DC=net

«| | i

This tab contains the following controls:

Select Domains/OUs  Clicking this button will open the Select Domain/OUs dialog.
Here you can select the objects to be included in your
report.

You may also select individual computers by clicking on the
down arrow and selecting SELECT COMPUTERS from the

menu.
Remove Click this button to remove all selected objects from the
Domains/OUs displayed list.
Import Objects Click this button to select and import a list of objects.
Object List Displays a list of the objects you selected to be included in
the report.
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Use this tab to specify which report to run against the selected group of computers. In
addition to specifying the type of report to be generated, you can also create new reports

and modify or delete existing reports.

Computer Reports

Select Domains 0Lz Report Type IOumut ]

— Report Type

Select one of the reports below:

[Velete |
FEfe e |

Report Title 1=
== Caomputer Reports
el ity | ----- Bioz Infa

----- Date Created

----- Date Lazt Modified

----- DC or Server \Warkstation

----- Description and Location

----- Dialin Acceszs Information

----- Dizabled Computer Accounts
----- Domain Controllers Only

----- Group Membership

----- Inactive Computer Accounts
----- IP Addiesses

----- Last Logon Date and Server
----- Last Logon fram every DC

----- Local Admin Acount

----- Local Admins

----- Local Groups

----- Local Users hd

The following options/buttons are available on this tab:

Report List

New Report

Modify

Delete

Copy

Run Now

Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from
the menu.

Click this button to make modifications to the currently
selected report.

Click on this button to permanently delete the currently
selected reports and/or folders.

Click this button to create a duplicate copy of the currently
selected report.

Click this button to run the currently selected reports.
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Report Types

ADtoolkit provides templates for generating the following computer reports:

Output Tab

BIOS Info

Date Created

Date Last Modified

DC or Server Workstation
Description and Location
Dialin Access Information
Disabled Computer Accounts
Domain Controllers Only
Group Membership

Inactive Computer Accounts
IP Addresses

Last Logon Date and Server
Last Logon from every DC
Local Admin Account

Local Admins

Local Groups

Local Users

Network Adapter Info

OS Detailed Info

OS Name, Version and Service Pack
Processor Info

Servers and Workstations Only
Service Pack IDs

Service Pack Descriptions

Trusted for Delegation

258

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be

created, containing a list of all the computers appearing in the report along with their

associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data. You can also use this report file to import

into most of the other ADtoolkit computer tools. This allows you to use the filtering
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functionality within the Reports tool to create customized lists of computers to operate on
with the other ADtoolkit tools.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit.

ity o] [ =

Zreportname? - Emonth-Edayi-Eyeark. cay |_

C:ADocuments and Settings'AdministratortaDtoolkit Beports

Qutput Zrepartnames - Zmonthi-Zdayi-Eyeark bt |_

C:\Documents and S etiingziadministratorbDtoolkit Files]

I e[ o

Exftachs [T Wttt e = Bepnrk ity
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This tab contains the following fields and controls:

Report Output File

Use this section to create a file containing all of the computer names and their data

from the report.

Create an output
file with the
names and data
contained in the
report

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

Check this box to have the Computer Reports tool create
an output file with a list of all the users and their
corresponding data from the report being generated.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory

Check this checkbox to have the Computer Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Computer Reports tool
overwrite any file with the same name.

Check this option to ensure the Report outpuit file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Computer Reports tool create
a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Computer Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Computer Reports tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.
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Send Output via Check this option to have the tool automatically send an
Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
To Click on this button to browse through Active Directory for
an email address.
Send Output To The automatically generated email will be sent to the email

address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Printer Reports Tool

ADtoolkit’s Printer Reports tool enables administrators to retrieve information about
printers that is stored in Active Directory and generate reports for review. The data can
also be imported back into other ADtoolkit tools.

How To Generate Printer Reports

1.

Open the Printer Reports tool by selecting the TooLs | REPORTS | PRINTER REPORTS
menu command or shortcut bar icon.

Move to the Select Domain/OUs tab and click the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MoDIFY button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.
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6. Select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Printer Reports tool will be launched and the
report will be generated.

7. Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..

Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating printers for the report.

Frinter Reports

Select Domainz Oz IR,gmeype IOumut I

{Select Dnmains.-"DLls;f| - | Bemove Domains/0L | Impart Objects |

Object Hame - |
DC=delalina,DC=net
D C=happymail, D C=ret

4| | ]

This tab contains the following controls:

Select Domains/OUs  Clicking this button will open the Select Domain/OUs dialog.
Here you can select the objects to be included in your

report.
Remove Click this button to remove all selected objects from the
Domains/OUs displayed list.
Import Objects Click this button to select and import a list of containers.
Obiject List Displays a list of the objects you selected to be included in
the report.
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Use this tab to specify which report to run against the selected group of printers. In
addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

Frinter Reports

Select DomainsADLs

Feport Type I'C'Um'«ft I

—Report Tupe

Select one aof the reports below:

Delete |
Fur Mo |

New Report |‘| Report Title
=l-[== Printer Repaorts
b ity | ----- Color Printers

----- Creation Dates for Printers

----- Last Modified D ate for Printers
----- Mon-Color Printers

..... Paper Types Supparted

----- Printer Characteristics

----- Frinter Caontainer

----- Printer Location Model and Dezscription
----- Printer Managers

----- Printer Mames

----- Printer Queue Errors

----- 3 Frinter Queue [nfo

----- Printer Server Mames

----- Printer Shares

The following options/buttons are available on this tab:

Report List

New Report

Modify

Delete

Copy

Run Now

Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from

the menu.

Click this button to make modifications to the currently

selected report.

Click on this button to permanently delete the currently

selected reports and/or folders.

Click this button to create a duplicate copy of the currently

selected report.

Click this button to run the currently selected reports.

Reporting Tools



ADtoolkit

Report Types

264

ADtoolkit provides templates for generating the following printer reports:

Output Tab

Color Printers

Creation Dates

Last Modified Date
Non-Color Printers
Paper Types Supported
Printer Characteristics
Printer Container
Printer Location, Model, and Description
Printer Managers
Printer Names

Printer Queue Errors
Printer Queue Info
Printer Server Names

Printer Shares

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the computers appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.
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Output Zrepartname? - Zyeark-EZmonthE- 2 dan bt |_
C:ADocuments and SettingztAdministratoryaDioolkit Files |

This tab contains the following fields and controls:
Report Output File

Use this section to create a file containing all of the printer names and their data
from the report.

Create an output Check this box to have the Printer Reports tool create an
file with the output file with a list of all the printers and their
names and data corresponding data from the report being generated.

contained in the

report When this box is checked, the remaining fields/options in

this section will become available.
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Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

266

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Printer Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Printer Reports tool
overwrite any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Printer Reports tool create a
file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Printer Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the Printer Reports tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.
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Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.
Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

OU Reports Tool

ADtoolkit's OU Reports tool enables administrators to retrieve information about OUs that
is stored in Active Directory and generate reports for review.

How To Generate OU Reports

1.

7.

Open the OU Reports tool by selecting the TooLs | REPORTS | OU REPORTS menu
command or shortcut bar icon.

Move to the Select Domain/OUs tab and click the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.

Select the RuN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The OU Reports tool will be launched and the
report will be generated.

Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by

selecting the report and selecting the MoDIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..
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Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating OUs for the report.

Q) Reports

Select DomainzfOU= IRgpmtType I Cutpat I

Remove Domainz/0Us | Impart Objects

Object Mame - -

CH=Computerz, D C=delalina D C=net
CH=Computerz, D C=happyrnail, [ C=net
CH=Usgers,DC=delalina,DC=nst

CM=Uzerz, DC=happymail [1C=net

OU=Daomain Controllers,D C=delaling D C=net
0ld=0omain Contrallers D C=happymail D C=net

1| | i

This tab contains the following controls:

Select Domains/OUs  Clicking this button will open the Select Domain/OUs dialog.
Here you can select the objects to be included in your

report.
Remove Click this button to remove all selected objects from the
Domains/OUs displayed list.
Import Objects Click this button to select and import a list of objects.
Obijects List Displays a list of the objects you selected to be included in
the report.

Reporting Tools



ADtoolkit 269

Report Type Tab

Use this tab to specify which report to run against the selected group of OUs. In addition
to specifying the type of report to be generated, you can also create new reports and
modify or delete existing reports.

2L Reports

Select DomainsAols Report Type IOumut l

—FRepaort Tupe

Select one af the reports below:

Mew Report |'| Report Title
== 0U Reports

Modiy | | T —

----- OU Addresses
----- QU Creation D ates
Delste | ----- 0L Descriptions
----- OU Lazst Modified D ates

Fun Mo | ----- 0OU Managers

----- OU Mames and their Contairer

The following options/buttons are available on this tab:

Report List Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

New Report Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from
the menu.

Modify Click this button to make modifications to the currently
selected report.

Delete Click on this button to permanently delete the currently
selected reports and/or folders.

Copy Click this button to create a duplicate copy of the currently
selected report.

Run Now Click this button to run the currently selected reports.
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Report Types
ADtoolkit provides templates for generating the following OU reports:

= AllOUs
= QU Addresses
= OU Creation Dates
= OU Descriptions
= OU Last Modified Dates
= OU Managers

= OU Names and Containers

Output Tab

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the computers appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.
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Ty (R R—

Ereportname? - Zdayi-EmonthZ-Zeear® cav |_

C:ADocuments and SettingshAdminiztratoraDtoolkit Beports

Cutput Zreportname? - Zdayi-EmonthZ-2yearz tt |_

C:ADocuments and SettingzsAdministrator\ADtoolkit Files

This tab contains the following fields and controls:
Report Output File
Use this section to create a file containing all of the OU names and their data from

the report.

Create an output Check this box to have the OU Reports tool create an

file with the output file with a list of all the OUs and their corresponding
names and data data from the report being generated.

contained in the

report When this box is checked, the remaining fields/options in

this section will become available.

Reporting Tools



ADtoolkit

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

272

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the OU Reports tool append

to the Report output file, if it already exists. If the file does
not already exist, a new one will be created. This option is
selected by default.

Clear this checkbox to have the OU Reports tool overwrite
any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the OU Reports tool create a file
with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the OU Reports tool append
to the Screen output file, if it already exists. If the file does
not already exist, a new one will be created. This option is
selected by default.

Clear this checkbox to have the OU Reports tool overwrite
any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.
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Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 9: Security Tools

AD Security Reports Tool

The AD Security Reports tool enables you to report on access rights throughout your
network. Whether you're responding to government regulations such as Sarbanes-Oxley
or simply performing your own internal security audits, the AD Security Reports tool can
help you to easily generate the reports you need.

How To Generate AD Security Reports

1. Open the AD Security Reports tool by selecting the ToOLS | SECURITY | AD SECURITY
REPORTS menu command or shortcut bar icon.

2. Move to the Select Domain/OUs tab and click the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

4. NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

5. To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file and location.

6. Select the RUN | RuN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The AD Security Reports tool will be launched
and the report will be generated.

7. Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..
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Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating security rights for the report.

AD Security Reports

Select DomainsfOUs IRep.:.rt Type I Ot I

Remove Domaine/0Ls | Impaort Dormainz/0 1Lz |

Ohbject Mame - -

OU=0omain Controllers, DC=delalina, D C=net
Ql=Liomain Controllers D C=happymail DC=net

4] | 0

Repaort Scope: IShu:uw Objects and Al Children j

This tab contains the following controls:

Select Domains/OUs  Clicking this button will open the Select Domain/OUs dialog.
Here you can select the containers to be included in your

report.
Remove Click this button to remove all selected containers from the
Domains/OUs displayed list.
Import Objects Click this button to select and import a list of containers.
Container List Displays a list of the containers you selected to be included

in the report.

Report Scope Select the scope used for the objects listed above to use
only the objects above, the objects and their children, etc.
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Report Type Tab

Use this tab to specify which report to run against the selected group of objects. In
addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

AD Security Reports

Select Domains/OlUs Report Type IOutput ]

— Report Type

Select one of the reportz below:

Mew Feport |"| Fepart Title I;
2= AD Securty Reports

b addify | ----- All Security Rights [Advanced Wiew)

----- All Securty Rightz [Basic View|
Deete || Auditing Rights Only [Advanced View]
| ----- Auditing Rightz Only [B azic View)
----- Computer Rights [Basic Yiew)
Hun Mow | ----- Contact Rights (B asic Wiew)
----- Container Rights [Basic Yiew)
----- Explicit Rights Only [Advanced View)
----- Explicit Rights Only [B asic Wiew)
----- Group Rightz [B azic Wiew)
----- Inheritance Flags
----- Dwner Rights Only
----- Permizsions Orly [Advanced Yiew]
----- [ Permizsions Onlv 1B asic View! j

— Report Options
™ Dizplay all fzces: Control Entries [ACE 5] on the report
¥ Dizplay anly the ACE's for the object specified below
= Dizplay ACE's for the object below and any group it is & member of

Select a uger, computer, or group to find in the security records:

CH=Guestz, CH=Builtin, 0 C=happymail D C=net

The following options/buttons are available on this tab:

Report List Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

New Report Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from
the menu.

Modify Click this button to make modifications to the currently
selected report.
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Delete Click on this button to permanently delete the currently
selected reports and/or folders.
Copy Click this button to create a duplicate copy of the currently
selected report.
Run Now Click this button to run the currently selected reports.
Report Options
Use this section to control which ACEs are displayed on the report.
Display all ACEs Select this option to display all ACEs on the report.
on the report
Display only ACEs Select this option to display only ACEs for the object
for the object specified in the text field below.
below
Display only ACEs Select this option to display only ACEs for the selected
for the object and object specified below and any groups to which it belongs

any groups to on the report.
which it belongs

Report Types

ADto

olkit provides templates for generating the following AD Security reports:
All Security Rights (Basic View / Advanced View)
Auditing Rights Only (Basic View / Advanced View)
Computer Rights
Contact Rights
Container Rights
Explicit Rights Only (Basic View / Advanced View)
Group Rights
Inheritance Flags
Owner Rights Only
Permissions Only (Basic View / Advanced View)
Printer Rights
User Rights
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Output Tab

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the objects appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.

Seaatar;

Adabe PDF | =

Ereportname?® - Eyeark-ZmonthE-ZdayE pdf |_
C:ADocuments and Settingz‘\adminiztratoryaDtoolkit Beports

™| ppend ta remnrt autput et alfeady exsts

= Fermat e M8 1 = o e = o
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This tab contains the following fields and controls:

Report Output File

Use this section to create a file containing all of the data from the report.

Create an output
file with the data
contained in the
report

File Type
Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File

Check this box to have the AD Security Reports tool
create an output file with a list of all the data from the
report being generated.

When this box is checked, the remaining fields/options in
this section will become available.

Select the type of file you wish to create.
Select the separator to use between columns in the report.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the AD Security Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the AD Security Reports tool
overwrite any file with the same name.

Check this option to ensure the Report outpuit file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Check this box to have the AD Security Reports tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the AD Security Reports tool

append to the Screen output file, if it already exists. If the

file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the AD Security Reports tool
overwrite any file with the same name.
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Send To
Use this section to have the tool send an email upon completion containing the
output file.

Send Output via Check this option to have the tool automatically send an

Email email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

To Click on this button to browse through Active Directory for
an email address.

Send Output To The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional

email settings, such as the CC or BCC field.

File Security Reports Tool

The File Security Reports tool enables you to report on file access rights throughout your
network. Whether you're responding to government regulations such as Sarbanes-Oxley
or simply performing your own internal security audits, ADtoolkit provides you with the
tools to easily generate the reports you need. The File Security Reports tool shows you
all the details you require about file and share permissions.

How To Generate File Security Reports

1. Open the File Security Reports tool by selecting the TOOLS | SECURITY | FILE
SECURITY REPORTS menu command or shortcut bar icon.

2. Move to the Select Shares tab and click the SELECT SHARES button. Browse through
the list of computers and shares in your network and select one or more shares you
wish to report on. When you have finished selecting shares, click the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

5. To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OUTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.
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6. Select the RUN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The File Security Reports tool will be launched
and the report will be generated.

7. Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..

Select Shares Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating security rights for the report.

File Security Reports

Select Shares IREpurt Type I Chutput I

Bemowve Shares |

YwServerhShare Mame - |
YWJSTAE Diivel\Documents and Settings
WS TY =M Driveszers

4] | ol

Report Scope: | Show Objects and All Children =]

This tab contains the following controls:

Select Shares Clicking this button will open the Share Browser dialog.
Here you can select the shares to be included in your report.

Remove Shares Click this button to remove all selected shares from the
displayed list.

Share List Displays a list of the shares you selected to be included in
the report.

Report Scope Select the scope used for the objects listed above to use

only the objects above, the objects and their children, etc.
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Report Type Tab

Use this tab to specify which report to run against the selected group of objects. In
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addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

File Security Reports

Select Shares | Report Type I0u1put ]

— Report Tupe
Select one of the reports below:
I ew Feport | 7 | Fepaort Title I:
E-[= File Security Reports
b adify | ----- All Securnity Rightz [Advanced Yiew]
----- All Security Rights [B asic Yiew]
Delete | ----- Auditing Rights Only [Advanced View]
----- Auditing Rights Only [Basic Wiew]
----- Directony Rights [Advanced Wiew]
Fun Mo | ----- Directory Rights (B asic Yiew]
----- Explicit Rightz Only [ddvanced Wiew]
----- Explicit Rights Only [Bazic Wiew)
----- File Rights [Advanced Wiew)
----- File Rights [Basic Yiew] o
----- Inherntance Repart
----- Dwrner Rights Only
----- [ Parmizzinns Dalo (A dvancad Wisia ﬂ
— Report Options

& Display all Access Contral Entries [ACE's] on the repork

" Dizplay only the ACE's for the object specified below

™ Dizplay ACE's for the object below and any group it iz a member of

Select a wsen, camputen, anaraum b b ke secunty recand s

Browee |

The following options/buttons are available on this tab:

Report List

Select the report you wish to run from this list of all available

reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

New Report

Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST

control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEw FOLDER from
the menu.
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Modify Click this button to make modifications to the currently
selected report.
Delete Click on this button to permanently delete the currently
selected reports and/or folders.
Copy Click this button to create a duplicate copy of the currently
selected report.
Run Now Click this button to run the currently selected reports.
Report Options
Use this section to control which ACEs are displayed on the report.
Display all ACEs Select this option to display all ACEs on the report.
on the report
Display only ACEs Select this option to display only ACEs for the object
for the object specified in the text field below.
below
Display only ACEs Select this option to display only ACEs for the selected
for the object and object specified below and any groups to which it belongs

any groups to on the report.
which it belongs

Report Types

ADto

olkit provides templates for generating the following File Security reports:
All Security Rights (Basic View / Advanced View)
Auditing Rights Only (Basic View / Advanced View)
Directory Rights (Basic View / Advanced View)
Explicit Rights Only (Basic View / Advanced View)
File Rights (Basic View / Advanced View)
Inheritance Flags
Owner Rights Only
Permissions Only (Basic View / Advanced View)

Share Permissions
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Output Tab

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the files appearing in the report along with their associated
data. The CSV format allows you to import this file into an Excel spreadsheet should you
wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.

Azl C5Y -

Freportname? - EdarE-XmonthX-%yeark cay

CDutput Zreportname? - Edawi-Emonth®-Eyear?. tat |_

C:ADocuments and Settings'AdministratordDtoolkit Files |

it | I 5 o r FE AT A EA
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This tab contains the following fields and controls:

Use this section to create a file containing all of the data from the report.

Create an output
file with the
names and data
contained in the
report

File Type

Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output

File
Screen Output File

Check this box to have the File Security Reports tool
create an output file with a list of all the data from the
report being generated.

When this box is checked, the remaining fields/options in
this section will become available.

Select the type of file you wish to create.
Select the separator to use between columns in the report.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Select this option to have the File Security Reports tool
append to the Report output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Check this option to ensure the Report outpuit file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the

tool output screen

Output File Name

Output File
Directory

Append to screen

output file if it
already exists

Send To

Check this box to have the File Security Reports tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the File Security Reports tool
append to the Screen output file, if it already exists. If the
file does not already exist, a new one will be created. This
option is selected by default.

Clear this checkbox to have the File Security Reports tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.
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To Click on this button to browse through Active Directory for
an email address.
Send Output To The automatically generated email will be sent to the email

address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Mailbox Security Reports Tool

ADtoolkit's Mailbox Security Reports enable you to report on mailbox access rights
throughout your network. Whether you're responding to government regulations such as
Sarbanes-Oxley or simply performing your own internal security audits, ADtoolkit
provides you with the tools to easily generate the reports you need. With the Mailbox
Security Reports tool, ADtoolkit shows you all the details you require about mailbox
permissions.

How To Generate Mailbox Security Reports

1.

Open the Mailbox Security Reports tool by selecting the ToOLS | SECURITY | MAILBOX
SECURITY REPORTS menu command or shortcut bar icon.

Move to the Select Objects tab and click the SELECT DOMAINS/OUS button. Browse
through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.

Select the RuN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Mailbox Security Reports tool will be
launched and the report will be generated.

Review, Save or Email the completed report.
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NOTE: To create a customized report, you can modify any of the existing reports by
selecting the report and selecting the MODIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button

on the same page.

See Error! Reference source not found. on page Error!

Bookmark not defined..

Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating security rights for the report.

Mailbox Security Reports

Select Objects IggpurtType I0u1put ]

iSelect Du:umains.-"ElLl&f| - | Femove Domainz/0Us Impart Objects |

Object Mame -

CM=Uzerz,DC=delalina, D C=net

CM=Uzerz,DC=happymail D C=ret

<]

| o

This tab contains the following controls:

Select Domains/OUs

Remove
Domains/OUs

Import Objects

Container List

Clicking this button will open the Select Domain/OUs dialog.
Here you can select the containers to be included in your
report.

Individual mailboxes may also be selected by clicking the
down arrow and selecting SELECT MAILBOXES from the
menu.

Click this button to remove all selected containers from the
displayed list.

Click this button to select and import a list of containers or
mailboxes.

Displays a list of the containers you selected to be included
in the report.
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Report Type Tab

Use this tab to specify which report to run against the selected group of objects. In
addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

Mailbox Security Reports

Select Ohjects Report Type IOumut ]

— FReport Type

Select one of the reportz below:

Mew Report |"| Report Title

EIB Mailbox Security Reports
b dify | Advanced Maibaox Rights
Basic Maibox Rights
Delete |
Run Mow |

Ewplicit Mailbox Rights [Advanced)
Ewplicit Mailbox Rights [Baszic)
b ailbow Dwhers

(03 o) (o) [ [

— Repart Options

% Display all &ccess Control Entries [ACE's] on the report

" Dizplay anly the ACE's for the object specified below
" Display &CE's for the object below and any group it iz a member of

Select & wser, cammputern, on arau: b b i e secinty recards:

Browse |

The following options/buttons are available on this tab:

Report List Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

New Report Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEwW FOLDER from
the menu.

Modify Click this button to make modifications to the currently
selected report.
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Delete Click on this button to permanently delete the currently
selected reports and/or folders.

Copy Click this button to create a duplicate copy of the currently
selected report.

Run Now Click this button to run the currently selected reports.

Report Options
Use this section to control which ACEs are displayed on the report.

Display all ACEs Select this option to display all ACEs on the report.
on the report

Display only ACEs Select this option to display only ACEs for the object

for the object specified in the text field below.

below

Display only ACEs Select this option to display only ACEs for the selected
for the object and object specified below and any groups to which it belongs
any groups to on the report.

which it belongs

Report Types
ADtoolkit provides templates for generating the following Mail Security reports:
= Advanced Mailbox Rights
= Basic Mailbox Rights
= Explicit Mailbox Rights (Basic View / Advanced View)

= Mailbox Owners

Output Tab

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the mailboxes appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.
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Uneode e =] [

Freportname? - Emonthi-Edayi-Fyeark, it |_

C:ADocuments and Setings‘AdministratorydDtoolkit Beports
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This tab contains the following fields and controls:

Report Output File
Use this section to create a file containing all of the data from the report.
Create an output Check this box to have the Mailbox Security Reports tool
file with the data create an output file with a list of all the data from the
contained in the report being generated.
report

When this box is checked, the remaining fields/options in
this section will become available.

File Type Use this field to select which type of file should be created.
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Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File
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Use this field to select which character should be used to
separate columns in the report.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Mailbox Security Reports
tool append to the Report output file, if it already exists. If
the file does not already exist, a new one will be created.
This option is selected by default.

Clear this checkbox to have the Mailbox Security Reports
tool overwrite any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Mailbox Security Reports tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Mailbox Security Reports
tool append to the Screen output file, if it already exists. If
the file does not already exist, a new one will be created.
This option is selected by default.

Clear this checkbox to have the Mailbox Security Reports
tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.
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Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Printer Security Reports Tool

With the Printer Security Reports tool, ADtoolkit shows you all the details you require
about printer permissions.

How To Generate Printer Security Reports

1.

7.

Open the Printer Security Reports tool by selecting the TOOLS | SECURITY | PRINTER
SECURITY REPORTS menu command or shortcut bar icon.

Move to the Select Objects tab and click the SELECT DOMAINS/OUS button. Browse
through the list of domains and OUs in your network and select one or more
containers you wish to report on. When you have finished selecting containers, click
the OK button.

Open to the Report Type tab and select the report you want to run.

NOTE:To create a customized report, you can modify any of the existing reports by
selecting the report and clicking the MobiFy button from the Report Type tab page.
You can also create your own reports by clicking the NEw REPORT button. (See Error!
Reference source not found. on page Error! Bookmark not defined..)

To write the report out to a CSV file, for future reference and for the ability to import
results into other tools, open the Output tab and select (check) the CREATE AN
OuTPUT FILE checkbox. Enter the file name then use the BROWSE button to select the
output file location.

Select the RuN | RUN Now menu command or toolbar button (or RUN | RUN LATER to
schedule the execution of the tool). The Mailbox Security Reports tool will be
launched and the report will be generated.

Review, Save or Email the completed report.

NOTE: To create a customized report, you can modify any of the existing reports by

selecting the report and selecting the MoDIFY button from the Report Type tab
page. You can also add your own report by selecting the NEW REPORT button
on the same page. See Error! Reference source not found. on page Error!
Bookmark not defined..
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Select Domains/OUs Tab

Use this tab to specify which containers (i.e., domains or OUs) will be used when
enumerating security rights for the report.

Frinter Security Reports

Select Domainz OUz IRgpnrtType IOutput I

iSelect Du:umainsx'ElLISzf| hd | Bemove Domaing/0z | Impart Objects |

Object Mame - |

CM=Computers, D C=happymail DC=net

«| | 0

This tab contains the following controls:

Select Domains/OUs  Clicking this button will open the Select Domain/OUs dialog.
Here you can select the containers to be included in your
report.

Individual printer shares may be selected by clicking the
arrow and selecting SELECT PRINTER SHARES from the

menu.
Remove Click this button to remove all selected containers from the
Domains/OUs displayed list.

Import Objects Click this button to select and import a list of containers.
Container List Displays a list of the containers you selected to be included

in the report.

Security Tools



ADtoolkit 295

Report Type Tab

Use this tab to specify which report to run against the selected group of objects. In
addition to specifying the type of report to be generated, you can also create new reports
and modify or delete existing reports.

Frinter Security Reports

Select DomainzAdls Report Type lOumut I

—Repart Type

Select one of the reportz belaw:

MHew Repart | - | Report Title

El-f= Printer Security Feports

b adify | - Advanced Printer Share Permizsions
Bazic Printer Share Permiszions

| - Printer Share Dwners

Delete

Run Mow |

— Repart Optionz
% Dizplay all Acces: Contral Entries [ACE's) on the report
" Dizplay only the ACE's far the object specified below
" Dizplay ACE's for the object belove and any group it is a member of

Selech ajuser carmputer, of araiE e frd imthe se ity resornds:

Hrowse |

The following options are available on this tab:

Report List Select the report you wish to run from this list of all available
reports. To see a pop-up menu with further options, simply
right click on the desired report or folder name.

New Report Click on this button to create a new report. The new report
will become a permanent addition to the REPORT LIST
control. You may also use this button to create a new folder
in the REPORT LIST. To do so, click on the drop down arrow
on the right side of the button and select NEwW FOLDER from
the menu.
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Modify Click this button to make modifications to the currently
selected report.

Delete Click on this button to permanently delete the currently
selected reports and/or folders.

Copy Click this button to create a duplicate copy of the currently
selected report.

Run Now Click this button to run the currently selected reports.

Report Options
Use this section to control which ACEs are displayed on the report.

Display all ACEs Select this option to display all ACEs on the report.
on the report

Display only ACEs Select this option to display only ACEs for the object

for the object specified in the text field below.

below

Display only ACEs Select this option to display only ACEs for the selected
for the object and object specified below and any groups to which it belongs
any groups to on the report.

which it belongs

Report Types
ADtoolkit provides templates for generating the following Printer Security reports:
= Advanced Printer Share Permissions
= Basic Printer Share Permissions

= Printer Share Owners

Output Tab

Use this tab to define what happens to the report results. You can direct the results to a
Report output file and/or a Screen output file.

If you choose to create a Report output file, a comma separated value (CSV) file will be
created, containing a list of all the computers appearing in the report along with their
associated data. The CSV format allows you to import this file into an Excel spreadsheet
should you wish to format or modify the data.

If you choose to create a Screen output file, a text file will be created containing the
contents of the Reports tool output screen. This is a handy method for documenting any
actions performed by ADtoolkit users.
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This tab contains the following fields and controls:

Report Output File
Use this section to create a file containing all of the data from the report.
Create an output Check this box to have the Printer Security Reports tool
file with the data create an output file with a list of all the data from the
contained in the report being generated.
report

When this box is checked, the remaining fields/options in
this section will become available.
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File Type

Separator

Output File Name

Output File
Directory

Append to report
output file if it
already exists

Format the Output
File

Screen Output File
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Use this field to select which type of file should be created.

Use this field to select which character should be used to
separate columns in the report.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Printer Security Reports
tool append to the Report output file, if it already exists. If
the file does not already exist, a new one will be created.

This option is selected by default.

Clear this checkbox to have the Printer Security Reports
tool overwrite any file with the same name.

Check this option to ensure the Report output file is
formatted correctly for importing into other ADtoolkit tools.

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Printer Security Reports tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an ouput file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Printer Security Reports
tool append to the Screen output file, if it already exists. If
the file does not already exist, a new one will be created.
This option is selected by default.

Clear this checkbox to have the Printer Security Reports
tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.
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Output Window Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Report Window Check this option to attach the report file to the email. This
option will only be available if you have checked the option
to create a report output file.

Options Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.

Analyze & Clean AD ACLs Tool

Some loose rules apply to ACLs that affect performance when accessing them. For
example, using user names in ACLs instead of group names makes an ACL more
cluttered, and performance may suffer. That's why ADtoolkit finds these conditions and
provides a way to address them, easily and efficiently. This chapter provides a step-by-
step procedure for analyzing and cleaning AD ACLs as well as detailed descriptions of
the tab pages associated with the Analyze & Clean AD ACLs tool.

How To Analyze & Clean AD ACLs

1.

Open the Analyze & Clean AD ACLs tool by selecting the TOOLS | SECURITY |
ANALYZE AD ACLs menu command or shortcut bar icon.

Proceed to the Select Domains/OUs tab and select the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
containers you wish to perform ACL maintenance on. When you have finished
selecting containers select the OK button.

Proceed to the Options tab and select which types of ACL analyzing you would like to
perform. At a minimum, we recommend scanning for user names, deleted users, and
unknown objects appearing in ACLs as these represent the highest security risks and
maintenance problems.

On the same tab page, you may optionally elect to automatically correct two of the
problem conditions, i.e., remove deleted objects from ACEs and remove unknown
SIDs from ACEs. Note that if a SID is categorized as unknown, then ADtoolkit was
unable to find that SID in AD and it is presumed to be a SID from a deleted object.
However, if the SID is categorized as a deleted object, then ADtoolkit found the SID
in the list of tombstoned objects and has verified that the object was actually deleted.

As a safety precaution, you should use the Undo feature of this tool by selecting
(checking) the CREATE UNDO FILE checkbox and entering a file name in the UNDO
FILE NAME field. Checking this option will allow you to undo any changes that were
made by this tool to the ACLs.

To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, all ACLs will be analyzed and reported on;
however, no automatic cleaning will be performed.

Once you have corrected any problems exposed by the simulation, select the RUN |
RuN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Analyze & Clean AD ACLs tool will be launched and the
ACLs will be analyzed and fixed per the selected options.
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Select Domain/OUs Tab

Use this tab to specify the containers (domains and/or OUs) to be included in the Analyze
and Clean ACL operation. The selected containers and all objects underneath them (i.e.,
their entire subtree) will have their ACLs analyzed.

Aralyze & Clean AD ACLs

Select DomainzOUs IOpﬁnng Iomput I

i Select Domaing/0Us | Bemove Domains/0Us Import Domainz/0U s

Object Mame - |
CH=Computerz,DC=delalina DC=net

CH=Computers, D C=happymail [ C=net

CH=Uszers DC=delalina, DC=ret

CN=Uzerz DC=happymail DC=net

4| | 0

This tab contains the following controls:

Select Domains/OUs  Use this button to browse through the list of domains and
OUs in your network to locate the containers to be included
in the Analyze and Clean ACL operation. Selecting this
button will display the Select Domain/OUs dialog where you
can select one or more domains/OUs.

Remove Domains/ Click this button to remove all of the selected containers
OUs from the displayed list.

Import Domains/ Click this button to import multiple locations from a file to
OUs add to the list below.

Container List This control contains a list of the containers whose ACLs

are to be analyzed and cleaned.

To add containers to this list, use the SELECT DOMAINS/OUS
button.

To remove containers from this list, select/highlight the
container(s) to be removed and select the REMOVE
DoMAINS/OUS button.

Security Tools



ADtoolkit 301

Options Tab

Use this tab page to specify what conditions to search for when analyzing the ACLs and
what corrective actions to take when problems are found.

Analyze & Clean AD ACLs

Select DorainsAdls Optionz lOumut I

—fnalyze ACLs
¥ Check for user names appearing in the ACLz

¥ Check for user names appearing in the Dwner Field

¥ Check for computer names appearning in the ACLs

¥ Check for computer names appearing in the Jwner Field
¥ Check for empty 4CLs [i.e. deny access to all uzers]

¥ Check for missing ACLs [i.e open access to all uzers)

¥ Check for deleted objects in ACEs

W Check far unknown 510z in ACE 2 i, possibly delated objects)

—Clean ACLz
¥ Femove deleted objects from ACE s
[T Remove unknown SI0s from ACEs
V¥ Create an Lnda File

IInda File Mame:
IE:'\Dncuments and Settingz’\administrator dpplication 0 atah, Browse |

This tab contains the following options:
Analyze ACLs

Use this section to define the options for analyzing ACLs.

Check for User Check this box to have the analyzer search for user
Names appearing in names appearing in the ACL.
the ACLs

User names in an ACL are harder to maintain than group
names and can cause a decrease in performance when
evaluating the ACL.

Check for User Check this box to have the analyzer search for user
Names appearing in names appearing in the owner field of the Security
the Owner Field Descriptor.

User names in the owner field are harder to maintain than
group names.
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Names appearing in
ACLs

Check for Computer
Names appearing in
the Owner Field

Check for Empty
ACLs

Check for Missing
ACLs

Check for Deleted
Objects in ACEs

Check for Unknown
SIDs in ACEs
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Check this box to have the analyzer search for computer
names appearing in the ACL.

Computer names in an ACL are harder to maintain than
group names and can cause a decrease in performance
when evaluating the ACL.

Check this box to have the analyzer search for computer
names appearing in the owner field of the Security
Descriptor.

Computer names in the owner field are harder to maintain
than group names.

Check this box to have the analyzer search for an ACL
that is empty. This condition will deny access to the object
for all users, including the owner. However, the owner can
still modify the ACL to grant themselves access.

Check this box to have the analyzer search for an ACL
that is missing. This condition will grant full access to the
object for all users.

Check this box to have the analyzer search for deleted
objects appearing in ACEs.

Because deleting an object from AD does not
automatically remove the object from an ACL, ACLs can
become cluttered with deleted objects over a period of
time. In addition to cluttering the ACL and making it
harder to read, this condition could cause performance
problems.

Check this box to have the analyzer search for unknown
SIDs appearing in ACEs.

An unknown SID is one that has no corresponding object
in AD. An unknown SID usually refers to an object that
was deleted and that no longer has a tombstone record.
(Tombstones are created when an object is deleted and
are deleted themselves after 60 days.) In addition to
cluttering the ACL and making it harder to read, this
condition could cause performance problems.

Use this section to define the options for cleaning ACLs.

Remove Deleted
Objects from ACEs

Check this box to have the analyzer remove deleted
objects that appear in ACEs.

Because deleting an object from AD does not
automatically remove the object from an ACL, ACLs can
become cluttered with deleted objects over a period of
time. In addition to cluttering the ACL and making it
harder to read, this condition could cause performance
problems.
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Create an Undo File

Output Tab
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Check this box to have the analyzer remove unknown
SIDs that appear in ACEs.

An unknown SID is one that has no corresponding object
in AD. An unknown SID usually refers to an object that
was deleted and that no longer has a tombstone record.
(Tombstones are created when an object is deleted and
are deleted themselves after 60 days.) In addition to
cluttering the ACL and making it harder to read, this
condition could cause performance problems.

Check this box to create an Undo File that will capture any
ACL modifications made by the tool. After the tool has
completed execution, the resulting Undo File can be used
to undo any changes that the tool made to the ACLs.

When you select this option, enter the name of an undo
file in the UNDO FILE NAME field, or select the BROWSE
button to browse for a file name.

Use this tab to create a text file containing the contents of the Analyze & Clean AD ACLs
tool output screen. If you choose to write the Screen output to a file, the entire contents of
the tool’s output screen will be written to a text file whenever the tool has completed
execution. This is a handy method for documenting the changes made using ADtoolkit.

Analyze & Clean AD ACLs

Select Domaingl s I Options  Ouiput

— Screen Output File

¥ Create afile containing the contents of the toal output screen
¥ Append to screen output file if it already exists

Cutput File M ame:

IEIutput Etoolhame® - ZdayE-ZmonthZ-Zpears. bt j

Output File Directan:
IE:'\DDcuments and Settingzhddriniztratortud D koolkit Files

Browze

—Send To
[ Send Output via Email
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NEE=N|
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[1e

Eftach T Wbt e

Security Tools



ADtoolkit

304

This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Analyze & Clean AD ACLs tool
create a file with the contents of the tool output screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Analyze & Clean AD
ACLs tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Analyze & Clean AD
ACLs tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool’s execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Analyze & Clean Share ACLs Tool

Some administrators may already know that a few simple rules apply to ACLs that if not
followed, could affect performance when accessing ACLs on Files and Shares. For
example, user names in ACLs instead of group names makes an ACL more cluttered,
and performance may suffer. ADtoolkit finds conditions like this and provides a way to
address them easily and efficiently.

How To Analyze & Clean Share ACLs

1. Open the Analyze & Clean Share ACLs tools by selecting the TOOLS | SECURITY |
ANALYZE FILE ACLS menu command or shortcut bar icon.

2. Proceed to the Select Shares tab and select the SELECT SHARES button. Browse
through the list of shares and paths in your network and select one or more shares
you wish to perform maintenance on. When you have finished selecting shares
select the OK button.

3. Proceed to the Options tab and select which types of ACL analyzing you would like to
perform. At a minimum, we recommend scanning for user names, deleted users, and
unknown objects appearing in ACLs as these represent the highest security risks and
maintenance problems.

4. On the same tab page, you may optionally elect to automatically correct two of the
problem conditions, i.e., remove deleted objects from ACEs and remove unknown
SIDs from ACEs. Note that if a SID is categorized as unknown, then ADtoolkit was
unable to find that SID in AD and it is presumed to be a SID from a deleted object.
However, if the SID is categorized as a deleted object, then ADtoolkit found the SID
in the list of tombstoned objects and has verified that the object was actually deleted.

5. As a safety precaution, you should use the Undo feature of this tool by selecting
(checking) the CREATE UNDO FILE checkbox and entering a file name in the UNDO
FILE NAME field. Checking this option will allow you to undo any changes that were
made by this tool to the ACLs.

6. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, all ACLs will be analyzed and reported on;
however, no automatic cleaning will be performed.

7. Once you have corrected any problems that the simulation exposed, select the RUN |
RuN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Analyze & Clean AD ACLs tool will be launched and the
ACLs will be analyzed and fixed per the selected options.
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Select Shares Tab

Use this tab to select the files and shares to be analyzed. The selected shares and all
directories and files underneath them will have their ACLs analyzed.

Analyze & Clean Share ACLs

Select Shares IOpﬁonS IOulput I

[ Geiect Shares | Remove Shares

WWServerhShare Mame -

WSTYHAC Drive
WWTRIOMC Drive

This tab contains the following controls:

Select Shares Use this button to browse through the list of servers and
shares in your network to locate the shares to be analyzed.
Selecting this button will display a dialog where you can
select the shares to be included.

Remove Shares Click this button to remove all of the selected names from
the share list.

Share List This list contains the currently selected shares to be
analyzed.
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Options Tab

Use this tab page to specify what conditions to search for when analyzing the ACLs and
what corrective actions to take when problems are found.

Analyze & Clean Share ACLs

Select Shares  Oplions IOquut ]

—&nalyze ACL:
¥ Check far user names appearing in the ACLs

W Check far uzer names appearing in the Dwher Field

¥ Check for computer names appearing in the ACLs

W Check for computer names appearing in the Dwner Field
¥ Check far empty ACLs [i.e. deny access to all uzers]

W Check far mizsing ACLz [i.e open access to all uzers]

¥ Check for deleted objects in ACEs

¥ Check for unknown 5103 in ACE 2 [i.e. possibly deleted objects)

— Clean ACLz
¥ Remove deleted objects from ACE =
[~ Remaove unknown 5|0 from ACE 5
¥ Create an Undo File

Urda File Marme:
IE: YDocuments and Setings'All eers WINDOWSWYpplicat

This tab contains the following options:
Analyze ACLs

Use this section to specify the options to be used to analyze ACLs.

Check for User Check this box to have the analyzer search for user
Names appearing in names appearing in the ACL.
the ACLs

User names in an ACL are harder to maintain than group
names and can cause a decrease in performance when
evaluating the ACL.

Check for User Check this box to have the analyzer search for user
Names appearing in names appearing in the owner field of the Security
the Owner Field Descriptor.

User names in the owner field are harder to maintain than
group names.
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Names appearing in
the ACLs

Check for Computer
Names appearing in
the Owner Field

Check for Empty
ACLs

Check for Missing
ACLs

Check for Deleted
Objects in ACEs

Check for Unknown
SIDs in ACEs

Clean ACLs

308

Check this box to have the analyzer search for computer
names appearing in the ACL.

Computer names in an ACL are harder to maintain than
group names and can cause a decrease in performance
when evaluating the ACL.

Check this box to have the analyzer search for computer
names appearing in the owner field of the Security
Descriptor.

Computer names in the owner field are harder to maintain
than group names.

Check this box to have the analyzer search for an ACL
that is empty. This condition will deny access to the object
for all users, including the owner. However, the owner can
still modify the ACL to grant themselves access.

Check this box to have the analyzer search for an ACL
that is missing. This condition will grant full access to the
object for all users.

Check this box to have the analyzer search for deleted
objects appearing in ACEs.

Because deleting an object from AD does not
automatically remove the object from an ACL, ACLs can
become cluttered with deleted objects over a period of
time. In addition to cluttering the ACL and making it
harder to read, this condition could cause performance
problems.

Check this box to have the analyzer search for unknown
SIDs appearing in ACEs.

An unknown SID is one that has no corresponding object
in AD. An unknown SID usually refers to an object that
was deleted and that no longer has a tombstone record.
(Tombstones are created when an object is deleted and
are deleted themselves after 60 days.) In addition to
cluttering the ACL and making it harder to read, this
condition could cause performance problems.

Use this section to specify the options to be used to clean ACLs.

Remove Deleted
Objects from ACEs

Check this box to have the analyzer remove deleted
objects that appear in ACEs.

Because deleting an object from AD does not
automatically remove the object from an ACL, ACLs can
become cluttered with deleted objects over a period of
time. In addition to cluttering the ACL and making it
harder to read, this condition could cause performance
problems.
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Remove Unknown Check this box to have the analyzer remove unknown
SIDs from ACEs SIDs that appear in ACEs.

An unknown SID is one that has no corresponding object
in AD. An unknown SID usually refers to an object that
was deleted and that no longer has a tombstone record.
(Tombstones are created when an object is deleted and
are deleted themselves after 60 days.) In addition to
cluttering the ACL and making it harder to read, this
condition could cause performance problems.

Create an Undo File Check this box to create an Undo File that will capture any
ACL modifications made by the tool. After the tool has
completed execution, the resulting Undo File can be used
to undo any changes that the tool made to the ACLs.

When you select this option, enter the name of an undo
file in the UNDO FILE NAME field, or select the BROWSE
button to browse for a file name.

Output Tab

Use this tab to create a text file containing the contents of the Analyze & Clean Share
ACLs tool output screen. If you choose to write the Screen output to a file, the entire
contents of the tool’s output screen will be written to a text file whenever the tool has
completed execution. This is a handy method for documenting the changes made using
ADtoolkit.

Analyze & Clean Share ACLs

Select Shares IOp‘ﬁnns Qutput

— Screen Output File

¥ Create afile containing the contents of the tool output screen
¥ Append to screen output file if it already exists

Cutput File M ame:
IEIutput Etoolhame® - ZmonthE-ZdayE-Zeears bt j

Output File Directan:

IE:'\DDcuments and SettingzdministratorsaDtoalkit Files Browse |

—5Send To

[ Send Output via Email WEtiats... |
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Analyze & Clean Share ACLs
tool create a file with the contents of the tool output
screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Analyze & Clean Share
ACLs tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Analyze & Clean Share
ACLs tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Search & Replace AD ACLs Tool

If an administrator finds problems with their ACLs, such as user names in the list instead
of group names, ADtoolkit provides a way to efficiently change it. By using the Search
and Replace tool, you can make changes in one single action. This chapter provides a
step-by-step procedure for searching and replacing AD ACLs as well as detailed
descriptions of the tab pages associated with the Search & Replace AD ACLs tool.

How To Search & Replace AD ACLs

1. Open the Search & Replace AD ACLs tool by selecting the TOOLS | SECURITY |
SEARCH & REPLACE AD ACLs menu command or shortcut bar icon.

2. Proceed to the Select Domains/OUs tab and select the SELECT DOMAINS/OUS button.
Browse through the list of domains and OUs in your network and select one or more
container you wish to be searched. When you have finished selecting containers
select the OK button.

3. Proceed to the Options tab and use the two BROWSE buttons to select the AD object
(user, group, etc) to place in the FIND WHAT and REPLACE WITH fields.

4. To force the tool to remove the search object rather than replace it, you may
optionally select the REMOVE OBJECT checkbox at the bottom of the Find & Replace
group box. This will cause the tool to ignore any values placed in the REPLACE WITH
field and instead remove the search object from all ACLs it is found on.

5.  Once you have specified which objects to search and replace, proceed to the
Replace In group box and select one of the three search areas (i.e., Owner Fields,
ACLs or Both). In general, you will always want to replace the names in both the
Owner Fields and the ACLs.

6. As a precaution, you should select (check) the CREATE UNDO FILE checkbox to create
an Undo File that will capture any ACL modifications made by the tool. After the tool
has completed execution, the resulting Undo File can be used to undo any changes
that the tool made to the ACLs.

7. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed and
matches are displayed but no actual ACLs are modified.

8. Once you have corrected any problems that the simulation exposed, select the RUN |
RuN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search & Replace AD ACLs tool will be launched and the
ACLs will be modified based on the search criteria.
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Select Domains/OUs Tab
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Use this tab page to specify which domains and OUs to search through when looking for
ACLs to replace. The ACLs of all objects underneath the selected containers will be

searched.
Search & Replace AD ACLs

Select DomainzOUs Iopﬁung IOumut I

. Select Domanz/0Us |

Bemove Domains/0Uz

Import Domains/0Us |

Object Mame -

CH=Computers,DC=delalina D C=net

CH=Computers, DC=happymail D C=net

CM=1zers 0 C=delalina, D C=net

CH=dzers, 0 C=happymail D C=net

QU=Darmain Contrallers, DC=delalina D C=net

Qll=0omain Contrallers, D C=happymail D C=net

<] |

Search Scope: |Search Entire Subtree

-

This tab contains the following controls:

Select Domains/
OUs

Use this button to browse through the list of domains and
OUs in your network to locate the objects to be included in

the search and replace ACL operation. Selecting this
button will display a dialog where you can select the objects

to be included.

Remove Domains/
OUs

Import Domains/
OUs

Location List
searched.

Search Scope

Click this button to remove all of the selected objects from
the displayed list.

Click this button to import a previously saved file to be used
to populate the location list.

This list contains the currently selected locations to be

Use the down arrow to change the current search scope.

The search scope determines whether the tool will search
just the immediate children of any selected domain or OU,
or if it will search the entire subtree of the selected domains
and OUs. The default search scope is to search the entire
subtree.
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Options Tab

Use this tab to specify the objects to be replaced, the criteria to be used/met before
replacing them, and finally the entry to be used when replacing the object.

E Wwrer Fields

o

C Binth Wmen Bields and SELs

C:ADocuments and Settingsall Ueers WIND WS Wb pplication Dat

This tab contains the following options:
Find & Replace

Use this section to define the object to be searched as well as the object to be used
to replace it with if a match is found.

Find What Use this field to specify the name of the object you are
looking for in the ACLs.

Use the BROWSE button to search Active Directory for a
Distinguished Name (e.g. a User Name) to place in the
FIND WHAT field.

Replace With Use this field to specify what object to place in the ACLs if
a match is found.

Use the BROWSE button to search Active Directory for a
Distinguished Name (e.g. a User Name) to place in the
REePLACE Wirh field.
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Remove Object

Instead of Replacing

Replace In
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Check this box if you wish to remove the search object
from the ACLs that contain it rather than replacing it with
some other object.

Use this section to define whether the object is to be replaced if found in the Owner
Field of the Security Descriptor or in the Access Control List or both.

Owner Fields

ACLs

Both Owner Field

and ACLs

Undo

Choose this option if you wish to only replace the search
object when it is found in the Owner Field of the Security
Descriptor.

Choose this option if you wish to only replace the search
object when it is found in the Access Control List of the
Security Descriptor.

Choose this option if you wish to replace the search object
when it is found in either the Owner Field or the Access
Control List of the Security Descriptor.

Use this section to create an undo file.

Create an Undo File

Check this box to create an Undo File that will capture any
ACL modifications made by the tool. After the tool has
completed execution, the resulting Undo File can be used
to undo any changes that the tool made to the ACLs.

When this option is selected, enter the name of an undo
file in the Undo File Name field or select the BROWSE
button to the right to browse for a file name.
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Output Tab

Use this tab to create a text file containing the contents of the Search & Replace AD
ACLs tool output screen. If you choose to write the Screen output to a file, the entire
contents of the tool’s output screen will be written to a text file whenever the tool has
completed execution. This is a handy method for documenting the changes made using
ADtoolkit.

Output Ztoolhame - Zyears-ZmonthE-Zdays, bt |_
C:ADocuments and SettingztadminiztratoraDtoolkit Files

] ] 28

I | et it
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This tab contains the following fields and controls:

Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file
containing the
contents of the
tool output screen

Output File Name

Output File
Directory

Append to screen
output file if it
already exists

Send To

Check this box to have the Search & Replace AD ACLs
tool create a file with the contents of the tool output
screen.

When this box is checked, the remaining fields/options in
this section will become available.

Enter the name of an output file or use the down arrow to
select a name template.

Enter the name of an output file directory or use the
BROWSE button to browse for a directory.

Check this checkbox to have the Search & Replace AD
ACLs tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Search & Replace AD
ACLs tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Search & Replace Share ACLs Tool

If an administrator finds problems with their ACLs, such as user names in the list instead
of group names, ADtoolkit provides a way to efficiently address them. By using the
Search and Replace tool, you can make multiple changes in one single action. This
chapter provides a step-by-step procedure for searching and replacing share ACLs as
well as detailed descriptions of the tab pages associated with the Search & Replace
Share ACLs tool.

How To Search & Replace Share ACLs

1. Open the Search & Replace Share ACLs tool by selecting the TOOLS | SECURITY |
SEARCH & REPLACE FILE ACLS menu command or shortcut bar icon.

2. Proceed to the Select Shares tab and select the SELECT SHARES button. Browse
through the list of shares and paths in your network and select one or more shares to
be searched. When you have finished selecting shares select the OK button.

3. Proceed to the Options tab and use the two BROWSE buttons to select an AD object
(e.g., user or group) to place in the FIND WHAT and REPLACE WITH fields.

4. To force the tool to remove the search object rather than replace it, you may
optionally select the REMOVE OBJECT checkbox at the bottom of the Find & Replace
group box. This will cause the tool to ignore any values placed in the REPLACE WITH
field and instead remove the search object from all ACLs it is found on.

5.  Once you have specified which objects to search and replace, proceed to the
Replace In group box and select one of the three search areas (i.e., Owner Fields,
ACLs or Both). In general, you will always want to replace the names in both the
Owner Fields and the ACLs.

6. As a precaution, you should select (check) the CREATE UNDO FILE checkbox to create
an Undo File that will capture any ACL modifications made by the tool. After the tool
has completed execution, the resulting Undo File can be used to undo any changes
that the tool made to the ACLs.

7. To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, the entire search process is performed but no
actual ACLs are modified.

8. Once you have corrected any problems that the simulation exposed, select the RUN |
RuN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Search & Replace Share ACLs tool will be launched and
the ACLs will be modified based on the search criteria.
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Select Shares Tab

Use this tab to select the shares and paths to be searched through when looking for
ACLs to replace. The ACLs of all directories and files underneath the selected paths will
be searched.

Search & Replace Share ACLs

Select Shares Iomjuns Ic:uuq:.ut I

Bemove Shares

WS erver\Share Mame - |
WWTRIOANS DriveD ocuments and Settings

SWTRIOAC DrivehProgram Files

WWTRIONE Dirivesw/IMDOw'S

This tab contains the following controls:

Select Shares Use this button to browse through the list of servers and
shares in your network to locate the shares to be searched.
Selecting this button will display a dialog where you can
select the shares to be included.

Remove Shares Click this button to remove all of the selected names from
the share list.

Share List This list contains the currently selected shares.
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Use this tab to specify the objects to be replaced, the criteria to be used/met before
replacing them, and finally the entry to be used when replacing the object.

Search & Replace Share ACLs

Select Sharez  Oplions IOquut I

— Find & Replace

Find 'what: IEN=EeciIa Joline Barnette, 0L =iperGuard D C=delali Browse

Feplace 'With: IEN=HuI:u_I,Ie Callene Gee 0L =Yiperauard, [ C=delalina Browsze |

[ Remove Object Instead of Feplacing

—Replace In
¢ Owner Fields
= ACLs

¥ Bath Owner Fields and &CLs

— Undo

¥ Create an Undo File

IUndo File Marme:

IE:'\DDcuments and Settingshall Users WINDOWSWApplication D at

This tab contains the following options:

Find & Replace

Use this section to specify the object to be searched for as well as the object to be
used to replace it if a match is found.

Find What

Replace With

Remove Object
Instead of Replacing

Use this field to specify the name of the object you are
looking for in the ACLs.

Use the BROWSE button to search Active Directory for a
Distinguished Name (e.g. a User Name) to place in the
FIND WHAT field.

Use this field to specify what object to place in the ACLs if
a match is found.

Use the BROWSE button to search Active Directory for a
Distinguished Name (e.g. a User Name) to place in the
REPLACE With field.

Check this box if you wish to remove the search object
from the ACLs that contain it rather than replacing it with
some other object.
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Use this section to specify whether the object is to be replaced if found in the Owner
Field or the Security Descriptor or in the Access Control List or both.

Owner Fields

ACLs

Both Owner Field

and ACLs

Undo

Select this option if you wish to only replace the search
object when it is found in the Owner Field of the Security
Descriptor.

Select this option if you wish to only replace the search
object when it is found in the Access Control List of the
Security Descriptor.

Select this option if you wish to replace the search object
when it is found in either the Owner Field or the Access
Control List of the Security Descriptor.

Use this section to create an undo file.

Create an Undo File

Check this box to create an Undo File that will capture any
ACL modifications made by the tool. After the tool has
completed execution, the resulting Undo File can be used
to undo any changes that the tool made to the ACLs.

When this option is selected, enter the name of an undo
file in the Undo File Name field or select the BROWSE
button to the right to browse for a file name.
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Output Tab

Use this tab to create a text file containing the contents of the Search & Replace Share
ACLs tool output screen. If you choose to write the Screen output to a file, the entire
contents of the tool's output screen will be written to a text file whenever the tool has
completed execution. This is a handy method for documenting the changes made using
ADtoolkit.

Search & Replace Share ACLs

Select Shares IOpﬁuns ﬂ“ﬂl“tl

— Screen Dutput File

¥ Create afile containing the contents of the tool output screen
[T Append to zcreen output file if it already exists

Cutput File Mame:
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Cutput File Directon:

IE:'\D ocuments and Settingz\AdminiztratordDtoolkit Files Browsze

_ Browse_|
—5Send To
o

[ Send Dutput via Emai (0 ptiEtEs.

[ro

Eftactn [T Hutput s indaw

This tab contains the following fields and controls:
Screen Output File

Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Search & Replace Share ACLs
containing the tool create a file with the contents of the tool output
contents of the screen.

tool output screen When this box is checked, the remaining fields/options in

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an ouput file directory or use the

Directory BROWSE button to browse for a directory.
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Append to screen
output file if it
already exists

Send To
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Check this checkbox to have the Search & Replace Share
ACLs tool append to the Screen output file, if it already
exists. If the file does not already exist, a new one will be
created. This option is selected by default.

Clear this checkbox to have the Search & Replace Share
ACLs tool overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 10: Directory Tools

Resynch Active Directory Tool

Resynching Active Directory is simply the process of forcing each domain controller (DC)
in a given domain to replicate any AD changes to all other DCs within that domain.
Although this can be done manually from within the Active Directory Sites and Services
console, it is a tedious process at best. The Resynch AD tool is designed to simplify this
process as much as possible. This chapter provides a step-by-step procedure for
resynchronizing Active Directory as well detailed descriptions of the tab pages associated
with the Resynch AD tool.

How To Resynchronize Active Directory

1.

Open the Resynch AD tool by selecting the TooLs | DIRECTORY TOoOLS | RESYNCH AD
menu command or shortcut bar icon.

Proceed to the Select Domains tab and select the SELECT DOMAINS button. Browse
through the list of domains in your network and select one or more domains that you
wish to resynchronize. When you have finished selecting domains, select the OK
button.

To force the entire domain to resynch without regard for the site boundaries, select
(check) the SYNCH ACROSS SITE BOUNDARIES checkbox. If this option is not checked,
only the domain controllers within each site will synch up.

To test the tool, select the RUN | RUN SIMULATION menu command or toolbar button.
The simulation process will verify that all the necessary data has been entered and
will display any errors that would be encountered during an actual run.

NOTE: When running the simulation, all domain controllers are enumerated and

contacted but no replication is performed.

5. Once you have corrected any problems exposed by the simulation, select the RUN |

RUN Now menu command or toolbar button (or RUN | RUN LATER to schedule the
execution of the tool). The Resynch AD tool will be launched and the selected
domains will be forced to immediately replicate any changes.
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Select Domains Tab

Use this tab to select the domains to be included in the resynchronization operation.

Resynch AD

Select Domainz IOU‘FUT I

Select Domainz | Remove Domainz | ¥ Synch across site boundaries

Object Mame -~ |

ch=jg],ou=domain controllers, do=happymail, de=net

cn=gtyx ou=domain controllers, dc=happymail do=net

ch=trio, ou=domain controllers, de=delalina,de=nat

4| | i

This tab contains the following fields and controls:

Select Domains Use this button to browse through the list of domains in
your network to locate the containers to be included in the
resynchronization operation. Selecting this button will
display the Select Domain dialog where you can select the
domains or individual domain controllers to be
resynchronized.

Remove Domains Click this button to remove all of the selected domains from
the displayed list.

Domain List This list contains the currently selected domains to be
resynchronized.

Synch Across Site Check this box to force the replication to cross site

Boundaries boundaries. If this option is not checked, AD changes will
only be replicated between the domain controllers within
each site.
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Output Tab

Use this tab to create a text file containing the contents of the Resynch AD tool output
screen. If you choose to write the Screen output to a file, the entire contents of the tool’'s
output screen will be written to a text file whenever the tool has completed execution.
This is a handy method for documenting the changes made using ADtoolkit.

Fesynch AD

Select Domains Ouiput

— Screen Output File

[V LCreate a file containing the contents of the tool output screen
¥ Append to screen output file f it already exists

Output File Mame:;
IEIutput Eroolname? - Eyeark-Emonth?-ZEday® et j

Output File Directony:
IE:HDDcuments and SettingshAdminiztrator A0 boolkit Files Browse

—Send To

[ Send Output via Email [ ki S, |
1o

nftantn [T tput o

This tab contains the following fields and controls:
Screen Output File
Use this section to create a file containing the contents of the tool output screen.

Create a file Check this box to have the Resynch AD tool create a file
containing the with the contents of the tool output screen.
contents of the

When this box is checked, the remaining fields/options in
tool output screen

this section will become available.

Output File Name Enter the name of an output file or use the down arrow to
select a name template.

Output File Enter the name of an output file directory or use the

Directory BROWSE button to browse for a directory.
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Check this checkbox to have the Resynch AD tool append
to the Screen output file, if it already exists. If the file does
not already exist, a new one will be created. This option is
selected by default.

Clear this checkbox to have the Resynch AD tool
overwrite any file with the same name.

Use this section to have the tool send an email upon completion containing the

output file.

Send Output via
Email

To

Send Output To

Output Window

Options

Check this option to have the tool automatically send an
email upon completion of the tool's execution. You can
optionally add the output window file as an attachment to
the email.

Click on this button to browse through Active Directory for
an email address.

The automatically generated email will be sent to the email
address entered in this space. Use the TO button to the
left of this field to browse for an email address in Active
Directory.

Check this option to attach the output file to the email. This
option will only be available if you have checked the option
to create a screen output file.

Click on this button to launch a dialog box with optional
email settings, such as the CC or BCC field.
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Chapter 11: Custom Tools

ADtoolkit provides a way for administrators to deliver secure custom tools to other people
in the organization, freeing up the more skilled administrators for advanced initiatives.
ADtoolkit’s custom tool capabilities enable administrators to create and manage custom
tools, as well as distribute these tools via email or via a shared distribution location.
These custom tools can be added to the "My Custom Tools" shortcut bar within ADtoolkit
where users execute these tools instead of the standard tools. When a custom tool is
created, there are a number of things that the administrator in charge can do to
customize the tools for the end user.

Use the following TooLs | My CusTom TooLSs menu commands to create and manage
custom tools:

IMPORT - allows you to add one or more custom tools to the My Custom Tools
menu and shortcut bar.

REMOVE - removes one or more custom tools from the My Custom Tools menu
and shortcut bar.

MANAGE - manages the master list of custom tools.

DISTRIBUTE - creates a copy of the files needed to install ADtoolkit packaged with
an optional set of custom tools.

Importing Custom Tools

Use the Tools | MY CusToM TOOLS | IMPORT menu command to add one or more custom
tools to the My Custom Tools menu and shortcut bar. This command will display the
Import Custom Tools dialog allowing you to specify the custom tools to be added.

Import Custom Tools |

Custom T ool Search Directany:
IE:HDDcuments and Settingzhall Uzers WINDDWS \Applica|  Browse |

Axallable Custom Taols:

IrrpEart Cloze Help
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This dialog contains the following controls:

Custom Tool Search  Enter the name of the directory that contains the custom

Directory tools to be imported. If this copy of ADtoolkit was installed
from a distribution, this field will default to the Custom Tool
directory of the original distribution.

Or use the BROWSE button to browse for the directory
containing the custom tools to be imported.

Available Custom This list contains all of the custom tools in the current
Tools search directory. To import one of these tools, select/
highlight it from the list and select the IMPORT button.

Import Click this button to import all of the currently selected
custom tools in the list.

Close Click this button to close the dialog.

Removing Custom Tools

Use the TooLs | My CusToM TooLs | REMOVE menu command to remove one or more
custom tools from the My Custom Tools menu and shortcut bar. This command will
display the Remove Custom Tools dialog allowing you to specify the custom tools to be
removed.

Remove Custom Tools |

Select one or more customn tools to remonve:

Hemove I Cloze Help

This dialog contains the following controls:

Custom Tool List This list contains all of the custom tools currently available
in the My Custom Tools menu. To remove one of these
tools, select/highlight it from the list and select the REMOVE
button.

Remove Click this button to remove the currently selected custom
tools from the list.

Close Click this button to close the dialog.
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Managing Custom Tools

Use the TooLs | My CusToM TooLS | MANAGE menu command to manage the master list
of custom tools. This command will display the Manage Custom Tools dialog allowing
you to view/modify the master list of custom tools. Unlike your personal custom tools,
which appear in the My Custom Tools menu, these custom tools may be distributed to

other users.

Manage Custom Tools

Click on Add to create & new Custom T oal:

Add

Fd odify |
Delete |
Copy |
Add to My Tools |
Send wia Email |
Help |

Cloge |

This dialog contains the following controls:

Custom Tool List

Add

Modify

Delete

Copy

Add to My Tools

Send via Email

Close

This control contains the master list of custom tools on this
machine. Note that this list does not include the custom
tools appearing in the My Custom Tools menu.

Click this button to create a new custom tool and add it to
the list. This command launches the Custom Tool Wizard.

Click this button to modify the currently selected custom
tool in the list. This command launches the Custom Tool
Wizard.

Click this button to delete all of the currently selected
custom tools from the list.

Click this button to create a duplicate copy of each of the
currently selected custom tools in the list.

Click this button to add all of the currently selected tools to
the My Custom Tools menu and shortcut bar.

Click this button to send the currently selected tools to one
or more users as an email attachment. When the recipients
receive the message and launch the tools, the tools will be
automatically installed to their My Custom Tools menu.

Click this button to close the dialog.
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Adding/Modifying a Custom Tool

Selecting the AbD or MODIFY buttons on the Manage Custom Tools dialog will launch the
custom tool wizard which allows you to modify the basic properties of one of the existing
ADtoolkit tools. Simply follow the instructions provided in the wizard. The following
paragraphs provide a description of each of the Custom Tool Wizard screens and the
information required.

Welcome Screen

This screen explains that this wizard allows you to modify the basic properties of the
custom tool. Select NEXT to continue.

Custom Tool Properties
This screen allows you to modify the basic properties of the custom tool.

Custom Tool Wizard [ %]

Custom Tool Properties
Set the properties for the Custom T ool including a title, the type of tool, and the interface style.

Analyze & Clean AD ACLs
Analyze & Clean Share ACLs

Reset User Pagswords

Fesynch AD

Search & Replace AD ACLs

Search & Replace Share ACLs

Search and Replace User Attibutes

Uszer Reoorts LI

r— Domain0U to Manage

™ Limit the scope of this Custom Toal to the follawing Domain/0U:

I Browse |

< Back I Mext » I Cancel Help

This screen contains the following fields/buttons:
Title Enter a unique name for the custom tool.

Tool Type Select the type of tool to be customized from the list of
standard ADtoolkit tools.

Limit the Scope Check this box to limit the custom tool's scope to a
particular OU or domain within Active Directory. Use the
BROWSE button to browse for the desired OU or domain.
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This screen allows you to preset the default values for all the settings within the
custom tool and also to modify the layout of the controls within the custom tool.

Custom Tool Wizard

Modify Default Values and Layout

Enter default values for all fields. Right click on controls to view available options, such az hiding,

dizabling, or making the controls required. Select Hide Group from the right click menu ta hide a whole

group of controlz. Select Hide T ab from the right click menu to hide the entire tab page.

AD!

Uzer Mames I.ﬂ.ccount IPersonaI Security IPmﬁIe Inﬂailhox IGmups I.Im'ihuhes IOquut I

— Basic 5 ecurity Option
¥ Uzer must change pazeword at nest login
™ Accourt is disabled

™ Account expires on; 842042002
™ User cannot change passwond
¥ Pazzword required

™ Paszword never expires

™ Login only allowed during: LaginHours... |

—Additional Security Option
™ Store password using reversible encryption
™ Smart Card is required for inksractive login

™ Account is busted for delegation

[T Account iz sensitive and cannat be delegated

™ Use DES encryption twpes for this account

™ Do nat require Kerberos preauthertication

|»

-]

< Back I Finish I Cancel |

Help |

Modifying the Default Values:

To modify the default values, simply open each tab page within the tool and set
the appropriate values just as you would when running the tool from the ADtoolkit
console. When you are finished setting default values on each of the tab pages,
return to the first tab page and begin modifying the layout of each page.

Modifying the Layout:

Disabling/Enabling Controls:

Right-click on an individual control to enable or disable the control (based on its

current state).

Hiding/Showing Groupboxes:

Right-click on a groupbox to hide the groupbox and all of its controls. To show a
hidden groupbox, right-click in any blank space on the tab and select the
groupbox name from the Show Groups menu.

Hiding/Showing Tabs:

To hide the current tab page, right-click anywhere on the page and select Hide
Tab from the menu. To unhide a tab page, right-click and select the tab name

from the Show Tabs menu.

Specifying Required Fields:

One final option is available for modifying the interface, which is, required fields.
This option allows you to force the users of your Custom Tool to fill in certain
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fields before executing the tool. To enable this option, simply right-click on the
appropriate edit field and select the MAKE FIELD REQUIRED menu command.

When you have finished modifying the default values and the layout, select the FINISH
button to save your Custom Tool and close the wizard.

Distributing Custom Tools

Selecting the TooLs | My CusToMm TooLs | DISTRIBUTE menu command will launch the
Distribution Wizard. This wizard will help you to create a customized distribution of the
ADtoolkit tools, enabling you to share your custom tools with other administrators within
your organization. Simply follow the instructions provided in the wizard. The following
paragraphs provide a description of each of the Distribution Wizard screens and the
information required to create a customized distribution.

NOTE: A distribution is simply a copy of the files needed to install ADtoolkit packaged
with an optional set of custom tools.

Welcome Screen

The Welcome screen explains that this wizard will assist you in creating customized
distributions of ADtoolkit so you can share your custom tools with other
administrators in your organization. Select NEXT to proceed to the Select a
Distribution Type screen.

Select a Distribution Type Screen

This screen allows you to choose between creating a new distribution and updating
an existing one. If you decide to create a new distribution, then you must also choose
between creating a local and a master distribution.

From this screen, select the type of distribution to be created:

¢ Create a Local Distribution - this option is selected by default and
whenever ADtoolkit is installed from a local distribution, only the custom tools
in that distribution will be available for use. That is, none of the standard
tools will be available.

¢ Create a Master Distribution - Select this option to create a master
distribution that grants access to all the standard tools as well as the custom
tools in the distribution.

e Update an Existing Distribution - Select this option to update an existing
distribution - adding or removing custom tools for distribution.

Once you have selected the appropriate distribution option, select the NEXT button to
proceed to the Select a Distribution Location screen.
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The Select a Distribution Location screen allows you to select the location of the

distribution you are trying to create or update.

NOTE: If you are installing a new distribution, select a location on your network that
you have read and write access to and that the administrators who will install
from the distribution have at least read access to.

Distribution Wizard X

|AD!

Browsze |

Mate: the folder vou select should have read access nghts for your adming to allow them toinstall from
that locatiot.

Select a Distribution Location
Enter a location on pour network o install the new distribution, or if you are updating, enter
the path of an existing distribution.

Enter a Metwork Share and Path:

After zelecting a distribution location, click MNext.

< Back I Mest » I

Cancel |

Enter a location on your network where the new distribution is to be installed. Or use
the BROWSE button to browse your network for a location. Using the BROWSE button
will display the Select a Server dialog allowing you to select the network share and
path where the new distribution is to be installed.

Select a Share x|

| Dezcription 1= | (]:8 I
delalina.net DELALIMA
happymail.net HaPFYhAIL Cancel |
; COMPAQE00
+-- @ DUECE Help |

b INFERMO
JDAN

bS5

JS1
LAPTOP2008

, LAPTOPSS
 OwMER-O1TO3ERGN
E!I><.'

\ SOLO-LAPTOP
ST
SLIZYE!

d Test Machine

Tezt Cormment

ﬁmmmmhmmﬁﬁﬁﬁﬁ
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On the Select a Server dialog, select/highlight the share and path to be used. Select
the OK button to close the dialog and return to the Select a Distribution Location
screen. The location you selected will now be displayed in the text box on that
screen. On the Select a Distribution Location screen, select the NEXT button to
proceed to the Add Custom Tools to the Distribution screen.

Add Custom Tools to the Distribution Screen

This screen allows you to select which tools to be included in the distribution. If you
are installing a new distribution, then you will only be able to add tools. However, if
you are updating an existing distribution, you will be able to select which tools you
wish to remove as well.

NOTE: If you add a tool to an existing distribution that has the same name as a tool
already in the distribution, the new tool will replace the old one.

Distribution Wizard x|

Add Custom Tools to the Distribution
|Jze the Add and Remowve buttons to modify the list of the Custom T ool pou wish to add to . |
the: distribution,

Reset Uzer Passwords for OU Mktg

Add Bemove

After zelecting the custom toolz, click Mext.

< Back I Mest > I Cancel | Help |

Use the ADD and REMOVE buttons to modify the list of custom tools to be distributed.
Once you have made your selection and the list contains the custom tools to be
distributed, select the NEXT button to continue.
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Email Distribution to Admins

This screen allows you to send an email notification of the distribution to one or more
recipients. By default, the email will contain a link that will allow the recipients to
simply double-click to launch and install the new distribution.

Digtribution Wizard X

Email Notification to Adminz
To email notification of the new distribution, check, the "Send an Email" checkbox and put

one or more email addresses [separated by zemi-colonz] in the To: field.

¥ Send an Email Announcement After Distribution is Created U pdated

Tor | Iusemame@mycnmpany.cnm

Subject: I.&Dtnnlkit Y Installation Instructions

Message:  |Toinstall ADtoolkit Y on your machine, select Run from the Start Menu and paste in the
fallowing comrmand.

WWTRIOME Drivelsetup. exe

After modifying the email message, click Mest to continue.

< Back I Hewt » I Cancel |

Check the SEND AN EMAIL checkbox and enter one or more email addresses in the
To field. If entering more than one address, use a semi-colon to separate the email
addresses. Or you can use the To button to select the addresses from your address
book. Fill in the SUBJECT and MESSAGE fields. Select NEXT to continue.
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Summary Screen
The Summary screen displays all of the actions and options you have selected:

e Whether you are creating a new local or master distribution or changing an
existing distribution as well as the location

e Alist of the custom tools included in the distribution
e Who is to be notified about the distribution

Distribution Wizard |

Summary
Setup is complete. Y'ou are now ready to create or update a distribution,

Surmnmary:

Create a New Local Distribution at;
WS TANLEYSY SV 0L distibutionz\marketing

The following Custom Tools will be added to the Digtribution;
Add User for OU Mktg

Analyze AD ACLz for O MEtg

Rezet User Pazzwords for OU Mktg

Send an email notification o the following addreszes;
Ay Fennedy

To begin the process, click Mest. Toreenter any infarmation, click Back.

< Back I Mest » I Cancel | Help |

Review this information and if it is correct, select the NEXT button to begin the
distribution process. If you wish to change any of this information, use the BACK
button to return to the appropriate screen to make the necessary modification.

Finish Screen

Once the distribution creation or update is complete, the Distribution Update/Creation
Complete screen will be displayed. Select the FINISH button to exit the Distribution
Wizard.
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Chapter 12: Setting Program Options

Use the TooLs | OPTIONS menu command to display the Application Options dialog
allowing you to set/modify various program options. This chapter will detail the specific
options available in this dialog.

Email Settings Tab

Use this tab to edit the email settings ADtoolkit will use to send out mail messages as tool
output, distribution notifications, etc.

Options |
E-mail |L|:|a|:| | import | Reports | Log Files | Servers |

" Use an Exchange Server to Send E-mai

& Use an SMTF Server ta Send E-mail

Digplay M ame: IJDhﬂ Doe

E-mail ddress: Iidue@myu:nmpany.cnm

Server Mame: ISE["\."ET-I mmycampany. com

¥ by Server Fequires Authentication

Account Mame: Iid08932@m}"3'3m|35ﬂ_'r'-'3'3m

Pazzword:

Ixxxxxxx

¥ Log On Using Secure Pazeword Suthenticatior

Test Settings |
| k. I Cancel

This tab contains the following controls:

Use an Exchange Choose this option to use an Exchange server to send email
Server to Send messages and notifications.
Email
Use an SMTP Server  Choose this option to use SMTP server to send email
to Send Email messages and notifications.
Display Name Use this field to enter a display name for ADtoolkit to use.
Email Address Use this field to enter your email address.
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Use this field to enter the name of the SMTP server. For
example, smtp.javelina.com.

Select (check) this checkbox if your SMTP server requires
authentication. If so, enter your account name and
password in the fields below.

Enter your account name for your SMTP server in this field.
Enter your password for your SMTP server in this field.

Select (check) this checkbox to log on to the SMTP server
using SPA (Secure Password Authentication).

Click this button to send a test email to the email address
specified above to verify that your email settings are correct.
No response is necessary to this message.

Use this tab to specify whether or not your network is configured for the Secure LDAP
protocol for Active Directory communications.

Dptions x|

E-mail Ldap |Import| Flepnrtsl Lag FiIesI Serversl

If pour network, iz configured to uze the Secure Ldap protocol for dotive
Directory communications, select the checkbos below.

ak. I Cancel |

This tab contains only one control:

Use Secure LDAP
port

Check this box to force ADtoolkit to use a secure LDAP
when communicating with domain controllers and global
catalogs. If you select this option and your network does
not already use the secure LDAP protocol, then ADtoolkit
will be unable to communicate with Active Directory.
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Import Settings Tab

Use this tab to specify settings pertaining to importing objects into many ADtoolkit tools.

Options

This tab contains only one control:

Select the default
delimiter to use
when importing CSV
files

Use this drop down box to select a default delimiter to use
when importing objects into ADtoolkit tools.

The default choices are comma, semicolon, colon, asterisk
and tab. You can also type a character into the field to use
as the default delimiter.
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Reports Settings Tab
Use this tab to specify settings pertaining to ADtoolkit’s reporting tools.
Options |

E -rnail I Ldap I Import  Reports I Lag Filesl Serversl

—Select a location bo stare reporks

i Lze Default Location

IE:'&D acuments and Settingziall Users WINDDWSWApplication D

" Use Location Eelow

| |

— kulti Domain Controller Aktributes

¥ Orly check one DC when reporting on mutli-DC atibutes such as
Last Logon, Last Logon Info, and Last Logon Count :

Mate: Only checking one DC will be fazter but lesz accurate

| k. I Cancel

This tab contains the following controls:

Use Default Select this option to store the reports in the Application Data
Location directory.

This is the default setting.

Use Location Below Select this option to store the reports in a location of your
choice. Enter a directory path in the field provided or use the
BROWSE button to search for a directory.

Multi Domain Select this option to only check one domain controller when
Controller Attributes  reporting on muti-DC attributes such as Last Logon.

Note: Only checking one DC will be faster, but less
accurate.
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Log File Settings Tab

Use this tab to adjust ADtoolkit’s default logging settings including where the log files are
stored and their maximum size.

Options |

E -rnail I Ldap I Impn:-rtl Fieportz  Log Files | Serversl

Thiz application automatically creates log files in order bo aid in diagnozing
ermor conditions,

YWe recommend that you leave the log lewel zetting &t 0 or 1 for minimal
logaing unless othenize instructed by our technical staff.

Log Lewel: Log Size:
[1 - Enrors =] [1oo0og (butes)
Lag Path:

IE:'\Dncuments and Settingz’\all Uzerz WINDODWS\Application D atah, |

| k. I Cancel

This tab contains the following controls:

Log Level Use the arrow to select the level of detail that is to be

included in the log file. For normal operation you should
leave this setting at log level 0 or 1.
Valid levels are: 0 - No detalil

1 - Errors

2 - Errors and Warnings

3 - Some Debugging

4 - Full Debugging

Log Size Enter the maximum size, in bytes, allowed for the log file.
The default value for this field is 100,000 bytes.
Log Path Enter the path where the log file is to be created.
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Servers Settings Tab
Use this tab to target a specific domain controller when running the various tools.
Options |

E -mail I Ldap I Impn:-rtl Hepn:nrtsl Lag Fileg Servers |

Ilze the controls below to target a zpecific Domain Contraller [DC] to use when
running the vanious toalz. Only one DC may be zelected for each domain.

Edit R |
Preferred DCs: : SrevE
Dramain Marme | D'amain Cantraller |
happymail. net gty happymail. net
delalina. net trio. delaling. net

¥ Use the first available DT when a Prefered DC iz unasailable

k. Cancel
This tab contains the following controls:

Add Click this button to add a preferred domain controller to the
list below. Only one domain controller can be selected for
each domain.

Edit Click this button to modify the currently selected entry in the
list below.

Remove Click this button to remove the currently selected entry from
the list below.

Preferred DC List This list contains the preferred domain controllers for each

domain. If a domain is not listed here, ADtoolkit will use the
first available DC to perform tasks.

Use the first available  Check this option to use the first available DC if a preferred
DC when a Preferred DC is not available.

DC is unavailable Clear this box to have ADtoolkit tasks abort if the preffered

DC is unavailable.

Select the OK button to save your settings and close this dialog. If you do not want to save your
settings, use the CANCEL button.
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Appendix A: Importing

ADtoolkit contains many tools specifically designed to ease the burden of performing
common Active Directory tasks in bulk. Through the use of the importing feature,
ADtoolkit allows administrators to set up ADtoolkit tasks just as easily. Instead of
individually adding each object to the tools, ADtoolkit allows object data to be imported
directly from a CSV file.

This appendix contains step-by-step instructions for using the importing feature of
ADtoolkit tools to efficiently add many objects into ADtoolkit grids from CSV files. For
information about setting an import file to import the objects at the time the tool is run,
see the section at the end of this appendix entitled Setting an Import File.

Importing Users

ADtoolkit simplifies the creation of multiple users, groups, or other entities by allowing
you to import a text file containing the new names and other data. For example, suppose
you have a spreadsheet file that contains the first and last names, addresses, and phone
numbers for 100 new users of your network. Using this feature you could import those
names directly into the Add Users tool and create all the users in a single pass.

To utilize this feature you must first create a comma separated value (CSV) file, which
contains the names of the users to be imported. The CSV file is simply a text file, where
the first line of the file contains a comma separated list of field names, and each
subsequent line is a record containing the fields specified in the first line. Note that the
CSV file format is an industry standard that is easily created using most spreadsheet
programs such as Microsoft’s Excel.

A sample CSV file would look like:

First Name, Last Name, Business Phone, Password
John, Doe, 410-555-1213, password123
Jane, Doe, 410-555-1215, password234

In order for ADtoolkit to correctly interpret a column in the file, the column’s title must
come from either the accepted list of valid field names, or it must be an LDAP display
name of an Active Directory attribute. For the accepted list of valid field names, see
Import Field Names, at the end of this appendix.

NOTE: The following instructions are specific to the Add Users tool, but they are
applicable to the other User tools with respect to the import functionality.

Once you have created a CSV file, follow the steps below to create the users with the file.

1. Open the Add Users Tool by selecting the TooLs | USERS | ADD menu command
or shortcut bar icon.

2. Proceed to the Users tab and click on the IMPORT button. Enter the name of the
CSV file in the IMPORT FILE NAME edit box. Choose the delimiter used in the file,
then click on the START button to begin importing users.

3. Each record of the file will be processed and the results will be displayed in the
REesuLTs window below. When all records have been imported, review the
results to make sure each name was imported correctly. When you have
completed importing your users, click on the CLOSE button to exit the window.
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Proceed to the Account tab and click on the BROWSE button. Select the Domain
or Organizational Unit that you wish to create the new user accounts in.

Move to the Names tab and select the method for converting the users’ names
into Windows 2000 logon names, NetBIOS names, display names and full
names. Also choose which suffix should be added to the logon name and
whether or not to guarantee unique names by adding digits whenever necessary.

To automatically create an Exchange mailbox for each new user, proceed to the
E-mail tab and select the Create Exchange Mailboxes checkbox.

To write the new account names and passwords to a file for future reference,
proceed to the Output tab and select the Create a File with Usernames and
Passwords checkbox.

The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

To test the tool, click on the RUN SIMULATION button or select it from the Run
Menu. The simulation process will verify that all the necessary data has been
entered and will display any errors that would be encountered during an actual
run.

Once you have corrected any problems that the simulation exposed, select Run
Now from the Run Menu, or click on the RUN Now button. The Add Users tool
will be launched and the users will be created.

When running the simulation, a dummy user is added with all the specified
settings and then deleted to ensure that the process will work correctly.

Settings made in the grid on the Users tab page will override any settings made
on the following tab pages (e.g. street address).

Settings made using the Attributes tab page will override any settings made on
the other tab pages with the exception of the settings made in the grid on the
Users tab page.
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Importing Groups

ADtoolkit simplifies the creation of multiple groups by allowing you to import a text file
containing the new group names and other data. For example, suppose you have a
spreadsheet file that contains the names, and descriptions for 10 new groups. Using this
feature you could import those names directly into the Add Groups tool and create all the
groups in a single pass.

To utilize this feature you must first create a comma separated value (CSV) file, which
contains the names of the groups to be imported. The CSV file is simply a text file, where
the first line of the file contains a comma separated list of field names, and each
subsequent line is a record containing the fields specified in the first line. Note that the
CSV file format is an industry standard that is easily created using most spreadsheet
programs such as Microsoft’s Excel.

A sample CSV file would look like:

Name, Description
Network Engineers, Network Engineering Group -- Chicago Regional Office
Network Admins, Network Admin Group -- Chicago Regional Office

In order for ADtoolkit to correctly interpret a column in the file, the column’s title must
come from either the accepted list of valid field names, or it must be an LDAP display
name of an Active Directory attribute. For the accepted list of valid field names, see
Import Field Names, at the end of this appendix.

NOTE: The following instructions are specific to the Add Group tool, but they are
applicable to the other Group tools with respect to the import functionality.

Once you have created a CSV file, follow the steps below to create the groups with the
file.

1. Open the Add Groups Tool by selecting the TooLs | GROUPS | ADD menu
command or shortcut bar icon.

2. Proceed to the New Groups tab and click on the IMPORT button. Enter the name
of the CSV file in the IMPORT FILE NAME edit box. Choose the delimiter used in
the file, then click on the START button to begin importing groups.

3. Each record of the file will be processed and the results will be displayed in the
REsuLTS window below. When all records have been imported, review the
results to make sure each name was imported correctly. When you have
completed importing your contacts, click on the CLOSE button to exit the window.

4. Proceed to the Account tab and click on the BROWSE button. Select the Domain
or Organizational Unit that you wish to create the new group accounts in.

5. On the same page select the appropriate scope and type to apply to each new
group.

6. To add one or more members to the new groups, proceed to the Members tab
and click on the ADD button. Select the desired members from the AD browser
and click on the OK button.

7. To automatically mail enable each new group, proceed to the E-mail tab and
select the CREATE EXCHANGE E-MAIL ADDRESSES checkbox.
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8. The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

9. To test the tool, click on the RUN SIMULATION button or select it from the Run
Menu. The simulation process will verify that all the necessary data has been
entered and will display any errors that would be encountered during an actual
run.

10. Once you have corrected any problems that the simulation exposed, select Run
Now from the Run Menu, or click on the RUN Now button. The Add Groups tool
will be launched and the groups will be created.

Notes

¢ When running the simulation, a dummy group is added with all the specified
settings and then deleted to ensure that the process will work correctly.

e Settings made in the grid on the New Groups tab page will override any settings
made on the following tab pages (e.g. street address).

e Settings made using the Attributes tab page will override any settings made on
the other tab pages with the exception of the settings made in the grid on the
New Groups tab page.

Importing Contacts

ADtoolkit simplifies the creation of multiple contacts by allowing you to import a text file
containing the new contact names and other data. For example, suppose you have a
spreadsheet file that contains the first and last names, addresses, and phone numbers
for 100 new contacts. Using this feature you could import those names directly into the
Add Contacts tool and create all the contacts in a single pass.

To utilize this feature you must first create a comma separated value (CSV) file, which
contains the names of the contacts to be imported. The CSV file is simply a text file,
where the first line of the file contains a comma separated list of field names, and each
subsequent line is a record containing the fields specified in the first line. Note that the
CSV file format is an industry standard that is easily created using most spreadsheet
programs such as Microsoft’s Excel.

A sample CSV file would look like:

First Name, Last Name, Business Phone
John, Doe, 410-555-1213
Jane, Doe, 410-555-1215

In order for ADtoolkit to correctly interpret a column in the file, the column’s title must
come from either the accepted list of valid field names, or it must be an LDAP display
name of an Active Directory attribute. For the accepted list of valid field names, see
Import Field Names, at the end of this appendix.

NOTE: The following instructions are specific to the Add Contact tool, but they are
applicable to the other Contact tools with respect to the import functionality.

Once you have created a CSV file, follow the steps below to create the contacts with the
file.

1. Open the Add Contacts Tool by selecting the TooLs | CONTACTS | ADD menu
command or shortcut bar icon.
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Proceed to the Contact Names tab and click on the IMPORT button. Enter the
name of the CSV file in the IMPORT FILE NAME edit box. Choose the delimiter
used in the file, then click on the START button to begin importing contacts.

Each record of the file will be processed and the results will be displayed in the
ResuLTs window below. When all records have been imported, review the
results to make sure each name was imported correctly. When you have
completed importing your contacts, click on the CLOSE button to exit the window.

Proceed to the Account tab and click on the BROWSE button. Select the Domain
or Organizational Unit that you wish to create the new contact accounts in.

On the same page select the method for converting the contacts’ names into Full
names and Display names. You may also choose to automatically create unique
names by adding digits to the names whenever necessary.

To automatically mail enable each new contact, proceed to the E-mail tab and
select the CREATE EXCHANGE E-MAIL ADDRESSES checkbox.

The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

To test the tool, click on the RUN SIMULATION button or select it from the Run
Menu. The simulation process will verify that all the necessary data has been
entered and will display any errors that would be encountered during an actual
run.

Once you have corrected any problems that the simulation exposed, select Run
Now from the Run Menu, or click on the RUN Now button. The Add Contacts tool
will be launched and the contacts will be created.

Although most settings are optional, you should pay close attention to the
Security and the Profile tab pages. The settings on these pages are the most
important for setting up the accounts correctly.

When running the simulation, a dummy contact is added with all the specified
settings and then deleted to ensure that the process will work correctly.

Settings made in the grid on the Contact Names tab page will override any
settings made on the following tab pages (e.g. street address).

Settings made using the Attributes tab page will override any settings made on
the other tab pages with the exception of the settings made in the grid on the
Contact Names tab page.

Importing Computers

ADtoolkit simplifies the creation of multiple computers by allowing you to import a text file
containing the new computer names and other data. For example, suppose you have a
spreadsheet file that contains the names, descriptions, and location for 10 new
computers. Using this feature you could import those names directly into the Add
Computers tool and create all the computers in a single pass.

To utilize this feature you must first create a comma separated value (CSV) file, which

contains the names of the computers to be imported. The CSV file is simply a text file,
where the first line of the file contains a comma separated list of field names, and each
subsequent line is a record containing the fields specified in the first line. Note that the
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CSV file format is an industry standard that is easily created using most spreadsheet
programs such as Microsoft's Excel.

A sample CSV file would look like:

Name, Description, Location
Shocky, Needs Repair, Basement Cabinet
Cruella, Old 2003 Server, CMSC 1154

In order for ADtoolkit to correctly interpret a column in the file, the column’s title must
come from either the accepted list of valid field names, or it must be an LDAP display
name of an Active Directory attribute. For the accepted list of valid field names, see
Import Field Names, at the end of this appendix.

NOTE: The following instructions are specific to the Add Computer tool, but they are
applicable to the other Computer tools with respect to the import functionality.

Once you have created a CSV file, follow the steps below to create the computers with
the file.

1. Open the Add Computers Tool by selecting the TooLs | COMPUTERS | ADD menu
command or shortcut bar icon.

2. Proceed to the Computer Names tab and click on the IMPORT button. Enter the
name of the CSV file in the IMPORT FILE NAME edit box. Choose the delimiter
used in the file, then click on the START button to begin importing computers.

3. Each record of the file will be processed and the results will be displayed in the
REsuLTS window below. When all records have been imported, review the
results to make sure each name was imported correctly. When you have
completed importing your computers, click on the CLOSE button to exit the
window.

4. Proceed to the Account tab and click on the Browse button. Select the Domain or
Organizational Unit that you wish to create the new computer accounts in.

5. On the same page select the appropriate description, location and delegation
settings.

6. To add the new computers to one or more groups, proceed to the Groups tab
and click on the ADD button. Select the desired group names from the AD
browser and click on the OK button.

7. The remainder of the tab pages and settings are optional, but it is highly
recommended that you examine each page and fill in the appropriate values.

8. To test the tool, click on the RUN SIMULATION button or select it from the Run
Menu. The simulation process will verify that all the necessary data has been
entered and will display any errors that would be encountered during an actual
run.

9. Once you have corrected any problems that the simulation exposed, select Run
Now from the Run Menu, or click on the RUN Now button. The Add Computers
tool will be launched and the computers will be created.

Notes

e When running the simulation, a dummy computer is added with all the specified
settings and then deleted to ensure that the process will work correctly.

e Settings made in the grid on the Computer Names tab page will override any
settings made on the following tab pages (e.g. description).
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e Settings made using the Attributes tab page will override any settings made on
the other tab pages with the exception of the settings made in the grid on the
Computer Names tab page.

Import Field Names

The following list is the complete collection of valid field names that may be used in the
CSV file when importing user names into the selected tool. Any or all of the fields may be
used, but to ensure that the user name is generated correctly, we recommend including
the First Name, Last Name and Full Name fields. However, the Full Name field (or Name
field) is usually sufficient to generate the correct logon names. Beyond the name fields,

no other fields are required.

Field Name
Business Phone
Cell

Cell Phone

City
Company
Container

Country
Department
Description
Display Name

Distinguished Name

Email
E-mail
Fax
First

First Name
Full Name

HomeMDB

Home Phone

Description

Office telephone number of the user.

Cellular or mobile phone number of the user. Same
as the Cell Phone, Mobile and Mobile Phone fields.

Cellular or mobile phone number of the user. Same
as the Cell, Mobile and Mobile Phone fields.

City of the user's address.
Company name of the user.

The name of the container or OU in which to create
the user. The container must be in the distinguished
name format.

Country of the user's address.
Department of the user.
Description of the user.

The name of the user as it will appear in the
Exchange address book.

Distinguished name of the user (e.g.,
‘CN=JoeDoe,OU=Users,DC=MyDomain,DC=com’

Email address of the user. Same as the E-mail field.
Email address of the user. Same as the Email field.
Facsimile number of the user.

First name of the user. Same as the First Name
field.

First name of the user. Same as the First field.

Full user name in either the First Middle Last name
format or the Last, First middle name format. Same
as the Name field.

The name of the mail store in which to create the
users or contacts mailbox. The name must be in the
same format (i.e. distinguished name) as it appears
on the E-mail tab page. Same as Mail Store.

Home telephone number of the user.
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Last

Last Name
Logon Name
Mail Store

Member Of

Middle
Middle Name
Mobile
Mobile Phone

Name

NetBIOS Name

Notes

Office
Pager
Password
Phone
PO Box

P.O. Box

Postal Code
Province
State

Street

Zip Code
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Description

Last name of the user. Same as the Last Name
field.

Last name of the user. Same as the Last field.
User's W2K logon name (i.e., userPrincipalName)

The name of the mail store in which to create the
users or contacts mailbox. The name must be in the
same format (i.e. distinguished name) as it appears
on the E-mail tab page. Same as homeMDB.

A comma separated list of group names to add the
user to. The group names must be in the
distinguished name format.

Middle name of the user or contact. Same as the
Middle Name field.

Middle name of the user or contact. Same as the
Middle field.

Cellular or mobile phone number of the user. Same
as the Cell, Cell Phone and Mobile Phone fields.

Cellular or mobile phone number of the user. Same
as the Cell, Cell Phone and Mobile fields.

Full user name in either the First Middle Last name
format or the Last, First middle name format. Same
as Full Name field.

User’s NetBIOS or pre-W2K name
(i.e., sAMAccountName).

Additional information about the user (the Active
Directory ‘Notes’ attribute)

Office number of the user.

Pager number of the user.

User’s password.

Both the office and home phone numbers.

P.O. box number of the user. Same as the P.O. Box
field.

P.O. box number of the user. Same as the PO Box
field.

Postal Code of the user's address.
Province of the user's address.
State of the user's address.

Street address of the user.

Zip Code of the user's address.
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Setting an Import File

Rather than importing AD objects directly into an ADtoolkit grid, it may sometimes be
useful to set a file from which to import the objects at the time the tool is run. Perhaps the
file containing the list of objects has not yet been created, or maybe you wish to perform
the same action on the contents of a file every week and the file’s contents may change?
Either way, ADtoolkit has you covered.

rzanal ISecuri‘q.r IF'mﬁIe IGmups IE-maiI ITerminaI IDiaI-in I.ﬂ.th'ihutes IOuh:

] E dit | Irmport F| INl:-Impl:nrt File Specified

_ |
g I bdiddle M Import to Grid I Dizplay M ame I Dezcription

Set Impart: File
Clear Import File

Imnport Opkions

To import the objects from a file at the time the tool is run rather than as you set up the
tool, click the down arrow next to the IMPORT button. You will then see an option entitled
SET IMPORT FILE. Clicking this option will display the Set Import File Dialog, shown below.

Set Import File

Setting an import file will cauze the tool to import names when it iz mwn N
rather than requining names to be placed in the grid before the tool iz
run. This feature iz most ugeful when running a tool on a scheduled

basiz, i.e. daily ar weekly. Eeliez]

Impart File Marme:

L,

I Browsze

Dreliriter:

—

—%'hen The Tool Bun |z Complete...

£ Do not medify the lmpart File

£ Femaove the Impart File's contents [unless an emnor occurs)
£~ Delete the Import File [unlezs an emor occurs)

" Always remaove the Impart File's contents

£ Always delete the lmpart File

The Set Import File Dialog will allow you to type or browse for a file from which to import
the objects. Also, choose the delimiter used by the file from the list box and specify an
action to take once the tool has completed execution. Click OK to set the import file.
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Appendix B: Creating a Custom Template

Custom templates are used to convert a user name to Windows 2000 logon names or
Exchange email addresses. Even though several preset conversions are available to
choose from, your specific name format may not be available. In this case, a custom
template can be used to create names in the format you require. To create a custom
template for creating Windows 2000 logon names, following the procedure outlined
below:

Custom Template Editor

I
Itern Length:
IHandu:um Digits ﬂ |3 :ll c I |
Text String: ki
I Help |
Add To Template | Undo | Clear |
Template:

<First>1<Middle:1<Last> <R andomtun: 3

E xample:
JOPublicd29@sampledomain. com

NOTE: The following instructions are specific to the Add Users tool, but they are
applicable to the custom template features of other tools.

1. Open the Add Users tool by selecting the TooLs | USERS | ADD menu command
or shortcut bar icon.

2. Open the Names tab. Use the down arrow on the Format control and select the
Use CusToMm TEMPLATE method. If no template exists, the Custom Template
Editor will automatically open. If a template already exists, select the EDIT button
to open the Custom Template Editor.

3. From the Custom Template Editor, use the down arrow of the Item control to
select one of the items, such as First Name. To use the entire first name, leave
the Length field empty. To use a specific number of characters from the First
Name, enter the desired number of characters in the Length field.

4. Select the ADD TO TEMPLATE button to add the current item and length to the
template.

5. To add one or more text characters to the template, use the down arrow in the
Item control and select TEXT STRING. Enter the desired text into the Text String
field and select the ADD TO TEMPLATE button.

6. If you make a mistake while creating the template, select the UNDO button to
remove the last item in the template. To clear the entire template and start over,
select the CLEAR button.

7. Once you have completed your modifications to the template, select the OK
button to save your changes to the current Custom Template.
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Appendix C: Common Dialogs

This section contains detailed descriptions of the common dialogs within ADtoolkit.

Column Data Dialog

Selecting the AbD or MODIFY buttons in the Columns section of the Create a Custom
Report dialog will display the Column Data dialog.

Column Data |
— Select the Attribute ar Property to Dizplay Add
1+ iComman Property: IDistinguished Marme j Cloze |
4D Attibute: IaccnuntE:-:pires j H_lelp
I Ehild Attribute IaccuuntE:-:pires j
— Set the Formatting of the Column
Calurn Title: Diztinguizhed Mame
Column ‘width: |1 an
Caolumn Format: I j
tel =l e d et ; ™| Wisplay each value it a separate o
Prirnary Colurm: [ Sart on this column when the report is complete

This dialog contains the following options/settings:

Select the Attribute or Property to Display

Common Property

AD Attribute

Child Attribute

Select this option and select a Common Property from
the drop-down list if you wish to show one of ADtoolkit's
predefined common properties in the column.

Select this option and select an AD attribute from the
drop-down list to the right if you wish to show an AD
attribute in the column.

Select this option and choose an attribute from the
drop-down list to the right if you would like to show a
child attribute in this column.

For example, if you wanted to show the address of
each user’s manager, you could select the Manager
common property above and select the streetAddress
attribute in this field.
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Set the Formatting of the Column

Column Title
Column Width

Column Format

Display each value
on a separate row

Primary Column

Configure Grid Dialog

Use the Configure Grid dialog to configure the columns of the names grid. More
specifically, you can use this box to show or hide various columns and to re-order the

Enter a column title to show in the report header.

Enter a width, in pixels, for this column. The default
value for this field is 100.

Use this field to specify a format for the column data.

Check this box if you wish to have each item of a multi-
valued attribute on its own line.

Check this box if you wish to sort on this column when
the report is complete. If no primary column is selected,
the first column will be used to sort to the data.

displayed columns within the grid.

Configure Gnd

Awailable columns:

]|

Show theze columns in thiz order:

Firzt Mame -
Lazt Mame
Middle Mame
Full M ame
Digplay Mame
Dezcription
Office

Email —
Horme Phone

Biz Phone

Cell Phone

Pager

Fax

Steet ll

taove Up

Add > |
<- Bemove |

Cancel

ICEEN

Help

Mave Down |

This dialog contains the following controls:

Available Columns

Add

Remove

Show These
Columns

This control displays a list of all the columns that are
currently hidden from view in the names grid.

Click on this button to move all the currently selected
columns from the Available Columns list to the Show
These Columns list.

Click on this button to move all the currently selected
columns from the Show These Columns list to the
Available Columns list.

This control displays a list of all the columns that are
currently displayed in the names grid.
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Move Up Click on this button to move the currently selected columns
up one position in the Show These Columns list.

Move Down Click on this button to move the currently selected columns
down one position in the Show These Columns list.

Custom Report Dialog

To create a custom report, select the NEw REPORT button on the Report Type tab page.
This will display the Create a Custom Report dialog which allows you to configure the
headers, footers and columns that will appear on the report and create filters that will
determine what data will appear in the report.

Create a Custom Report x|
—Header and Footer Options _DK
Title Text:
|Account Creation Dates ¥ Show Date ﬂl
Sub-Title Text: ¥ Show Page Mumbers Help |
Footer Text:
IHeport Generated by Javeling Software

— Columns
Add Remove adify Reorder Add Sample Data |
Digtinguizhed Mame ‘when Created

Frimary Sart Column: Mone Selected

Filters
Add Femove adify batch Al Filers [

This dialog contains the following options/settings:
Header and Footer Options

This section of the dialog allows you to configure the headers and footers that will
appear on each page of the report.

Title Text Enter the text you would like displayed at the top of each
page of the printed report. This field is mandatory.

Sub-Title Text Enter the text you would like displayed underneath the
main title at the top of each page of the printed report.
Leave this field blank if you do not want a sub-title on the
report.
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Footer Text Enter the text you would like displayed at the bottom of
each page of the printed report. Leave this field blank if
you do not want a footer printed on the report.

Show Date Check this box to display today's date on the printed
version of the report.
Show Page Check this box to display page numbers on the printed
Numbers version of the report.
Columns

This section of the dialog allows you to define the columns to be included in your
report.

Add Click this button to add a column to the report. Selecting
this button will display the Column Data dialog allowing
you to select the type of column to be added, define the
column title, and specify the column width.

A description of the Column Data dialog is on page 353

Remove Click this button to remove the currently selected column
from the report. To select a column simply click on the
column title in the Report Grid.

Modify Click this button to modify the currently selected column
on the report. Selecting the button will display the Column
Data dialog. To select a column simply click on the
column title on the Report Grid.

Reorder Click on this button to display a dialog box used to change
the ordering of this report's columns.

Add Sample Data Click this button to add some sample data to the Report
Grid.

Report Grid This control displays all of the columns in their current size
and position. A column's position can be modified by
clicking on the column in the header bar and dragging it to
a new position in the grid. Likewise, a column can be
resized by clicking on the column'’s right hand border
within the header bar and dragging it to the left or right.

Primary Sort This field shows the primary sort column if one has been
Column selected. If you do not select a primary sort column, the
first column is used to sort the data.

Filters

This section of the dialog allows you to create filters that will determine what data
will appear in the report.

Add Click this button to add a filter to the filter list. Selecting
this button will display the Report Filter dialog. For more
information, see Filter Dialog in Appendix C on page 360.

Remove Click this button to remove the currently selected filter
from the filter list.

Modify Click this button to modify the currently selected filter.

Common Dialogs



ADtoolkit

357

Match All Filters Check this box to require all filters to evaluate to true
before an object is added to the report. If this option is not
checked, then an object will be added to the report if any
of the filters evaluate to true.

Filter List This list displays all of the filters defined for this report.

Extended Terminal Services Settings Dialog — Add Users Tool

This dialog is displayed when the ADVANCED SETTINGS button on the Terminal tab is
selected. This dialog allows you to define additional settings for using terminal

services.

Extended Terminal Services Settings &1 B3

r— Femate Control

" Dizable remote control

" Enable remote viewing only

v Flequire user's permission

K.

Cancel

dis

Help

— Sesgion

End a dizconnected session:
Active sezsion limit;

|dle zession limit;

Days Hours Mirutes
== N =
== =
e b e [ =

& Disconnect from session

¢~ End session

When a session limit iz reached or the connection is broker:

@ Allow reconnection from any client

 Allow reconnection from originating clignt anly

This dialog contains the following settings/controls:

Remote Control
Disable remote control

Enable full remote control

Enable remote viewing
only

Require user’s
permission

Sessions

End a disconnected
session (days, hours,
minutes)

Select this option to disable remote access
capabilities through terminal services.

Select this option to enable remote access
capabilities through terminal services.

Select this option to allow viewing through terminal
services.

Check this box to display a message on the client
that asks permission to view or take part in the
session.

Use these three spin controls to set the maximum
time that a disconnected session remains active
on the server. If you specify the duration, a
disconnected session is reset after the time
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Active session limit (days,
hours, minutes)

Idle session limit (days,
hours, minutes)

Disconnect from session

End session

Allow reconnection from
any client

Allow reconnection from
originating client only

Extended Terminal Services Se
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elapses. Set all three controls to zero if you wish
to allow disconnected sessions to remain active

indefinitely.

Specify the maximum amount of time a session

can be active before disconnecting.

Specify the maximum amount of time a session
can be idle before disconnecting.

Select this option to disconnect from the session
when a session limit is reached or the connection
is broken.

Select this option to end the session when a
session limit is reached or the connection is
broken.

Select this option to permit any client to reconnect
to the terminal service.

Select this option to restrict a reconnection from
the originating client only.

ttings Dialog — Modify Users Tool

This dialog is displayed when the ADVANCED SETTINGS button on the Terminal tab is
selected. This dialog allows you to define additional settings for using terminal

services.
Extended Terminal Services Settings K1 Ed
— Remate Cantral
& Do not change remote control settings
Cancel |
" Dizsable remote contral
Hel
£~ Enable full remate control LI
" Enable remote viewing only
™| Eequite weers permiesion
— Sezsionz
[ays Haours inutes
[ End a disconnected zession: IEI ﬁ IEI j IEI ﬁ
[ Active session limit; Il:l ﬁ Il:l ﬂ ||:| ﬂ
I™ Idle sessian limit: | =T = =

" Dizconnect from session

& End session

¥ Wwhen a session limit iz reached or the connection is broker:

¥ Allow reconnection:

' From any client

& From the onginating client onbé
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This dialog contains the following settings/controls:

Remote Control

Do not change remote
control settings

Disable remote control

Enable full remote control

Enable remote viewing
only

Require user’s
permission

Sessions

End a disconnected
session (days, hours,
minutes)

Active session limit (days,
hours, minutes)

Idle session limit (days,
hours, minutes)

When a Session Limit is
Reached

Disconnect from
session

End session

Select this option to to prevent any changes from
occurring to the users' remote control settings.

Select this option to prevent the users terminal
services session from being monitered or
controlled remotely.

Select this option to enable remote observation or
control of the user’s terminal services session.

Select this option to enable remote observation
only of the user’s terminal services session.

Select (check) this box to display a message on
the client that asks permission to view or take part
in the session.

Use these three spin controls to set the maximum
time that a disconnected session remains active
on the server. If you specify the duration, a
disconnected session is reset after the time
elapses. Set all three controls to zero if you wish
to allow disconnected sessions to remain active
indefinitely.

Use these three spin controls to set the maximum
duration for sessions. If you specify a duration, the
session is disconnected or reset after the time
elapses. Set all three controls to zero if you wish
to allow the connection to continue for an
unlimited period.

Use these three spin controls to set the maximum
idle time allowed before the session is
disconnected or reset. If you specify a duration,
the session is disconnected or reset after there
has been no client activity for that period of time.
Set all three controls to zero if you wish to allow
clients to remain idle indefinitely.

Select this button to modify the action of the
Terminal Server when the connection to the server
is broken for any reason, including a request, a
connection error, or a session limit is reached.

Select this button to force the client to disconnect
when the session limit is reached. The client can
reconnect to the session if needed.

Select this button to force the client to reset the
session when the session limit is reached. A reset
session cannot be reconnected.
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Allow Reconnection

Allow reconnection
from any client

Allow reconnection
from originating client
only

Filter Dialog
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Select this button to modify the behavior of the
Terminal Server when a reconnection attempt is
made.

Select this button to allow reconnection of a
disconnected Terminal Server session from any
computer. This is the default setting.

Select this button to restrict a reconnection to a
disconnected Terminal Server session to the
computer that started the session.

This option is supported only for Citrix ICA-based
clients that provide a serial number when
connecting.

Selecting the ApD FILTER button on the Filters tab page will display the Search Filter

dialog.

Search Filter

Show objects that match the criteria below:

— Filker Criteria

Property or Attribute to Filker On;

& Use Match Criteria Below

katch When the String. ..
& Containg

€ Does not contain
" Equals

" Does not equal

& Common Praperty IState j
 AD Attribute IaccnuntEHpires j
|z Empty

|z Mat Empty

" all of the waords
€ any of the words
% the phrase

Case Sensitive [

IMDI

 Filter Dezcription

IState Containz the Phraze: MD
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This dialog contains the following options/settings:
Filter Criteria

This section of the dialog allows you to specify which property or attribute to filter on
and what value to look for in the property or attribute.

Common Property Select this option and select a Common Property from the
drop-down list if you wish to filter on one of ADtoolkit's
predefined common properties.

AD Attribute Select this option and select an AD attribute from the drop-
down list to the right if you wish to filter on an AD attribute.

Is Empty Select this option to look for an empty attribute or property
(i.e., the attribute is missing from Active Directory or has
no value.)

Is Not Empty Select this option to look for an attribute or property that is
not empty.

Use Match Criteria Select this option to search for the specified attribute or

Below property for the criteria specified in the fields displayed

below this option. Selecting this option will activate the
corresponding match criteria based on the type of attribute
or property selected above. For more information, see the
different match criteria described below.

Filter Description Enter a text string that describes the filter. This text box is
automatically filled in based on the choices made in the
fields above.

Boolean Match Criteria

When a Boolean attribute or property is selected and the Use Match Criteria Below
option is enabled, the dialog changes appropriately.

katch When the Walue. .

{# Equals Falze

™ Equals True

The following two options are available:

Equals True Select this option to search for an attribute’s or
property’s value that equals true.

Equals False Select this option to search for an attribute’s or
property’s value that equals false.
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Date Match Criteria

When a date attribute or property is selected and the Use Match Criteria Below
option is enabled you can define search criteria based on that date value.

b atch 'when the Date Ocours. ..

= Before & Days in the future ||;|

= After = Dayz in the past II:I

" Equal Ta ™ The fallowing date: ||:|5,=|:|1,=2|:||:|9 j

The following options are available:

Before Select this option to search for date attributes that fall
before the specified search date.

After Select this option to search for date attributes that fall
after the specified search date.

Equal To Select this option to search for date attributes that fall
on the specified search date.

Days In The Select this option and enter a number of days. You can

Future specify a search date that occurs n days in the future.

For example, a 7 specifies a search date exactly one
week in the future. Note that the date is determined
when you run the report, not when you configure it.

Days in The Past Select this option and enter a number of days. You can
specify a search date that occurs n days in the past.
For example, place a 3 in the field to specify a search
date three days ago.

The Following Select this option and enter an exact date. You can use
Date the down arrow to pop up a calendar and select a date.

Drive Letter Match Criteria

When the selected attribute or property contains a drive letter and the Use Match
Criteria Below option is selected, choose the drive letter to search for.

tatch the following Drive Letter: IZ: "I

The option is:

Drive Letter Use the down arrow to select the drive letter to be
searched for.
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Duration Match Criteria

When a duration attribute or property is chosen and the Use Match Criteria Below
option is selected, enter a duration value and select the desired option.

Match When the Duration [z

% Greater than ears Draps Hours Minutes
N N

i
™ Less Than I

The options and measurements are:

Greater Than Select this option to search for durations that are
greater than the specified search duration.

Less Than Select this option to search for durations that are less
than the specified search duration.

Years Enter a Years component of the duration value for
comparison.

Days Enter a Days component of the duration value for
comparison.

Hours Enter an Hours component of the duration value for
comparison.

Minutes Enter a Minutes component of the duration value for
comparison.

Enumeration Match Criteria

When an attribute or property of an enumerated type is chosen and the Use Match
Criteria Below option is selected, select a value from the drop down box and select
the desired option.

tdatch when the Walue iz...

& Equal To =
o Callback
" Mot Equal To

The options and measurements are:

Equal To Select this option to search for enumerated types that
are equal to the specified enumerated value.

Not Equal To Select this option to search for enumerated types that
are not equal to the specified enumerated value.

Enumerated Type Select a value from this combo box for comparison.
Field
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IP Address Match Criteria

When an IP attribute or property is chosen and the Use Match Criteria Below option
is selected, enter an IP Address and select the desired option.

tatch *when the P Address |z .

% Gireater than
™ Lezz Than o .0 .0 .0
" Equal To
The options are:
Greater Than Select this option to search for IP Addresses that are

greater than the specified search address.

Less Than Select this option to search for IP Addresses that are
less than the specified search address.

Equal To Select this option to search for IP Addresses that are
equal to the specified search address.

IP Address Enter an IP Address for comparison.

Number Match Criteria

When a number attribute or property is selected and the Use Match Criteria Below
option is enabled, enter a number value in the text field and select one of the
following options:

bd atch wihen the Mumber [z,

= Greater than
" Less Than
" Equal To
£~ Mot Equal To

The options are:

Greater Than Select this option to search for numbers that are
greater than the specified search number.

Less Than Select this option to search for numbers that are less
than the specified search number.

Equal To Select this option to search for numbers that are equal
to the specified search number.

Not Equal To Select this option to search for numbers that are not
equal to the specified search number.

Search Number Enter a number for comparison.
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Size Match Criteria

When a size attribute or property is chosen and the Use Match Criteria Below
option is selected, enter a number value and select the desired option and
measurement.

tdatch When the Size ls.

' Greater than ' Bytes
" Less Than 1] " Megabytes
" Equal To ™ Gigabytes

The options and measurements are:

Greater Than Select this option to search for sizes that are greater
than the specified search size.

Less Than Select this option to search for sizes that are less than
the specified search size.

Equal To Select this option to search for sizes that are equal to
the specified search size.

Bytes Select this option if the search size specified is in bytes.

Megabytes Select this option if the search size specified is in
megabytes.

Gigabytes Select this option if the search size specified is in
gigabytes.

String Match Criteria

When the attribute or property contains a text string and the Use Match Criteria
option is selected, the following options are displayed.

kd atch \When the String....

' Containz " all of the words Case Senzitive [
" Does not contain— © any of the words
" Equalz % the phraze
" Does not equal
kD
Match When the Select the options and enter one or more words to
String... search for in the attribute.
Contains Sets the string criteria so that the search looks for the
attribute to contain the search word or words.
Does not contain Sets the string criteria so that the search looks for the
attribute that does not contain the search word or
words.
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Equals

Does not equal

All of the words

Any of the words

The phrase

Case Sensitive
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Sets the string criteria so that the search looks for the
attribute to match the search word or words exactly.

Sets the string criteria so that the search looks for the
attribute to not match the search word or words.

All the words in the text field meet the string criteria and
are found/not found within the selected attribute or
property. The words can appear in any order within the
attribute.

At least one of the words in the text field meets the
string criteria and is found/not found within the selected
attribute or property. The words can appear in any
order within the attribute.

The exact phrase in the text field meets the string
criteria and is found/not found within the selected
attribute or property. The words must be in the same
order within the attribute.

Check this box to force the filter to perform case
sensitive searches.

Common Dialogs



ADtoolkit 367

Home Directory Security Dialog

The Home Directory Security dialog allows you to specify the access permissions for
the home directory. The ADD %USERNAME% button allows you to select the user that
is being modified.

Home Directory Security |

I ame Add

& Adrminiztrators
Add Zusername? |
Hemove |

< | 2]

— Permissions
Full Contrel = el = Ery
Modify e = DEry
Read & Execute = &l = WEny
List Falder Contents = &l = bEny
Fead Il ™| men
wiite | = [ ey

[ Inherit permizsions from parent directony

(] 4 I Cancel

This dialog contains the following controls:

Add Click this button to browse for one or more objects to be
added to the list.

Add %username% Click this button to add the user who is being modified to

the list.
Remove Click this button to remove the currently selected object
from the list.
Inherit Click this button to have the home folder inherit
Permissions from permissions from the parent directory.

Parent Directory
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ILS Settings Dialog

The ILS Settings dialog allows you to configure the Account and Server names for the
Internet Locater Service.

Configure ILS Settings |

ILS Server:

ILS Account:

k. I Cancel

This dialog contains the following fields and controls:

ILS Server The ILS server name.

ILS Account The ILS account to use.

OK Click the OK button to save your entries and close the
dialog.

Cancel Click the CANCEL button to close the dialog without

saving your entries.
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Logon Hours Dialog

The Logon Hours dialog is displayed when the Logon Hours button is selected. This
dialog allows you to specify which days of the week and which hours of the day the
current group of users will be allowed to logon. The blue or shaded cells indicate the
time periods in which a logon will be allowed. The white or non-shaded cells indicate the
times in which a logon will be denied. To modify the allowable logon periods, simply
select the cells you wish to change, then click on either the LOGON ALLOWED or LOGON
DENIED button. If the LOGON ALLOWED button is clicked, all the currently selected cells
will turn blue. If the LOGON DENIED button is clicked, all the currently selected cells will
turn white.

Logon Hours |

(¢ ¥ (¢

12.2.4.6.8.1012. 2. 4. 6.8 .10.12 Cancel

A AR A A A A A AR A e |

Sunday
Moncey NNNNNURNNUNNNNNNHEE | oo |
Tuesey JiRARRRARNARNNAR

i AN | || (||| ||| [|]||]

P A I Logon Allowed
Thisscy HiRARRRARNARRNAR

i Innnm

S aturday

tonday through Friday from 10 pro to 12 am

The cells within the grid may be selected in numerous ways. To select a single cell,
simply click on that cell with the mouse. To select an entire day you may click on the
button indicating the day on the left side of the grid. To select the same hour on each
day of the week, click on the button for that hour at the top of the grid. To select a block
of cells, you may click and drag the mouse pointer within the grid. Likewise, you can click
and drag the mouse across the buttons to select multiple days or hours.

This dialog contains the following controls:

Logon Hour Grid Table displaying which hours a logon will be allowed. A
white cell in the grid indicates that a logon is denied during
that hour. A blue cell in the grid indicates that a logon is
allowed during that hour of the week.

Logon Denied Use this button to deny logon during any of the currently
selected hours.

Logon Allowed Use this button to allow logon during any of the currently
selected hours.
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Mailbox Options Dialog — Add Groups/Contacts Tool

The Mailbox Options dialog allows you to specify some advanced options for the new
mailboxes.

x
— Inzoming Meszage Size
™ Mawimum [KB]: I'IUUU

—Accept Messages From

i+ All Senders

™ Only senders in the following list

&dd

BEemove |

[ Require that all senders are authenticated

— Reject Meszages From

& Mo Senders

= Senders in the following list

&dd

BEemove |

Ok I Cancel | Help |

Incoming Message Size

Use Default Limit  Select this option to use the default limit on incoming
message size.

Maximum (KB) Select this option to specify a limit for the size of incoming
messages.

Accept Message From:
All Senders Select this option to accept messages from all senders.

Only Senders in Select this option to accept messages from only the people
the Following List in the Sender List.
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Sender List

Add

Remove

Require that all
senders be
authenticated

Reject Message From:
No Senders

Only Senders in
the Following List

Sender List

Add

Remove
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This field contains the names of senders from which
messages will be accepted. If the All Senders option is
checked above, the contents of this field will be ignored.

Click this button to open the AD Browser dialog which will
allow you to choose one or more names to add to the
Sender List.

Clicking this button will remove the selected entries from the
Sender List.

Select this option to require that all senders be
authenticated.

Select this option to accept messages from all senders.

Select this option to reject messages from only the senders
in the list below.

This field contains the names of senders from which
messages will be rejected. If the No Senders option is
checked above, the contents of this field will be ignored.

Click this button to open the AD Browser dialog which will
allow you to choose one or more names to add to the
Sender List.

Clicking this button will remove the selected entries from the
Sender List.
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Mailbox Options Dialog — Add Users Tool

The Mailbox Options dialog allows you to specify some advanced options for the new
mailboxes. The Mailbox Options dialog is organized into tab pages, each of which is
described in detail below.

Protocol Settings Tab

Advanced Mailbox Dptions

r
r
r

¥ | Enatie O,
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The protocol settings tab page allows you to specify which mail protocols should be
enabled for the new accounts, as well as control the OMA settings. The table below
describes the fields and controls on this page.

Protocol Settings

Use Default
Protocol Settings

Enable OWA
(HTTP)

Enable POP3
Enable IMAP4
Enable MAPI

Enable Cached
Mode MAPI Clients
Only

Check this box to use the default protocol settings.

Unchecking this box will enable the other options in the
group box so that you can set the protocols manually.

Check this box to enable Outlook Web Access.

Check this box to enable POP3.
Check this box to enable IMAP4.
Check this box to enable MAPI.

Check this box to restrict access to the mail server to
non-cached clients only.

Outlook Mobile Access (OMA) Settings

Use Default OMA
Settings

Enable OMA

Enable User
Initiated
Synchronization

Enable Up To Date
Notifications

Check this box to use the default OMA settings.

Unchecking this box will enable the other options in the
group box so that you can set the options manually.

Check this box to enable Outlook Mobile Access.

Check this box to enable User Initiated
Synchronization.

Check this box to enable Up To Date Notifications.
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Message Restrictions Tab

Advanced Mailbox Oplions

Protocol Settings  Message Restrictions | Starage Duntasl

— Mezzage Limits
Outgaing Meszage Size: W Use default
Incoming Mezzage Size: ¥ Use default

Fiecipient Limit; [ Use default

b awimur Size [KB); |1 000
b awimur Size [KB); |1 000
M axirnurm Recipients: |2U—

—Accept Mezsages From

& Al Senders

= Only senders in the fallowing list

W FRequire that all senders are authenticated

S

EEmose

[

— Reject Meszages Fram

£ Senders in the following list:

S

BEmaseE |

Ok I Cancel | Help

Outgoing
Message Size:
Use Default

Outgoing
Message Size:
Maximum (KB)

Incoming
Message Size:

Message Limits

Check this box to use the mail server's default
outgoing message size limit for the selected users.
Remove the check to override the default setting.

Check this box to use the mail server's default
incoming message size limit for the selected users.

Enter the maximum message size in kilobytes the
selected users can send.
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The message restrictions tab page allows you to set limits on incoming and outgoing
messages including size and number of recipients. This page also includes options to
restrict the ability to send/receive messages to/from specific users. The table below
describes the fields and controls on this page.
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Use Default

Incoming
Message Size:
Maximum (KB)

Recipient Limit:
Use Default

Recipient Limit:
Maximum
Recipients

Accept Message From:

All Senders

Only Senders in
the Following List

Sender List

Add

Remove

Require that all
senders be
authenticated

Reject Message From:

No Senders

Only Senders in
the Following List

Sender List

Add

Remove
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Remove the check to override the default setting.

Enter the maximum message size in kilobytes the
selected users can receive.

Check this box to use the mail server's default limit for
message recipients for the selected users. Remove
the check to override the default setting.

Enter the maximum number of recipients the selected
users can send a message to.

Select this option to accept messages from all
senders.

Select this option to accept messages from only the
people in the Sender List.

This field contains the names of senders from which
messages will be accepted. If the All Senders option is
checked above, the contents of this field will be
ignored.

Click this button to open the AD Browser dialog which
will allow you to choose one or more names to add to
the Sender List.

Clicking this button will remove the selected entries
from the Sender List.

Select this option to require that all senders be
authenticated.

Select this option to accept messages from all
senders.

Select this option to accept all messages except from
those people in the Sender List.

This field contains the names of senders from which
messages will be rejected. If the No Senders option is
checked above, the contents of this field will be
ignored.

Click this button to open the AD Browser dialog which
will allow you to choose one or more names to add to
the Sender List.

Clicking this button will remove the selected entries
from the Sender List.
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Storage Quotas Tab

376

Advanced Mailbox Options E3 |

Protocal Settingsl Message Restrictions  Storage Quotas |

— Storage Limits

™ Use the mailbox store default settings

When the mailbox size excesds the indicated amount:

¥ Send a warming message at: |1 nooo KR
[+ Disable sending at: I'I 2000 KE

V¥ Dizable sending and receiving at: I'I 5000 KB

— Garbage Collection

W Use the mailbox store default settings

Feep deleted items for: IEI days

= D ek permate it delete iteme untiithe stare has beer backed up

ak I Cancel I Help |

The storage quotas tab page allows you to specify storage limits after which certain
mail features will become disabled. Garbage collection settings are also set on this
tab page. The table below describes the fields and controls on this page.

Storage Limits

Use the mailbox
store default
settings

Send a warning
message at:

Check this box to use the mail server's default storage
limit settings for the selected users. Remove the check
to override the default setting.

Check this box to send a warning message to the users
when they have reached the specified amount in
kilobytes.

After checking this box, enter the maximum amount of
storage in kilobytes the mailbox can use before a
warning message is sent to the user. Note this amount
must be less than the amount specified for the Disable
Sending and the Disable Sending and Receiving
options.
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Disable sending at:

Disable sending
and receiving at:

Garbage Collection

Use the mailbox
store default
settings

Keep deleted items
for...

Do not
permanently delete
items until the
store has been
backed up
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Check this box to prevent users from sending
messages once they have reached the specified
amount in kilobytes.

After checking this box, enter the maximum amount of
storage in kilobytes the mailbox can use before
prohibiting the user from sending messages. Note this
amount must be less than the amount specified for the
Disable Sending and Receiving option.

Check this box to prevent users from sending or
receiving messages once they have reached the
specified amount in kilobytes.

After checking this box, enter the maximum amount of
space in kilobytes the mailbox can use before
prohibiting the user from sending or receiving
messages. Note this amount should be more than the
amount specified for the Send a Warning Message
and the Disable Sending options.

Check this box to use the default deleted item settings
for the mail server.

Enter the number of days to retain deleted items in the
message store before permanently deleting them.

Check this box to force the mail server to wait until the
mailbox store is backed up before permanently
removing deleted items.
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Mailbox Options Dialog — Modify Groups/Contacts Tool

The Mailbox Options dialog allows you to specify some advanced options for the
mailboxes.

x
— Incoming Meszage Size
[~ Madimum [KB): I'IDE“:'

— Accept Meszages Fram

[~ &l Senders
[T Orly senders in the following list:

Add

Femawe |

[ Require senders be authenticated [T Do not require sender authentication

—Reject Meszages From

[~ Mo Senders
[ Senders in the follawing list:

A

Hemave |

Qk I Cancel | Help |

Incoming Message Size

Use Default Limit  Select this option to use the default limit on incoming
message size.

Maximum (KB) Select this option to specify a limit for the size of incoming
messages.

Accept Message From:

All Senders Select this option to accept messages from all senders.
Only Senders in Select this option to accept messages from only the
the Following people in the Sender List.

List

Sender List This field contains the names of senders from which

messages will be accepted. If the All Senders option is
checked above, the contents of this field will be ignored.
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Add

Remove

Require that all
senders be
authenticated

Do not require
sender
authentication

Reject Message From:
No Senders

Only Senders in
the Following
List

Sender List

Add

Remove
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Click this button to open the AD Browser dialog which will
allow you to choose one or more names to add to the
Sender List.

Clicking this button will remove the selected entries from
the Sender List.

Select this option to require that all senders be
authenticated.

Select this option if you do not wish to require that all
senders be authenticated.

Select this option to accept messages from all senders.

Select this option to reject messages from only the people
in the list below.

This field contains the names of senders from which
messages will be rejected. If the No Senders option is
checked above, the contents of this field will be ignored.

Click this button to open the AD Browser dialog which will
allow you to choose one or more names to add to the
Sender List.

Clicking this button will remove the selected entries from
the Sender List.
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Mailbox Options Dialog — Modify Users Tool

The Mailbox Options dialog allows you to specify some advanced options for the new
mailboxes. The Mailbox Options dialog is organized into tab pages, each of which is
described in detail below. Throughout the dialog, you will find corresponding checkboxes
(for example, Use the settings below and Use the default settings). Check either one
if you wish to modify these settings for the selected users. If you do not wish to change
these settings, leave both checkboxes clear.

Protocol Settings Tab

Frotocol Settings I Message Restictions I Storage Guutasl

— Protocol Settings

[T Use the seftings below [ Use the default settings

I | Erable @ HTTE I Disable i T

7| Enable EHES 7| Wisatle FOREE

I | Eretieiaps I Djsebieipiaes

= Enabile MEE 7 Wisatlehder Hote:

[ Encbled Cached Mods AP Clerts Orly | 01 Soungeguire Echange

— Outlook, Mobile Access [OkMA) Settingz

¥ Usethe settings belowe [ Use the default settings

¥ Enable Ot [ Disable OMA

¥ Enabe User Initiated Synchronization [ Disable User Initiated Sync

¥ {Enable Up to Date Motifications ™ Dizable Up to Date Motifications

k. I Cancel | Help

The protocol settings tab page allows you to specify which mail protocols should be
enabled for the new accounts, as well as control the OMA settings. The table below
describes the fields and controls on this page.

Protocol Settings

Use the settings Check this box to modify the selected users with the
below settings below.
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Use the default
settings

Enable OWA
(HTTP)

Disable OWA
Enable POP3
Disable POP3
Enable IMAP4
Disable IMAP4
Enable MAPI
Disable MAPI

Enable Cached
Mode MAPI Clients
Only

Use the settings
below

Use the default
settings

Enable OMA
Disable OMA

Enable User
Initiated
Synchronization

Disable User
Initiated
Synchronization

Enable Up To Date
Notifications

Disable Up To Date
Notifications
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Check this box to modify the selected users with the
default protocol settings.

Check this box to enable Outlook Web Access.

Check this box to disable Outlook Web Access.
Check this box to enable POP3.

Check this box to disable POP3.

Check this box to enable IMAPA4.

Check this box to disable IMAP4.

Check this box to enable MAPI.

Check this box to disable MAPI.

Check this box to restrict access to the mail server to
non-cached clients only.

Outlook Mobile Access (OMA) Settings

Check this box to modify the selected users with the
settings below.

Check this box to use the default OMA settings.

Check this box to enable Outlook Mobile Access.
Check this box to disable Outlook Mobile Access.
Check this box to enable User Initiated
Synchronization.

Check this box to disable User Initiated
Synchronization.

Check this box to enable Up To Date Notifications.

Check this box to disable Up To Date Notifications.
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Message Restrictions Tab

Advanced Mailbox Options

[ ENYE.

The message restrictions tab page allows you to set limits on incoming and outgoing
messages including size and number of number of recipients. This page also
includes options to restrict the ability to send/receive messages to/from specific
users. The table below describes the fields and controls on this page.

Message Limits

Outgoing Check this box to use the mail server's default
Message Size: outgoing message size limit for the selected users.
Use Default

Outgoing To set the maximum outgoing message size manually,
Message Size: check this box and enter the maximum message size
Maximum (KB) in kilobytes the selected users can send.
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Incoming
Message Size:
Use Default

Incoming
Message Size:
Maximum (KB)

Recipient Limit:
Use Default
Recipient Limit:
Maximum
Recipients

Accept Message From:

All Senders

Only Senders in
the Following List

Sender List

Add

Remove

Require senders
be authenticated

Do not require
sender
authentication

Reject Message From:

No Senders

Only Senders in
the Following List

Sender List

Add

Remove

383

Check this box to use the mail server's default
incoming message size limit for the selected users.

To set the maximum incoming message size
manually, check this box and enter the maximum
message size in kilobytes the selected users can
receive.

Check this box to use the mail server's default limit for
message recipients for the selected users.

To set the recipient limit manually, check this box and
enter the maximum number of recipients the selected
users can send a message to.

Check this box to accept messages from all senders.

Check this box to accept messages from only the
names in the Sender List.

This field contains the names of senders from which
messages will be accepted. If the All Senders option is
checked above or both checkboxes are clear, the
contents of this field will be ignored.

Click this button to open the AD Browser dialog which
will allow you to choose one or more names to add to
the Sender List.

Clicking this button will remove the selected entries
from the Sender List.

Check this box to require that all senders be
authenticated.

Check this box if you wish to allow anonymous users
to send messages to the recipient.

Check this box to accept messages from all senders.

Check this box to reject messages from the senders in
the list below.

This field contains the names of senders from which
messages will be rejected. If the No Senders option is
checked above or both checkboxes are clear, the
contents of this field will be ignored.

Click this button to open the AD Browser dialog which
will allow you to choose one or more names to add to
the Sender List.

Clicking this button will remove the selected entries
from the Sender List.
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Storage Quotas Tab

Advanced Mailbox Oplions

I=| Serdla TN EssanE: ats
I} Disable sending &t

™| Disable: SERH Y & [ECEING &t

The storage quotas tab page allows you to specify the storage limits on the users’
mailboxes. Also, this page allows you to set the garbage collection settings including
how long to keep deleted items. The table below describes the fields and controls on
this page.

Storage Limits

Use the settings Check this box to use the settings below for the
below selected users.

Use the default Check this box to use the mail server's default storage
settings limit settings for the selected users.
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Send a warning
message at:

Disable sending at:

Disable sending
and receiving at:

Garbage Collection

Use the settings
below

Use the mailbox
store default
settings

Keep deleted items
for...

Do not
permanently delete
items until the
store has been
backed up
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Check this box to send a warning message to the users
when they have reached the specified amount in
kilobytes.

After checking this box, enter the maximum amount of
storage in kilobytes the mailbox can use before a
warning message is sent to the user. Note this amount
must be less than the amount specified for the Disable
Sending and the Disable Sending and Receiving
options.

Check this box to prevent users from sending
messages once they have reached the specified
amount in kilobytes.

After checking this box, enter the maximum amount of
storage in kilobytes the mailbox can use before
prohibiting the user from sending messages. Note this
amount must be less than the amount specified for the
Disable Sending and Receiving option.

Check this box to prevent users from sending or
receiving messages once they have reached the
specified amount in kilobytes.

After checking this box, enter the maximum amount of
space in kilobytes the mailbox can use before
prohibiting the user from sending or receiving
messages. Note this amount should be more than the
amount specified for the Send a Warning Message
and the Disable Sending options.

Check this box to use the settings below for the
selected users.

Check this box to use the default deleted item settings
for the mail server.

Enter the number of days to retain deleted items in the
message store before permanently deleting them.

Check this box to force the mail server to wait until the
mailbox store is backed up before permanently
removing deleted items.
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Modify Computer Info Dialog
Clicking the EDIT button opens the Modify Computer Info dialog. This dialog allows you to
change general info about the computer and modify attributes specific to the selected
computer(s).

Maodify Computer Info |

General Info | Attribute Data |

* Computer Mame: IL.ﬁ.P'T QF2003

Methios Mame: IL.-'3-.F"T OF2003%

D escription: I

Location: I

[*] Reguired Field

k. I Cancel Help

The General Info tab contains basic information about the name and location of the
computer. This tab contains the following fields:

Computer Name This required field identifies the name of the computer.
NetBIOS Name Enter the computer’s NetBIOS or pre-W2K name
(i.e., sAMAccountName).
Description Enter a description of the computer.
Location Enter the location of the computer.
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The Attribute Data Tab allows you to add, remove or modify specific attributes for the
chosen computer.

Modify Computer Info |
Gereral Infa  Attibute D ata |
kadify | Remove |
AD Attibute - - D efault i alue
deszcription Thiz iz a zample dezcription.
] Cancel Help

This tab contains the following fields and controls:

Add Click this button to open the Specify Custom Attributes
dialog where you can browse for an AD Attribute, select
one and set a value.

Modify Click the MobIFY button to open the Specify Custom
Attributes dialog for the highlighted AD Attribute. On this
dialog you can set a new value for this attribute.

Remove Highlight an Attribute in the list and click the REMOVE
button to remove the attribute from the list.
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New Computer Info Dialog

Clicking the AbD button opens the New Computer Info dialog. This dialog has two tabs
where you identify the computer to be added and have the opportunity to add attribute
data.

General Info Tab

Use this tab to specify the names of new computers to be added to Active Directory. You
can also specify the computer's NetBIOS name, description and location.

Hew Computer Info |

General Info | Attribute Data I

* Computer M ame:

M ethios Mame:

D escription:

Location:

[*] Required Field

] I Cancel Help

The following fields are on this tab:

Computer Name The computer’s name.

NetBIOS Name Computer’s NetBIOS or pre-W2K name
(i.e., sAMComputerName).

Description A description of the computer

Location The location of the computer
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Attribute Data Tab
Use this tab to specify the specific attributes for the computers to be added.

Mew Computer Info |

General Info Attibute Data |

b addify | Remove |

A0 Attribute - | Default Yalue |

1] | B

k. Cancel | Help |

This tab contains the following controls:

Add Click this button to browse for the AD attribute you wish to
modify and to enter a new value for that attribute. The
attribute and its new value will be added to the attribute

list.

Modify Click this button to modify the currently selected attribute
or its value.

Remove Click this button to remove the selected attribute(s) from

the attribute list.

AD Attribute List This list contains the AD attributes you wish to modify and
their new values.

The attribute list on this tab contains the following information:

AD Attribute The name of the AD attribute to be modified.

New Value The new value assigned to the attribute.
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Password File Layout Dialog

This dialog is displayed when the FILE LAYOUT button on the Output Tab is selected.
This dialog allows you to define which fields are to be included in the password file.

Pazsword File Layout |

Select which figldz to include in the password file:
[ Distinguished Mame

¥ Methios Name
¥ Logon Mame

[ Full Mame

[ Display Name
¥ Paszward

Separate each column with the following character:

I! - I
k. I Cancel

This dialog contains the following options:
Select which fields to include:

Distinguished Name Check this box to include the distinguished name in
the password file. This option is selected by default.
NetBIOS Name Check this box to include the NetBIOS name in the

password file.

Logon Name Check this box to include the logon name in the
password file. This option is selected by default.

Full Name Check this box to include the full name in the
password file.

Display Name Check this box to include the display name in the
password file.

Password Check this box to include the password in the
password file. This option is selected by default.

Separate each column with Use this dropdown box to specify the character to

the following character use to separate the columns in the password file.

OK Click this button to save your selections and close
the dialog.

Cancel Click this button to close the dialog without saving

your selections.
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Random Password Options Dialog

This dialog is displayed when the OPTIONS button next to the Create a Random
Password option on the Account tab is selected. It allows you to define the type of
characters and/or the length restrictions for creating randomly created passwords.

Random Password Options Ed I

— Pazzsword Characters

Min Required

W Humeric characters [ 0- 9 F |1 _|:'

¥ Lowercase alphabet[a-z ) I'I _lj
[T Uppercase alphabet [4 -2 |1 _lj

¥ Special characters | ~1EH%"47 | I-| |

Exclude these characters [caze zensitivel:

— Pazzword Length

Min 5 =

Ma§|12 _lj

— Dictionary File

Browse | I

]

Cancel | Help |

The following controls are available on the Random Password Options dialog:

Password Characters

Numeric characters
Lowercase alphabet
Uppercase alphabet
Special characters

Exclude these
characters

Password Length
Min

Check this box to include numeric characters (0 - 9) in
the randomly generated passwords.

Check this box to include lowercase characters (a - z)
in the randomly generated passwords.

Check this box to include uppercase characters (A - Z)
in the randomly generated passwords.

Check this box to include special characters
(~@#$%"&*) in the randomly generated passwords.

Enter in this field the individual characters you wish to
exclude from any randomly generated passwords.
Characters should be entered without any separators.

Use the controls or enter the minimum number of
characters to be included in the randomly generated
passwords.
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Max

Dictionary File

OK

Cancel

Help
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Use the controls or enter the maximum number of
characters to be included in the randomly generated
passwords.

Select or Browse for your dictionary file. A Dictionary
file contains illegal words, etc.

Click this button to save your options and close the
dialog.

Select his button to close the dialog without saving
your options.

Click this button to display help for the dialog.

Share Permissions Dialog

The Share Permissions dialog allows you to specify the permissions for the home
folder share. The ADD %USERNAME% button allows you to select the user that is

being created.

Share Permizsions E3

MHam

Add

£ pi—

& Diomain dudmins

<]

Add Xusermame® |
Bemaove |

|

— Permizsians
Full Cantral
Change

Fiead

[ Allow [ Deny
¥ Allgw [ Deny

¥ Allgw [ Dery

] I Cancel |

This dialog contains the following fields and controls:

Add

Add %username%

Remove

Click this button to browse for one or more users to be
added to the list.

Click this button to add the user who is being created to
the list.

Click this button to remove the currently selected user
from the list.
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SMTP Email Address Template Dialog

This dialog is displayed when the ADD button in the E-mail Addresses section on the E-
mail tab is selected. This dialog allows you to define a new email address template.

SMTP Email Addressz Template |

Domain M ame:

Iiaviznna.net

Template [tenm;

I Last Mame

Text String:

Add Tao Template |

j C |
ancel
Length:
A = e |
[Indo | Clear |

W Convert Mame to Lowercase

Template:

|<First>"."<Last>

E=ample:

johin. public(@javizona. net

This dialog contains the following fields and controls:

Domain Name

Template Iltem

Length

Text String

Add to Template
Undo
Clear
Convert Name to

Lowercase

Template

Use the down arrow to display and select the domain
name portion for the email address you are constructing.

Use the arrow to display and select a name component to
be added to the template.

Use the arrow controls or enter the maximum length of
the selected name component.

Enter a text string to be added to the template. Text
String must be selected in the Template Item field to use
this field.

Click this button to append the current template item (and
length) to the end of the template.

Click this button to remove the last item added to the
template.

Click this button to clear all of the data from the current
template.

Check this box to convert the email address to lowercase
letters.

This is a read-only field that displays the current
template.
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Example This is a read-only field that displays what a sample email
address will look like when converted using the current
template.

OK Click this button to save your selections and close the
dialog.

Cancel Click this button to close the dialog without saving your
selections.

Help Click this button to display help on the dialog.

Specify Custom Attributes Dialog — Add Tools

The Specify Custom Attributes dialog allows you to browse for attributes and set a
value for each of those attributes.

Specify Custom Attributes |

A0 Attribute Marme:
I extenziondttnbutel j

Fill the specified attribute with the following walue;

Colorada kMizsion

k. I Cancel Help

This dialog contains the following fields:

AD Attribute Name Select an Active Directory Attribute from this drop
down list.

Fill the specified Enter the value you wish to set for the selected

attribute with the attribute. The attribute and value will be added for

following value each of the groups you are adding.
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Specify Custom Attributes Dialog — Modify Tools

Specify Custom Attributes |

AD Attribute Mame:
I comparny j

™ Flemove the attribute

&% Fill the attribute with the following walue;

Javeling Softward

k. I Cancel Help

The attribute list on this tab contains the following information:

AD Attribute Name Select the name of the AD attribute to be set or
modified from the drop down list.

Remove the Select this option if you wish to remove the attribute
Attribute from the currently selected objects.
Fill the Attribute Select this option and enter a value to modify the

attribute value for the currently selected objects.

New Value Enter the value to assign to the attribute.
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Static Routes Dialog

This dialog is displayed when the Apply Static Routes checkbox is checked on the
Dial-in tab. Use this dialog to define a list of static routes to be used for one-way
initiated demand-dial routed connected. By defining one or more static routes, the
answering router adds the configured routes to its routing table when the demand-
dial connection is made.

Static Routes |

The table below liztz the ztatic routes to enable for these Dial-in connections.
Chek Add Baoute to add a route ta the table. Click Delete Boute ta remove
the zelected route fram the table.

Deztination | b azk, | b etnic

1] | o]

| &dd Route. . I Delete Foute |

k. | Cancel Help |

This dialog contains the following information:

Route List Box This list box displays the static routes enabled for the
specified dial-in connections.

Add Route Click this button to add a route to this table.

Delete Route Click this button to delete the currently selected route from
this table.

OK Click this button to save your changes and close this dialog.

Cancel Click this button to close this dialog without saving your
changes.

Help Click this button to display help about this dialog.
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