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DOCUMENTATION CONVENTIONS

Typeface Conventions

Bold

Indicates a button, menu selection, tab, dialog box title, text to type, selections from
drop-down lists, or prompts on a dialog box.

CONTACTING SCRIPTLOGIC

ScriptLogic may be contacted about any questions, problems or concerns you might have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries

561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

ScRIPTLOGIC ON THE WEB

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers customers a
variety of information;

Download product updates, patches and/or evaluation products.
Locate product information and technical details.
Find out about Product Pricing.

Search the Knowledge Base for Technical Notes containing an extensive collection of
technical articles, troubleshooting tips and white papers.

Search Frequently Asked Questions, for the answers to the most common non-technical
issues.

Participate in Discussion Forums to discuss problems or ideas with other users and
ScriptLogic representatives.
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What 1s Active Administrator?

Active Administrator™ is an enterprise Active Directory® management and auditing solution
that takes over where Active Directory leaves off. If Active Directory security is one of your
company's concerns, then Active Administrator is the right tool for you. Its easy-to-use
interface gives you single-seat enterprise control over your entire Active Directory security
and Group Policies. While Microsoft® native tools give you single object administration to
both security and group policies, those tools require endless nested buttons and dialog boxes
just to accomplish simple tasks and cause you to focus on the individual task at hand, without
a view of the larger picture. Take a look at the features of Active Administrator to see what

we mean by the larger picture:

Simple Security Administration. Active Administrator simplifies Active Directory
permissions by using a flexible interface, allowing easy navigation of your Active
Directory in one pane, with instant access to all permissions in another. Filtering of
inherited or assigned permissions also narrow down the focus of your management.

:H‘m:tive Administrator™ - ScriptLogic

File Security Group Policy Toaols Help
.;J Group Palicy Histary | Group Palicy Offine Repasitory | ﬁ Resultant Set of Palicies [RSoF]
(] Group Policy Objects by Container & AD Object Festore | Client Side Troubleshaoting
% Active Directory Security | % Active Templates | Active Directony Audiing | @ Group Palicy Objects
Cuirent Active Directary path
’7|LDAF’:.-".-"vm4-wm2ksvr.acme.comf’EN=Users,DE=acme,DEI=com ‘
Managed Servers——————————————————— Container Objects View i
E'@ wind-win2ksvi. acme.com ;I Mame Conta'u]er I | Type -
E‘@ acme.com €T 24 _Admin Obiﬂcts Group -
[ 2 | Computers 1H@M_User » Group
F-{53] Damain Contrallers ‘ € Ldministrator zer hd
- Foreign zcurityPrincipals | | 1 | I 2
- System
E@? — Object Pemissions
: - A4_Admmin Owner: IDomain Adming [ACMEAD omain Admins) Set Owner |
Navi te H ﬁs A User ¥ Allow inheritable permissions from parent to propagate to this object.
_ga [+ ﬁ Adminiztrator
Active m-F ASPNET T Native Permissions | % Active Templates Permissions |
D“’ectory Eg garst':jub.llshew Type: | ACCOLNE | Permission: d
_ nssaming 1 ?% Allow !ﬁ Account Operators (BUILTIMAccount Oper...  Create/Delete Group Objec
o o [E:] ﬁ DnsUpdatePra.n J
= ﬁ Domain &dmins ?% Allow !ﬁ Print Operatars [BUILTIMYPrint Operatars] Create/Delete Printer Dbjec
® @ Domain Computers . ?& Bllows @ Authenticated Users Read Permiszions, List Con
® @ Domain EDnt?oIIers %Allnw m @ Administratars [BUILTIN Wadminiztrators) Delete Objects, Read Perr
%Allnw m @ Enterprize Admins [SCMESE nterprize -
[# @ Domnain Guests - =
- , < | Manage >
Permissions for

Selected Object

Active Directory Backup and Restore. Administrators can select a domain that contains
Windows Server™ 2003 domain controllers and back up all Active Directory objects in
that domain. When a situation occurs that require an object to be restored, administrators
can select the object from a list and restore either the object with all the attributes it
possessed when it was backed up, or only attributes the administrator selects. In the case
of a container object, administrators have the option of either restoring all objects it
contains or all objects it contains of a particular type.
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Administrators can preview an object before it's actually restored or compare the
attributes of the selected object in the archive with those of the same object in the Active
Directory. Backups can either be scheduled or invoked interactively (restores are
interactive only).

Important: You must have a Windows 2003 domain controller to restore both attributes
and objects to Active Directory. If you have a Windows 2000 domain controller, you can
restore only attributes.

Active Templates. Active Administrator exclusively uses Active Templates, which make
assigning permissions easier by taking the guesswork out of what permissions need to go
where. Several Active Templates are included with your Active Administrator
installation, and you also can create your own.

H Active Administrator™ - ScriptLogic
File Security Group Policy  Tools  Help

% Gioup Policy Histor | Group Policy Offline R epositorny | ﬂ Fiesultant Set of Policies [RSoP]
Graup Policy Objects by Container I & AD Object Restare | Cliert Side Troubleshoating
T Active Directony Securty & Active Templates | Active Directory Auditing | 72 Group Policy Dbjects

i Template Options...

The Active Templates folder can be shared by administrators or held privately. When a common folder iz used. all changes to Active Templates and
where those templates have been applied wil be shared. *'e suggest using a UMNC path.

Template location: [%\Wmd-win2iavrbetiveddministrator, Relocate Active Templates Falder.

Mumber of automnatically generated backup files used by Active Templates: |1D 33

— Active Templates = Settings
| lame: Computers - Full Contral )
“omputers - Full Control Ilescription:  Ful control aver computer accaunts. Active Temp'ﬂte
omputers - Join & computer to the dor I hique |D: {4B0BB20F-3B9F-4421-420 0-30E EBFF 7 4B5C5} Deﬂn[ﬁon
_5 Computers - Modify all properties Permissions -
_5 Contacts - Create Contacts Type: | Permission: | Applies to:
L Contacts - Create, delete and manage T sl Create Computer Objects This ohject and all child objects
_él Contacts - Delete Contacts ?& Allowe Delete Computer Objects This object and all child objects
;EI Contacts - Manage Contacts % Bllow Full Contral Computer Dbjects
_-E| Exchange 2000 - Exchange Administiz al N
42000 - Exchange Palicy Adr =19
Standard and £2000 - Exchange Server Ad - Delegation Links:
User-defined 2000 - Instart Messaging A Delegated Account: | Conlainer Path:
= 12000 - Mail Storage Adminis !ﬂAdmmlstratnrs [BUILTIM Administrators] acme.com/Domain Contiollers
Active Templates £2000 - Manage Chat Chan |
. st 2000 - Message Transfer Ag ‘ =
Al ;lJ New Template.. | Modiy Template... | Delete Template Wheta Atie
ew Template... odify Template.. elete Template o o
Template is Applied

You can create your own Active Template by creating a new template or modifying one
of the standard templates. To delegate permissions by using an Active Template, choose
the object to be managed, select the user or group to be assigned the permissions, and
then select the Active Template.

Active Templates Auto-Repair. Active Templates, which are used to grant specific sets
of Active Directory rights to an object, can be configured so that they are automatically
reapplied if any of their permissions within the template are accidentally removed.
Additionally, administrators can be automatically alerted via email when an Active
Template is repaired.

Group Policy Management. Like Active Directory permissions, Active Administrator
makes Group Policy administration simple using the same easy interface. Plan Group
Policy settings using Resultant Set of Policies calculations to determine the net effect
policies have without actually having to implement them.
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NEW

Offline GPO Repository. Administrators can now edit Group Policies offline from
Active Directory, protecting the live network from unintended changes in Group Policies.
Offline Group Policies can be analyzed, edited, and compared with their live
counterparts. In addition, Active Administrator's enhanced RSoP functionality can be run
against a mixture of live and offline Group Policy Objects (GPOs) to simulate the effect
of GPO changes before they are put into the live environment. Finally, GPO permissions
management provides change control and ensures that only senior administrators can
publish offline GPOs into the live environment.

Group Policy Backups. Unlike the native backup of group policies via the System State,
Active Administrator can back up and restore group policies, allowing faster response to
corruption or changes that have a negative impact on users.

Auditing. Active Administrator centrally audits the security event logs on your domain
controllers. By auditing the changes made to Active Directory permissions or group
policies, you can find out what changes were made in Active Directory and who made
changes without having to filter through potentially thousands of event log entries. Active
Administrator can even email you when changes are made.

Active Directory Audit Report

Sumrmary: 59 Alert(s)

User(s): Al users

Ewent{s): Al events

Date Range: Between Wednesday, August 11, 2004, and Wednesday, August 15, 2004

August 18, 2004
Date/Fime: Lser: EFvent:
E| 08,/18/2004 10:54:32 AM Administrator Group Policy Object - Changed
({SALESDEMO Administrator)
Desc:  Group Policy Object '™SA WinxP lockdown {COEDASEC-7550-47 5F-B222-32 80684 9F906}" was changed by
'SALESDEMOYAdministrator' on 'JOM20033VR' at '8/18/2004 10:54:32 AM'
{H o8/18/2004 10:12:57 AM  Administrator Security - Permissions Changed
({SALESDEMO Administrator)
Desc:  The security for abject 'OU=Accounting, OU=5alesDemm o,DC=salesdem o,DC=local' {Type="organizationalUnit") was
changed by "SALESDEMOY Administrator’ on 'JOMZ0035YR" at '8/18/2004 10:12:57 AM'
E| 08/18/2004 10:12:57 AM Administrator Security - Permissions Changed
({SALESDEMO Administrator)
Desc:  The security for object 'OlU=Accounting, OU=>5alesDem o,DC=salesdem 0,0 C=local' {Type="organizationalUnit") was
- e AT Fm TRV R
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Active Administrator Console

Active Administrator Console extends the functionality of the built-in Windows management
tools for Active Directory by allowing administrators to view and manage security in a much
more extensible interface. Active Administrator gives administrators the ability to control
permissions inheritance on objects as well as change inherited permissions to explicit
permissions.

STARTING ACTIVE ADMINISTRATOR

Click Start, point to Programs > ScriptLogic Corporation > Active Administrator, and
then choose Active Administrator Console.

Each time you run the program you are greeted by the splash screen.

=3

% ACTIVE
ADMINISTRATOR

scriPTiiTcrd

EXAMINING THE MAIN WINDOW

Active Administrator was designed to be easy to use. Functions are grouped on tabs and
actions are accessible through the menu bar or by right-clicking to view a shortcut menu.

ctive Administrator™ - ScriptLogic Corporation
|88 Active Administrator™ - ScriptLogic C L]

File Security Group Policy  Tools  Help

d Group Palicy History | Group Palicy Dffine Repasitory I ﬂ Resultant Set of Policies [RSoP]
Group Policy Objects by Container I é AD Object Restare | Client Side Troubleshooting
T Active Directory Security | % Aclive Templates I (] Active Directory Audiling | ﬁ Group Palicy Objects

Current Active Directory path
’]LDAP Fumi-winksvr. acme.com/DC=acme, D C=cam ‘

Managed Servers————————————— — Container Objects
Zksvi.acme.com Mame | Type ;I
(@i (D Buikin builtinD omain -l
Computers (Z Computers Container
(&8 Domain Controllsrs Domain Controllers Organizational Uit ~
(23 ForeignSecurityPrincipa | | B
(23 System
120 Users — Object Pemissions
23 Buitin Owner; |Admimistratnrs [BUILTIMAdministrators] Set Owner |
O infastructuae = Allow inheritable permissions from parent to propagate b His objsct.
(X LosthndFound
(#-{5] Configuration ?‘ MNative Permissions | % Active Templates Pelmissiunsl
™3 Schema Tope, | Account: | Permizzion: :I
%A\Inw ﬁ Evemyone Read Al Properties J

?k Allow !ﬁ EMTERFRISE DOMAIN COMTROLLERS Fieplicating Directory Changes

T dllaw !ﬁ ENTERFRISE DOMAIN COMTROLLERS FRieplication Synchronization

% Allow !ﬁ EMTERFRISE DOMAIN COMTROLLERS Manage Replication Topology

@a Allow gi Administrators (BUILTIMN A dministrators] Replicating Directary Changeilll
1 +
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Actions in Active Administrator are grouped by function on various tabs. Within each tab, use
the menu bar and convenient shortcut menus to manage your Active Directory.

Tabs

Tab Description

Active Directory Security View and modify permissions on Active Directory objects in your entire
domain.

Active Templates Use the standard Active Templates or create your own to quickly
create and manage sets of permissions to be applied to objects in
Active Directory.

Active Directory Auditing View the security event logs that occur when changes are made to
Active Directory.

Group Policy Objects Create, delete, or rename Group Policy objects, and add or remove
links. Copy a Group Policy object from one domain to another or
explore the exact location on the network where the object is stored.

Group Policy Objects by View Group Policy objects by the containers to which they are linked,

Container which allows administrators to quickly view Group Policy object
application for a specific container.

AD Object Restore Select a backup archive copy of an Active Directory object from a list
and restore either the object with all the attributes it possessed when it
was backed up, or only attributes the administrator selects.

Client Side Troubleshooting View event log entries on Windows 2000 and later client computers to
quickly view Group Policy Object application and errors on remote
machines.

Group Policy History View Group Policy History on all Group Policy objects in your domains.
Selectively roll back to a previously saved version.

Group Policy Offline Repository | Make a copy of the GPO to edit without interfering with the normal
operation of Active Directory. When editing is complete, the changed
GPO can be exported to Active Directory in a single operation.

Resultant Set of Policies Perform several calculations of what if scenarios, including the

(RSoP) addition or removal of objects from OUs, Sites, or Security Groups to
quickly view Group Policy Object application and errors on remote
machines.

Menu Bar

You mostly use the short-cut menus on each tab to perform most of the tasks with Active
Administrator. The top menu bar provides a few other functions.

File Menu
Menu Option Description
Exit Close Active Administrator.

Security Menu

Menu Option Description
Backup Back up permissions on a selected domain.
Restore Restore previously backed up permissions.
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Group Policy Menu

Menu Option

Description

Copy Group Policy Objects

Copy a Group Policy object to another domain.

Backup Group Policy Objects

Back up selected Group Policy objects.

Restore Group Policy Objects

Restore a previously backed up Group Policy object.

Tools Menu

Menu Option

Description

Set Active Administrator Server

Select the server where Active Administrator Server is installed.

Set Temporary Active Directory

Select the starting container for the Offline GPOs. The selected

Location OU is saved in the registry.
Help Menu
Menu Option Description

Help Contents

Opens online help.

About Active Administrator

Displays Information about the version of Active Administrator
installed on your computer, and provides a means to apply a
license file or to visit the ScriptLogic web site.

SETTING THE ACTIVE ADMINISTRATOR SERVER

Before using Active Administrator, link the Active Administrator Console to the server that is
running Active Administrator Server.

1. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then choose Active Administrator Console.

2. From the Tools menu, choose Set Active Administrator Server.

3. Inthe Server box, type the name of the server where Active Administrator Server is
installed, or click _.- | to locate a server.

Set Active Administrator Server

@ Please select the Active Sdministrator server.
For help, pleaze contact your Metwork Adrministratar.

Server: Ii\fm4-win2ksw

L

0K | Cancel |

4. Click OK.
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Active Directory Security

Active Administrator's main permissions display gives extended information in addition to the
general rights that are visible in the built-in tools.

Active Administrator allows you to completely manage your Active Directory domains.
From one workstation, you can perform all of the management functions for your entire
enterprise, regardless of multiple forests and discontiguous namespaces.

Active Administrator allows you to select any container in Active Directory and view all
of the objects in that container and its subcontainers. You have the ability to display all
users, groups, organizational units, and computers in a concise grouping from which you
can clearly see the properties of the objects and easily generate reports that contain
extended information for these objects.

Active Administrator simplifies management by providing access to the Active Directory
configuration and schema. There is no more need to create custom MMC snap-ins to
perform these tasks.

Active Administrator displays the full Lightweight Directory Access Protocol (LDAP)
name for any selected object in the interface, which helps administrators familiarize
themselves with the naming convention and provides interoperability by making it easy
to provide this information to other applications that may need it.

antive Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

% Active Directory Security

Current Active Directary path
IVILDAP Fdvmd-winZksvr. acme.com/DC=acme, D C=com ‘

~Managed Servers————— ~ LContainer Objects
E@ wmnd-winZksvr. acme.com [ arne | Type ;I
= CBuitin buily =
Cl Computers [CA Computers Co m
@ Domain Cortrollers Domain Controllers Organizatiorel it hd
- ForeignS ecurityPrincipa 4] | B
w21 5 -
ystem . . Set To Default Permissions. ..
- Users  Object Permizsions
D Builtin Owaner: IAdministralors [BUILTIM Administrators) Fin:...
: : o . . Find Permissions. ..
Infrastructured ™| fsllaw inheritable permissions from parent to propagate to tis cbijsct,
pILIF
. L Mew
T Native Permissions | % Active Templates Permissionsl
) Wiew
Type: | Account: | Permizzion:
T alow € Everyne Fead All Propertiesf  Reports

Connect ko Domain Controller. . T dllow !ﬁ ENTERP| ml MTROLLERS Replicating Directo Refresh
Active Templates > Fudlow € ENTERPMesggmemeeDNTROLLERS Replication Synchr
s alow €8 ENTERFRISE DO IN COMTROLLERS Manage Replicatio]  Properties
Set To Default Permissions. .. ?h Allow ﬁ Adrnini: B l”"' ';: Cmt II ad = Replicating Directory Changes -
= = elegate Contral...
Find... | ] < : E
Find Permissions. .. Madify Permissions. ..
Set To Default Permissions. ..
Mew 3
Delete...
Wi 3
Account Properties, ..
Reports 3
Filter Inherited Permissions
Refresh Filter Default Permissions
Properties Create Active Template. ..
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SELECTING SERVERS TO MANAGE

From the Active Administrator Console, open the Active Directory Security tab.

Right click inside the Managed Servers list box, and then select Connect to Domain
Controller. The Connect to Domain Controller dialog box opens.

In the Domain box, type the domain name, or click Browse Domains to select a domain.
The domain controllers for the selected domain display in the top box.

In the top box, select the domain controller(s) that you want to manage, and then click
Add. The selected domain controller(s) display in the bottom box.

H Conneck to Domain Controller =]
Darmain: | acme.com Erowse Domains. .. I
— Please choose a domain controller to manage From the list below

DS Host Mame | Domain: | site fdd
5 vmd-winzksvr,acme. com SCITIELCOM Default-First-Site-Mame
4| [ B

—Lisk of the currently managed domain contrallers

LIMS Host Mame | Domain: | Remave |

B WIN4-tinZkeyr  acme, com acme,com

0K | Cancel |

Note: To remove a selected domain controller from the list, click Remove.
Click OK.

Note: To add more domain controllers, repeat the above process for all of the domain
controllers that you want to manage.

VIEWING PERMISSIONS FOR ACTIVE DIRECTORY OBJECTS

Note: You cannot view permissions on users, groups, OUs, or computers that are not included
in the list of licensed OUs. If you select a user, group, OU, or computer that is not within the
scope of your license, you see an error message. See Resolving Licensing Issues.

1.
2.

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Servers list, expand the hierarchy, and then select the desired object.
The Lightweight Directory Access Protocol (LDAP) path displays in the Current Active
Directory path box.

If the selected object is a container, the container objects are listed in the Container
Objects area. You can select an object here also to view permissions.
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The permissions for the selected object display in the Object Permissions area. Inherited
permissions display in gray.

ctive Administrator™ - ScriptLogic Corporation
FEAI:' Administrator™ - ScriptLogic C ki

File Security GroupPolicy Tools Help

J Group Policy Histony | Group Policy Offline Repository | ﬂ Fiezultant Set of Policies [RS5aP)
(&3] Group Paolicy Objects by Container | & AD Object Restare | Client Side Troubleshaoting
% Active Directory Security | % Active Templates | Active Directory Auditing | @ Group Policy Objects
Current Active Directory path
’7|LDAF':f’.-"vm4-win2ksvr.ac:me.c:om.-"EN=C0mputer8,DE=acme,DC=com
[ Managed Servers———————— I Container Dbjects
E@ wind-winZkavi acme. com anme | Type |
=8 acme.com = prsers . . Computer
] Objects in
PC-45678 Container
Dromain Controllers
@ ForeignSecurityPrincpa
@ System — Object Permissions
(0 Users Owner: IDnmain Adminz [ACMESDamain Admins) Set Owner
(22 Builtin v —I
Allow inheritable permissions from parent to propagate to this object.
(23 Infrastructure
(22 LostandFound % Nalive Pemissions | &> sctive Templates Permissions |
S ng go:flguratlon Type: | Accaunt: | Permizzion: ;I
cenema % Allow ﬁi Account Operators [BUILTIMNAccount Oper...  Create/Delete Group Objects
?h Allow ﬁi Print Dperatars (BUILTIMNYPrint 0 peratars] Create/Delete Printer Objects
- ?h Allow ﬂ Authenticated Users Read Pemissions, List Contents
?&Allow 0] ﬂ Adrminiztrators [BUILTIN Administratars] Delete Objects, Read Permission
?&Allow 0] !ﬁ Enterprize &dmins [ACMENEnterprize Adming) 7 77 : 4|L|
1 B Accounts v
d | o { Lt ' |

Filtering Permissions

Right-click in the Object Permissions area, and then select to filter out Inherited
Permissions, Default Permissions, or both.

i TP S R LTI N Yy Sy S Y Sy S Vevy Ty
g Users Owner: IDUmain Adminz [ACME D omain Adming] Gl @rEn
Builtin |

¥ Allow inheritable permissions fiom parsnt to propagats to this object.

(23 Infrastuctune

21 LostandFound % Hative Permizsions | % Active Templates F‘ermisswonsl
Configuration —

Type: | Account: | Permission: -
BE Schema

T dllow !ﬁ Dromain Adming [SCMESDomain Adming] Full Contral

Account Operators (BUILT N\ e -—

Fudllow  €F SYSTEM m

T Allow !ﬁ D omain Admins [ .
?h Allows ﬁ Domain Admins [SCMEND O
4

pdify Permissions. .. L Permission

et To Default Permissions, .. rictions -I
Delete. .. -

Account Propertiss, ..

4 | &

Filter Default Permissions

+ Filter Inherited Per l

VIEWING ACTIVE DIRECTORY OBJECTS BY TYPE

With Active Administrator, you can view all objects of a specific type within a container and
its subcontainers.

Note: You cannot view permissions on users, groups, OUs, or computers that are not included
in the list of licensed OUs. If you select a user, group, OU, or computer that is not within the
scope of your license, you see an error message. See Resolving Licensing Issues.

1. From the Active Administrator Console, open the Active Directory Security tab.
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2.

In the Managed Servers list, right-click an object, point to View, and then select a type
to view: All Users, All Groups, All Organizational Units, or All Computers.

Note: If the search is taking too long, click Stop.

The View window opens and the selected types display. Right-click an item to access the
shortcut menu.

Note: If you make any changes via the shortcut menus, click Refresh.

:H'\l'iew All Groups M=l B2

Path: I LDAP:/ fvmd-win2kswt, acme. com/Ch=Users, DC=acme, DC=com

]

!ﬂ Diarnain Admins
Jarnain Lsets

m Domain Guests

!!i ESR_Repoarker
A

Report Lisk | G0 ko Group |

Security Groun -

Security Groop

Mame Type | Created -
mDomain Computers Security Group - Global 7I16f2004 932 AM
!ﬂDomain Controllers Security Group - Global Ti1a/2004 9:32 AM
ﬁSchema Admins Security Graup - Global FI16f2004 9:32 AM
ﬁEnterprise Admins Security Group - Global FIE2004 9:32 AM
mCert Publishers Security Group - 7I16f2004 932 AM

Global

Mawe. ..

Find Permissions. ..

i,

T

A

ﬂEGroup Policy Creator Owners Security Group - G * 9:32 AM
!ﬂRAS and IAS Servers Security Group - DomEin Delete. ., 932 M
ﬁDnsndmins Security Group - Domain 9:33 aM
mDnsUpdaterxv Security Group - Glabal Properties Q55 AM
!ﬂ#\.ﬂ_ﬁ.dmin Security Group - Domain Local 5152005 10:49 AM
ﬁnn_User Security Graup - Domain Local 5/5/2005 10:49 AM |
ﬁESR_Administrator Security Graup - Domain Local 51972005 9:27 AM
Security Group - Domain Local

Refresh I Shop |

sjopzons 927 aM x|
»

Frocessed 16 Groups in 0 Seconds

The Path box displays the path to the selected object. To change the path to a different

object, click _I and then select a new path.

To print the list, click Report List. The Report Preview window displays the report,
which you can view or print.

To go to the item, select an item in the list, and then click Go to. The View window
closes and the selected item is highlighted in the Managed Servers list and its
permissions display in the Object Permissions area.

SEARCHING FOR ACTIVE DIRECTORY OBJECTS

Note: You cannot search for permissions on users, groups, OUs, or computers that are not
included in the list of licensed OUs. If you select a user, group, OU, or computer that is not
within the scope of your license, you see an error message. See Resolving Licensing Issues.

1.
2.

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Servers list, expand the hierarchy, right-click the object to search, and
then select Find. The Find Users, Contacts, and Groups dialog box opens.

Note: You also can select an object in the Container Objects list, and then click Find.

From the Find list, select an object to find. Options are Users, Contacts, and Groups;
Computers; Printers; Shared Folders; Organizational Units; Custom Search; or
SQL Server Publications. The initial tab changes to reflect the object you selected.
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4. From the In list, select where to search. Options are Entire Directory, Domain
Controllers, and any named domains in your system.

Note: You also can click Browse to locate a search area.

5. Specify additional search criteria for the chosen object. The choice of tabs changes for
each object. Open the other tabs to specify more detailed criteria.

Note: To locate all items, leave all boxes blank.

6. To initiate the search, click Find Now. The results of the search display in the bottom
pane. Right-click on an item to access a shortcut menu, which is different for each item
type.

nd Users, Contacts, and Groups

File Edit Wiew Help

Find: |Users. Contacts. and Groups j I: I@ Entire Direchory j Browse... |
Users, Contacts, and Groups | Advanced |
Mane: I
Stop |
Descripkion: I
Clear Al |
ame | Tvpe I Description I -
mEnterprise Admins  Group Designated administratars of the enterprise
mSchema Admins aEroup il Right Click krators of the chema |-

iDomain Controllers

!ﬁDomain Computers  Group Al workstalls

!ﬁRepIicator Group Supports fil Create Shorkout

ﬂzBackup COperators  Group Backup Operd _ restr
mGuests Group Guests have f|__Lroperties ers of,
mUsers Group Users are prevented From making accidental ...
m.ﬂdministrators Group Administrators hawve complete and unrestrict. .. LI
Sends mail to the selection v

Group

Al

P
end mail
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Creating Custom Searches

Opening the Advanced tab for an item, or selecting Custom Search allows you to select very

specific search criteria. In addition to searching on a specific field, you can add a condition
and a value. The Advanced tab for Custom Search lets you enter a LDAP query.

4% Find Custom Search
File Edit Wiew Help

Find: Il:ustom Search

Custom Search | Advanced I

Field - |

Cornpuker

Conkact

Cankainer

Cramain

Fareign Security Principal
Group

Cirganizational Unit
Certificate Template
L Printer

Rermoke Storage Service
RPC Services

Trusted Domain

User
Shared Folder

j Ir: I@ Entire Directory j Browse. . |

Conditian: Walues

Computer name [pre-\Windows 2000)
Description

Managed By

Mame

Operating Syskerm

Operating Systerm Version

* v v v v v v v v v v v ¥ [RJ

Fitid Mo
Stop

Clear &l

il

Search for |

specific
items

SEARCHING FOR PERMISSIONS ON ACTIVE DIRECTORY OBJECTS

Active Administrator provides the ability to search your Active Directory environment for
permissions on objects, which makes it possible to get a concise picture of where users may
have directory access that is either too restrictive or too liberal. By default, all accounts,

access types, generic rights, extended rights, and object classes are included in the search. By
opening the various tabs, you can select to search for specific values.

Note: You cannot search for permissions on users, groups, OUs, or computers that are not
included in the list of licensed OUs. If you select a user, group, OU, or computer that is not
within the scope of your license, you see an error message. See Resolving Licensing Issues.

1. From the Active Administrator Console, open the Active Directory Security tab.

2. Inthe Managed Servers or Container Obijects list, right-click the object to search, and

then choose Find Permissions. The Search for Active Directory Permissions dialog

box opens to the Accounts tab.

The Search Path box displays the path to the selected object. To change the search path,
click _ | and select a new path to search.

Note: If you click Find Now without changing any settings, Active Administrator

searches for all accounts in Active Directory with the Allow and Deny ACEs, all generic

rights, all extended rights,

and all object classes.

Note: To stop a search that is taking too long, click Stop.
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The results are listed in the lower pane. To produce a report for printing, click Create
Report. To clear the results from the lower pane, click Clear All.

44 search for Active Directory Permissions...

Search Path: AP acme. comy Ch=a4_Admin, CH=I

Ancalnts | Access Types | Generic Rights I Extended Rights I Object Claszes I ml

¥ Include All Accounts in Active Directary | I Stop |
Aosount 1 Ifyou use the default settings,

Active Administrator searches for Clear Al |

all accounts in Active Directory

with the Allow and Deny ACEs, all Create Report
generic rights, all extended rights, —l

and all object classes. @
1 | o |

Cbject Name | Tvpe | Accounk | Permissions | Applies To | ADsPath

m.ﬁ..ﬁ._ﬁ.dmin Allow Domain Admins ... Full Conkrol This object only acme, comsers) A8 _Admi
m.ﬁ..ﬂ._ﬂ.dmin Allow SYSTEM Full Contral This object only acme, comsers)as_aAdmi
m.ﬁ..ﬂ._ﬂ.dmin Allow Authenticated ... Read Permissio,..  This object only acme, comsers)as_aAdmi
m.ﬁ..ﬂ._ﬂ.dmin Allow Accounk Operat,,. Full Conkrol This object only acme, comsers)as_aAdmi
ﬁ.ﬁ..ﬂ._ﬂ.dmin Allow SELF Read Permissio,..  This object only acme, comsersias_aAdmi
ﬁ.ﬁ..ﬂ._ﬂ.dmin Al Authenticated ... Send To This object onky acme, comsers) s _aAdmi
1| | i

|Searched 1 Objects - Found & makches in 17 Seconds

Searching by Account

If you want to limit the search to selected accounts, clear the IncludeAll Accounts in Active
Directory check box, click Choose Accounts, and then select the accounts to include in the
search.

The check boxes in the Include area are available only if you are searching for specific
accounts. When you select these check boxes, the accounts are added to the list.

Note: To remove the accounts from the list, click Clear List.

-.é'{ Search for Active Directory Permissions...

Search Path: I LDAP: f fvmd-winZksyr, acme, com/CH=A8_admin, Ch=Users, DC=acme, DC=com |
& o . . Find Mo |
coounts | Access Typesl Generic thhtsl Extended thhtsl Obiject Classes I
[ Include &1 Accounts in Active Direchany . | Stop |
Account | Full Path Clear List |
€7 Administrators LDAP://acme.com/Ch =0 7e Clear Al |
!ﬁ D nédming LD&P: ¢/ acme. comdChH .
v &G Membersh
€TESR_Administrator LDAP:#/scme comit | 2. A Greup Memberships Create REDDFt|
[~ Evemyone
[~ Authenticated Users @
1 |
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Searching by Access Type

By default, the Allow and Deny ACE types are included in the search. To use only specific
ACEs in the search, open the Access Types tab, and then select the ACEs to include in the
search.

If you select the Include All ACE Types in Active directory check box, all four check boxes
are selected and become unavailable.

-.é'{ Search for Active Directory Permissions...

Search Path: I LDAP: ) fumd-winZksyr . acme. comCN=A8_Admin, Ch=Users,DC=acme, DC=com |
o . . Find Mow |
Accounts  Access Types | Generic Rights I Extended Rights | Object Classes I
™ Include Al ACE Types in Active directary Stop |
V' Include Default ACEs
ACE Type | Clear All |
Allow
Deny Create Report |
O Inkerited &llow
O Inherited Deny @
T = [ _L‘\r" - L meemissine= &+ | apelies PN P e

Searching by Generic Rights

By default, all generic rights are included in the search. To use only specific rights in the
search, open the Generic Rights tab, clear the Include All Generic Rights in Active
Directory check box, and then select the specific generic rights.

r y . -
2 Search for Active Directory Permissions...

Search Path: I LDAP: ) fumd-winZksyr . acme. comCN=A8_Admin, Ch=Users,DC=acme, DC=com

Accounts I Access Types  Genenc Rights | Extended Rights I Obiject Classes I ﬂl
[ Include &1l Generic Rights in Active Directory. &t Least these Generic Rights Stop |
™ Full Corntral " Exactly theze Generic Rights
Permission | - Clear All |
O % List Contents
O % Read &l Properties || Create Report |
O % ‘wiite All Properties
O % Delete @
% Delete Subtres j
L= P E— ST _— - - 1o >
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Searching by Extended Rights

By default all extended rights are included in the search. To use only specific rights in the
search, open the Extended Rights tab, clear the Include All Extended Rights in Active
Directory check box, and then select the specific extended rights.

-.é'{ Search for Active Directory Permissions...

Search Path: | LDAR: fvma-winzksyr . acme, com/CN=aA_Admin, Ch=Users,DC=acme, DC=com

Accounts I Access Types I Genenc Rights  Extended Rights | Object Classes I
[ Inchude &1l Extended Rights in Active Directany

Extended Right |
O % &bandon Replication

O % (Read/wiite) Account Restictions

O % addGUID

O % &dd/Remove Replica In Domain

O % &dd/Remave self as member

O % alocate Rids j

—— A ok

Ll

eltlt] b,

P ~ & s

Searching by Object Classes

Find Mo

Stop

Clear all

Create Report

By default all classes are included in the search. To use only specific classes in the search,
open the Object Classes tab, clear the Include All Classes in Active Directory check box,

and then select the specific classes.

-.é'{ Search for Active Directory Permissions...

Search Path: I LDARP: fvmd-winzksyr, acme, comCN=AA_Admin, Ch=Lsers,DC=acme, DC=com

Accounts I Access Types I Generic Rights I Extended Rights Object Classes |

[ Inchude & Clazses in Active Directary

Object Class | -
DQ Computer

=] Contact

DD Container —
D@ Diarmain

Dm Group
(&1 Organizational Unit j

- el g o o e
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MODIFYING PERMISSIONS ON ACTIVE DIRECTORY OBJECTS

Note: Before modifying permissions, it is recommended to back up the security settings.

See Backing Up Security.

1. From the Active Administrator Console, open the Active Directory Security tab.

2. Inthe Object Permissions list, double-click an account. The Properties dialog box

opens to the Security tab.

Users Properties

General | Object  Security |

Mame

Account Operators [ACHEY
!ﬂ Administrators [ACME\Adminiztratorz)
ﬁ Autherticated Uzers
!ﬂ Domain Adming [ACMEYDomain Adming)
ﬁ Enterprize Admins [ACMENEnterprise Admins)

count Operatars]

Add...

Remove |

ﬁn..\..’:..J..... B T T T I ey | By [ S o Nl X |t ll

Permissions: Allow Deny
Full Control O O
Read O O
Wiite O O
Create All Child Objects O O
Delete Al Child Objects O O

Additional permizsions are present but not
wl viewable here. Press Advanced to see them.

~ Allaw inheritable permizsion: from parent to propagate ta this

object

o |

Cancel | Aoy

Note: You also can access the Security tab of the Properties dialog box by one of

these other methods:

= Inthe Managed Servers or Container Objects list, right-click an object, and
then choose Properties. The Properties dialog box opens to the General tab.
Open the Security tab.

= In the Object Permissions list, right-click an account, and then choose Modify
Permissions. The Properties dialog box opens to the Security tab.
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3. Modify the permissions that display, or click Advanced, and then click View/Edit. The
Permission Entry dialog box opens.

Permission Entry for Users ﬂ m

Object I Properties'

Mame: IAccount Operators [&CME \Account Op

Apply onta: IThis object anly j

Permizzions: Allow Deny
Al Extended Rights o 0O =2
Create All Child Objects a O
Dielete All Child Objects a O
Create aC5Resourcelimits Objacts a O
Delete aC5Resourcelimits Objacts a O
Create certificationdutharity Objscts a O
Delete certificationduthonty Objects a O
Create Computer Objects a O
Delete Computer Objects O O
Create Contact Objects O O
Delete Contact Objects a O
Create Group Objects O ﬂ
Pyolobe P AL ke =] m

r Apply these permissions to objects and/or Clear All |

cantaners within this container only

QK | Cancel |

By default, permissions are propagated from parent to child. To disallow propagation to
the selected object, clear the Allow inheritable permissions from parent to propagate
to this object check box.

Disallow Propagation

Clear the Allow inheritable permissions from parent to propagate to this object check
box. A message box appears.

Security

You are preventing any inkheritable permizzions from propagating ta this

@ ohiject. *what do you want to da?

- To copy previougly inherited permissions to this object, click Copy.

- To Remave the inherted permissions and keep only the permissions
explicitly specified on this object, click Remove.

- To abort this operation, click Cancel,

Copy I Remove | Cancel |

To add the formerly inherited permissions as explicitly defined permissions, click Copy.

To remove the inheritable permissions from the object, click Remove.

Re-establish Propagation

Select the Allow inheritable permissions from parent to propagate to this object check
box. A message box displays for confirmation. Click Yes.
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DELEGATING CONTROL USING AN ACTIVE TEMPLATE

Note: You can delegate control from the Active Templates tab also. See Delegating Control
Using an Active Template.

Note: You cannot delegate, manage, or view the delegated permission report of Active
Templates on any object that is not included in the list of licensed OUs. An error message
displays. The only operation you can perform on Active Templates while an unlicensed object
is selected is to create an Active Template. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

1. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

2. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

3. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

4. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Duner |

Auditing Entries:

Type | Marme | Access | Apply ta |

Eweryone h Thiz object and all child abje....

Add... Remove Yiew/Edit...

Thiz auditing entry iz defined directly on this object. Thiz auditing entry is inherited by child
objects.

Ok I Cancel | Appl

To add another group/user, click Add.
To remove a selected group/user, click Remove.

To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.
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10.

11.

In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

From the Apply onto list, select This object and all child objects, if necessary.

In the Access list, select the [+] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEEAEEE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues.

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Servers list, right-click the OU to delegate, point to Active Templates,
and then choose Delegate Control. The Delegation of Control dialog box displays the
LDAP path to the OU in the Delegation Path box.
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#% Delegation of Control H[=] B3

— Delegation Path

— Selected users and groups

Account | Full Path

Add Remove

— Apply the following templates

Active Template: | Description :I
—

O computers - Full Control — Full contral over computer accounts,

O computers - Join a cam...  Jain any computer bo the delegated domain,

O computers - Modify all p... Permissions to modify all properties of computer objects

O contacts - Create Cont,..  Create Contact objects starting at the delegated object and all of its

Ocontacts - Create, dele... Create, delete and manage Contact objects starting at the delegat_e;;l
»

Contacts - Cr wote, doke
4 [

Delegate | Cancel |

3. Inthe Selected User and Groups area, click Add. The Select Users, Computers, or
Groups box displays the users, computers, and groups for the current domain.

4. Select the users, computers, and/or groups, click Add. The selected item appears in the
bottom pane.

1 Select Users, Computers, or Groups ﬂ

Look in: I@ acme. com j

Mame In Falder

!ﬁ Users acme. com/Builtin

!ﬁ Guests acme. com/Builtin

!ﬁ Backup Operators acme. com/B uiltin

!ﬁ Replicator acme. com/Builtin

!ﬁ Server Operatars acme. com/Builtin

fﬁAccount Operators acme. com/B uiltin ﬂ
Add Check Names

Adminigtrators

()8 Cancel

5. Repeat step 4 to add more groups/users.

6. When you are finished adding groups/users, click OK. The Delegation of Control dialog
box displays the selections in the Selected users and groups area.

7. Inthe Apply the following templates area, select the templates to apply, and then click
Delegate. Each selected template is applied to each account at the selected path.

A green dot displays next to the object. The green dot indicates all permissions in the
Active Template are intact. Permissions associated with Active Templates display in
green.
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Group Policy Difine Repository | off Resulant Set of Policies (RSoP) | (2] Group Poliey Dbjects by Container | ity AD Dbjsct Restore | £1] Clert Side Troublsshooting |
| B tciveTempaes |

F Active Directony Secuity

Current Active Directary path

rﬂnctive Administrator™ - ScriptLogic Corporation
File Security Group Policy Tools  Help

(1 Active Directory Auditing |

€7} Gioup Poicy Objects |

<4 Gioup Policy History

I

LDAP:/#wmd-winZksvi.acme. com/OU=Accounting, [ C=acme, DC=com

~Managed Servers

 Container Objects

-89 vmd-winZksvr. acme. com
B8P acme.com

I ting
124 Computers
(] Domain Controllers
(20 ForsignSecurityPrinciy
#-g8 Human Resources
153 Sales

-1 System

(0 Users

- Builin

(2 Infrastructure

- LosténdFound

2] Configuration

- B Schema

GreenIndicates |
Active Template
Applied

1 [E—

Marme [ Tupe
— Object Permissions
Owner. IDnmam Admins [ACMEADomain Admins] Set Owner
[V Allows inkeritable permissions from parent to propagate to this object
& Native Permissions | &> Active Templates F’Elmissiunsl
vpe [ Account [ Pemission: [ Appi =
Allow gE SYSTEM Full Control This
Bllow !ﬁ [romain Admins [ACMEYDomain Admins) Full Control This
Allow gE Account Dperators [BUILTIMACcount Oper..  Create/Delete Computer Objects This
Bllow !ﬁ Account Operators (BUILTINVAccount Oper...  Create/Delete User Objects This
Allow ﬂz Account Operators [BUILTINVACcount Oper..  Create/Delete Group Objects This
Bllow !ﬁ Print Operatars [BUILTINSPrint Operatars) Create/Delete Printer Objscts This
Allow ﬂz Authenticated Users FRiead Pemissions, List Contents, Read Al Prope . This —J
Bllow !ﬁ Administratars [BUILTINAAdministrators) Create/Delete Computer Objects This
) Allow ﬂz Adrinistrators [BUILTIN'Administrators] Full Contral Com
Bl g sladmin [zladmin@acme. com) Create/Delete Computer Objects This
Allow € sladmin [sladmin@acme. com) Full Contral Com
T Allow m !ﬁ Administrators [BUILTINWAdministrators] Delete Objects. Read Pemissions, Modify Permi..  This
'?li&AHnw M €% Enterorise Admins [ATMEAE nermiise Admins] Ful Exilntml Thiz T
4 »

Note: If you wish to add domain controllers from other domains, repeat the above
process from steps 4 through 6 until you have selected all of the domain controllers that
you wish to manage.

RESTORING DEFAULT PERMISSIONS ON ACTIVE DIRECTORY OBJECTS

You can restore the default permissions on an Active Directory object and all or none of its

child objects. You also can choose to apply the default permissions to an entire type of Active
Directory object, such as contact, computer, group, organizational unit, or user.

1.
2.

3.

Set Default Permissions

¢ Set defaulk permissions on this object and all child objects

" Set defaulk permissions on this object only

" Set defaulk permissions on this object and all child objects of bype:

Processing: |

=

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Servers list, right-click a container, and then select Set to Default
Permissions. The Set Default Permissions dialog box appears.

Error:

| Path:

¥ Close this dialog automatically when no errors ooour

Ok Cancel
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+ _Set default permissions on this object and all child objects
Sets default permissions starting at the selected object and includes all child objects
(default).

&+ Set default permissions on this object only
Sets default permissions only on the selected object.

&+ Set default permissions on this object and all child objects of type
Sets default permissions on the selected object and all child objects of the same type.

Note: If you want the dialog box to remain open even if no errors occur during
processing, clear the Close this dialog automatically when no errors occur check box

Click OK. Errors that occur during processing are listed along with the path to the object
causing the error.

MOoVING ACTIVE DIRECTORY OBJECTS

Note: Objects are moved immediately without confirmation. To test the move, perform a
what-if scenario on the Resultant Set of Polices (RSoP) tab. See Resultant Set of Policies

(RSoP).

1. From the Active Administrator Console, open the Active Directory Security tab.

2. Inthe Managed Servers list, right-click an object, and then choose Move. The Move list
box opens.

3. Choose the container where you want to relocate the selected object, and then click OK.

CREATING NEW ACTIVE DIRECTORY OBJECTS

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Servers list, right-click a container, point to New, and then choose an
object type. Options are Computer, Contact, Group, Organizational Unit, Printer,
Shared Folder, User, and User (Copy From...).

Note: To create a new user using other accounts as a template, which can be useful
during large account roll-outs where uniformity is a must, choose User (Copy From...).

In the box that appears, define the object, and then click OK.

REPORTING ON ACTIVE DIRECTORY OBJECTS

Note: You cannot view reports on users, groups, OUs, or computers that are not included in
the list of licensed OUs. If you select a user, group, OU, or computer that is not within the
scope of your license, you see an error message. See Setting Auditing Permissions
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When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

12. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

13. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

14. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

15. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe Mame Access Apply ta

Thiz object and all child abie....

Add... Remove View/Edi...

This auditing entry is defined directly on thiz object. Thiz auditing entry iz inherited by child
objects.

Ok I Cancel | Apply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

16. In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

17. From the Apply onto list, select This object and all child objects, if necessary.
18. Inthe Access list, select the [«] Successful checkboxes for the following:

Write All Properties
Delete
Delete Subtree
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19.
20.
21.

22.

Modify Permissions

Modify Owner

Al Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues.

1.
2.

From the Active Administrator Console, open the Active Directory Security tab.

In the Managed Server list, right-click the object or container, and point to Reports.
There are three reports from which to choose.

Report Description

Object Class Summary Lists the number of objects in a particular class in the
selected container and all subcontainers

Delegated Permissions Lists delegated permissions for the object and all child objects

Active Templates Delegated Lists the Active Template applied to the selected object

Permissions

Note: If you choose either the Object Class Summary or Delegated Permissions
reports, a confirmation of the report and the path to be reported on appears. To display
the report, click Report.
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BACKING UP SECURITY

1. From the Security menu, choose Backup. The Backup Security dialog box opens.

2. Inthe Save As box, type the path to the Active Administrator Security Backup file
(*.ads) where you want to store the backup, or click _. | to locate and name a file.

3. To select a domain, click Connect to Domain, and then choose the domain.

To create a log file for the backup process, select the Generate Log File check box, and

then type the name of the .log file, or click ... | to locate a file.
Note: To view a log file displayed in the box, click View.

r= Backup Security [_ O]
— Backup File
Save st [
— Backup Domain
Domain: I ACNE, COM Conneck ko Domain. .. |
Backup server:  vmd-winZksyr, acme.com
r— Log File
¥ Generate Log File: I C:Yacme.comacme. comlServer Backup Log.log Wi |
Current: Path
’7Path: |
i~ Errar List
Error | Fath
[~ Close this dialog when no errors occur Goto Object |

Backup | Schedule...l Close |

Note: To schedule the backup, click Schedule. See Scheduling a Backup.

To initiate the backup, click Backup. When the backup is complete, a message box

appears. The Path box displays the number of items processed and the current path. Any

errors display in the Error List box.

If you selected the Close this dialog when no errors occur check box, the dialog box

closes automatically. Otherwise, click Close to close the dialog box.

Note: If an error occurs, you can go to the object by clicking Goto Object.

Scheduling a Backup

4,
5,

Note: To edit a previously scheduled backup job, click Manage Schedule Jobs. The

Click Schedule. The Schedule a Backup job box opens.

In the Job Name box, type a name for the copy job.

In the Save Job in Folder box, click - | and choose a folder in which to store the

backup job.
Click Schedule. The Microsoft Windows scheduling service opens.
Schedule the backup job, and then click OK.

Scheduled Tasks window opens where you can modify scheduled jobs.
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RESTORING A SECURITY BACKUP

1. From the Security menu, choose Restore. The Restore Security dialog box opens.

2. In the Backup File box, type the path to the Active Administrator Security Backup File
(*.ads) file or click _| to locate the file. The default domain and start path displays in
the Restore to area.

r= Restore Security !E m
— Backup File
Backup File: I Ct\acme comiServer Backup, ads E
~ Restore To
Damain: I ACINE, CON
Restore server;  wme-winZksyr, acme. com
Start Path: I LDAP: fivmd-winZksyr, acme, comfDC=acme, DC=cam _I

¥ Restore permissions on this object and all child objects
" Restore permissions on this ohject only

" Restore permissions on this object and all child objects of type:

I =]
Log File
’VI_ Generate Log File: I I = ‘
Current Path
’VPath: I ‘
i~ Errar List
Errar | Path |
I Closs this dislog when no errors accur Goto Object

Restore | Close

3. To change the start path, click _ |, and then select a new object from which to start the
restore process.

4. Inthe Restore To area, set options for the restore process.

&+ Restore permissions on this object and all child objects
Restores permissions starting at the object specified in the Start Path box and includes
all child objects (default).

* Restore permissions on this object only
Restores permissions only on the object specified in the Start Path box.

* Restore permissions on this object and all child objects of type
Restores permissions on the object specified in the Start Path box and all child objects
of the same type.

5. To create a log file for the back up process, select the Generate Log File check box, and
then type the name of the .log file or click _| to locate the file.

Note: To view a log file displayed in the box, click View.

6. To initiate the restore process, click Restore. When the restore process is complete, a
message box appears. The Path box displays the number of items processed and the
current path. Any errors display in the Error List box.

7. If you selected the Close this dialog when no errors occur check box, the dialog box
closes automatically. Otherwise, click Close to close the dialog box.

Note: If an error occurs, you can go to the object by clicking Goto Object.
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Active Templates

Active Templates in Active Administrator greatly expand on the limited Windows 2000
Delegation of Control wizard. These advanced templates allow administrators to quickly
create and manage sets of permissions to be applied to objects in Active Directory. Unlike the
Delegation of Control wizard, any changes made to security using Active Templates can be
repaired or removed. Simple graphical indicators allow administrators to see where the
templates are applied and their statuses. Custom templates can be made and standardized
easily.

Using Active Templates, even for simple permission modification, provides powerful features
to ensure those permissions remain intact. Take granting full control for instance. It isn’t
difficult to grant full control using the built in tools. What if someone deletes that permission?
You won’t know until someone complains that they can’t get access to the specific object.
Even using a simple Full Control Active Template can be very useful in the sense that you can
determine where that access has been removed or broken.

H Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

% Active Templates

— Template Options...

The Active Templates folder can be shared by administrators or held privately. *hen a common Folder iz uzed. all changes to Active Templates and
where thoze templates have been applied will be shared. ‘We suggest using a UMC path.

Template location: |C:%Program FileshScriptlogic Corparation\Active Administrators Relocate Active Templates Folder...

Mumber of automatically generated backup files used by Active Templatez: |10 =

— Active Templates — Settingz
Mame; ﬂ Mame; Computers - Full Control
_5 Generic - Delete all child objects Description:  Full control over computer accounts.
_ & Generic - Extended Rights Unique ID:  {4B0BBZ0F-3B3F-4421-42D0-30EEBFF74EC5}
_5 Generic - Full Control — Pemissions
_EI Gereric - Read al properties Type: | Permission: | Applies to:
_fl Gener!c -Read penlnlssmns ) % Allaw Create Computer Objects Thiz object and all child objects
_EI Gener!c - Readwite al D"_:'p'_e't'es T Allow Delete Computer Objects This object and all child objects
(& Gener?c ) o=1ons T Allow Full Contral Computer Objects
_EI Generic - p¢ Modify Template Permissions. .. |
& Gieneric - Wiite peimissions | T _’I
& Group Policies - b .kﬂ Group Policy .
— Delegation Links:
MNew Template...
Madify Template. .. Delegated Account: I Container Path:
Administrators [BUILTIMN Administratars acme.com/Computers

Delete Template(s). .. m Right Click

| | i
Refresh List J Lp\ : :

Mew Template... Maodify Template... D elete 45 - y
Report Active Template SUmmary = | Goko Account in AD Security Tab ||

Report Active Template Delegations Account Properties —

Goko Conkainer in AD Security Tab

Irnport Active Template Lisk Frorm File. ..
Conkainer Properties

Export Active Template List to File, .,

Add Delegation, ..
Remove Delegation...

Note: You cannot delegate, manage, or view the delegated permission report of Active
Templates on any object that is not included in the list of licensed OUs. An error message
displays. The only operation you can perform on Active Templates while an unlicensed object
is selected is to create an Active Template. See Setting Auditing Permissions
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When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

23. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

24. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

25. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

26. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe Mame Access Apply ta

Thiz object and all child abie....

Add... Remove View/Edi...

This auditing entry is defined directly on thiz object. Thiz auditing entry iz inherited by child
objects.

Ok I Cancel | Apply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

27. In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

28. From the Apply onto list, select This object and all child objects, if necessary.
29. In the Access list, select the [+] Successful checkboxes for the following:

Write All Properties
Delete
Delete Subtree
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Modify Permissions

Modify Owner

Al Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

30. Open the Properties tab.

31. From the Apply onto list, select This object and all child objects, if necessary.
32. Inthe Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

33. Click OK.

Resolving Licensing Issues.

SETTING ACTIVE TEMPLATE OPTIONS

The Template Options area of the Active Template tab displays the path to the Active
Templates folder and the number of automatically generated backup files used by Active
Templates.

To change Active Template options, click Relocate Active Templates Folder. The Active
Templates Folder Selection box displays the path to the current Active Templates folder.

Active Templates Folder Selection E3

— Folder location options

The Active Templates folder can be shared by administrators or held privately. When a common Folder
is used, all changes to Active Templates and where those kemplates have been applied will be shared.

Current Active Template folder: | NTGSRT

Mew Active Template Folder: I |

— Automatic file backup options
Mumber of aukomatically generated backup files used by Active Templates: I 10 3:

Ok Cancel
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To use a different Active Template folder, type the path to the new location or click _|
locate the folder, and then click OK.

To change the number of backup options, select a number from the list, and then
click OK.

CREATING AN ACTIVE TEMPLATE

1. From the Active Administrator Console, open the Active Templates tab.

2. Click New Template or right-click a template in the Active Templates list, and then
select New Template. The Create a new Active Template window opens.

Note: You also can create a new template on the Active Directory tab. In the Managed
Servers list, right click the object, point to Active Templates, and then choose Create

Template.

3. Inthe Template Information area, type a name and description for the new Active
Template.

4. From the Applies to drop-down list, choose how apply the template security. You can
select common object types, all object types on the system, or an inheritance level.

When selecting an inheritance level such as This object and all child objects, This
object only, or Child objects only, you can select the permissions available to domains,
organizational units, containers, and sites, which are the common objects that truly utilize
the Active Directory inheritance model for permissions.

The Applies to list shows common object types or all object types. If you are adding an
access right based on the Active Directory inheritance model, this list is disabled.

#% Create a new Active Template

— Template Information: =
Mame: | Human Resources - Entry Level Access ..,
Description: I Alllows access faor law-level Human Resources Departrient "

1

— Applies ko Comman objects j — Permission: —{
| This abject and all child objects - Display Name
Clomain This object only —I Spay Rame

Group | child objects anl BuFull Cantral
€3] Organiz S ut e '&Read all Py
CPrintker &l object dasses in the schema k '&Write alpi
B server BuRead Permis
[(A5hared Folder 4 | L
(] .

Site: i
Ada
ﬁ Lser - -

ads,

_—

L

o Effective temnlate permissionses = = —_

5. Inthe Applies to list, select the object.

The Permission list displays all permissions specific to the object type you selected in
the Applies to list. In the case of This object and all child objects, This object only, or
Child objects only, the list reflects all permissions available to domains, organizational
units, containers, and sites. This list includes all generic rights, extended rights, property
rights and the ability to create and/or delete child objects of these classes.
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#5 Create a new Active Template =]
— Template Information:
Mame: I Human Resources - Entry Level Access
Description: I Alllows access For low-level Human Resources Department
- Applies to! ICnmmnn objects j ~ Permission:
(CdDomain ﬂ Display Name | LDAP Display Narne :I
iy
!ﬁGroup SuFull Contral Generic Right
(€3] Srganizational Unit &Read All Froperties Generic Right
[CAPrinter &Write All Properties Generic Right
B Server &Read Permissions Genetic Right -
(Cdshared Folde: 4| | »
Site ]
€ . Add permission to Create selected object under delegated 0L |
§ as Add permission ko Delete selected object under delegated OU |
U P AU i I SEPONY SR D o S

6. Inthe Permissions list, select the security to apply to the selected object, and then click a
button to apply the permission.

Button Description

Add permizsion to Create selected ohject under delegated 0L Adds a create permission for the selected
object

&dd permizsion to Delete selected object under delegated OU Adds a delete permission for the selected
object

Add Allow Permissionl Adds an allow permission for the selected object

Add Deny Permission | Adds a deny permission for the selected object

Removes a selected permission from the list

The Effective template permissions area lists the selected permissions. To remove a
permission from the list, click Remove Permission.

ii:. Create a new Active Template !E ﬁ
r— Template Information:
Marne: I Human Resources - Entry Level Access
Description: I Alllows access For low-level Human Resources Department
- Applies ko ICnmmnn objecks j - Permission:
[Anomain ;I | Display Mame [ Loap Display Name Al
!ﬁGrnup % Reset Password User-Force-Change-Pass, ..
Organizational Unit % Send As Send-As
CaPrinker % Read Web Information ‘Web-Information
B server @ Write Web Infarmation ‘Web-Information -
[(Ashared Folder «| | 3
Site = . :
= Add permission to Create sev=cted object under delegated oL
a Add permission to Delete select. d object under delegated CU
Effective kemplate permissions
T = T - T ook T Create and
ﬁ:ﬁ Allaw Permission %%pa. Permission: Applies to: Delete
Allc Read Personal Information User Fme
Add Deny Permission | . Permissions
| ?a Allow F.ead Phone and Mail Options User
Add and ) ) -
Deny Remaove Permission | T Allow Read Public Information Liser
[P =t o | %% Allow Read General Information User
%% Allaw Read Web Information Lser.
Save Template | Save as New Template | Cancel |

7. Once you have the security set up for the template, click Save Template. The new
template is listed in the Active Templates list in alphabetical order.

Note: You may need to click Refresh List to see the new Active Template in the list.
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MODIFYING AN ACTIVE TEMPLATE

Active Administrator has several pre-defined Active Templates that you can use as a basis for
creating new templates.

1.
2.

From the Active Administrator Console, open the Active Templates tab.

In the Active Templates list, double-click a template. The Modify existing Active
Template window opens.

Note: You also can right-click a template in the Active Templates list, and then choose
Modify Template; select a template in the Active Templates list, and then click Modify
Template; double-click a permission in the Permissions list; or right-click a permission
in the Permissions list, and then choose Modify Template Permissions.

Make any changes to the permissions. See Creating an Active Template.

If you are creating a new template from an existing template, type a new name and
description in the Template Information area.

To save the template, click Save Template. To save the template with a different name,
click Save as New Template.

Note: To save as a new template, you must change the template name in the Name box.

DELETING AN ACTIVE TEMPLATE

From the Active Administrator Console, open the Active Templates tab.

In the Active Templates list, select the template(s) to delete, right-click the selection, and
then choose Delete Template(s). A confirmation message box appears.

Note: You also can select templates in the Active Templates list, and then click Delete
Template(s).

To delete the selected template(s), click Yes.

REPORTING ON ACTIVE TEMPLATES

Note: You also can run reports on Active Templates from the Active Directory Security tab.
See Reporting on Active Directory Objects.

1.
2.

From the Active Administrator Console, open the Active Templates tab.

In the Active Templates list, right-click a template, and then select from these two
reports:

Report Description

Active Template Summary Lists the accounts and associated permissions for each template

Active Template Delegations Lists the delegation links for the current domain
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DELEGATING CONTROL USING AN ACTIVE TEMPLATE

Note: You also can add delegations from the Active Directory Security tab. See Delegating
Control Using an Active Template.

Note: You cannot delegate an Active Template to a list of paths or a single path if any
selected object is not included in the list of licensed OUs. An error message displays and none
of the objects are added. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

34. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

35. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

36. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

37. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Duner |

Auditing Entries:

Type | Marme | Access | Apply ta |

Eweryone h Thiz object and all child abje....

Add... Remove Yiew/Edit...

Thiz auditing entry iz defined directly on this object. Thiz auditing entry is inherited by child
objects.

Ok I Cancel | Appl

To add another group/user, click Add.
To remove a selected group/user, click Remove.

To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

UPDATED 22 DECEMBER 2005



ACTIVE ADMINISTRATOR™ 4 34

38.

39.
40.

41.
42,
43.

44,

In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

From the Apply onto list, select This object and all child objects, if necessary.

In the Access list, select the [+] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEEAEEE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.
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Resolving Licensing Issues.
1. From the Active Administrator Console, open the Active Templates tab.

2. Inthe Active Templates list, select an Active Template. Any delegated accounts for the

selected Active Template display in the Delegation Links list.

rﬂnctive Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

:_J Group Palicy History I Group Policy Offline Repositany | ﬂ Resultant Set of Policies (R5aF]
Group Policy Objects by Container | é AD Object Restare | Client Side Troubleshooting
?h Active Directory S ecurity % Active Templates | Active Directary Auditing | 53 Group Policy Objects

— Template Options. ..

The Active Templates folder can be shared by administrators or held privately. “when a common folder is used, all changes to Active Templates and
where thoze templates have been applied will be shared. ‘wWe suggest using a UMC path

Template location: I\\VM4-W’IN2KSVH \activeAdministratori&ctive T emplatesh Relocate Active Templates Falder...
MNumber of automatically generated backup files used by Active Templates: |1 1} 3:

— Active Templates — Settings
Mame: - Mame: Computers - Full Contral
Computers - Ful Control Description:  Full control over computer accounts.
| & Computers - Join a compul aapthe dor Unique ID:  {4B0BE20F-3B9F-4421-A200-90EEBFF 74605}
_5 Computers - Madify all preperties — Permissions
& Contacts - Craate Cortacis Type: | Pemissian; [ Applies to o
_fl Cantacts - Create. delets and manage ?&a Al Create Computer Objects Thiz object and all child obje
_fl Cantacts - Delete Cantac s ?h Allow Delete Computer Objects This obiect and &ll child obje™
| & Contacts - Mansge Cantacts T dllow Full Cantrel Computer Ohjects -
_5 Exchange 2000 - Exchange Administre 4 | »
_5 Exchange 2000 - Exchange Poizy Adr
_5 Exchange 2000 - Exchange Serveritd Delegation Links:
& Exchangs 2000 - Instant Messaging & | Delegated Accourt: |_Cantainer Path
_EI Exchange 2000 - Mail Storage Adminis " ﬁEAdmimistlalols [BUILTIM\Administrators) acme.comiAccounting
_5 Exchange 2000 - kanage Chat Chan
_5 Exchange 2000 - Message Transfer ¢ _ Ll | LI
4 I T ot i _>|_I MNew Template... | Modify Template.. | Delete Template(s).. | Refresh List |

3. Inthe Delegations Links list, right click anywhere in the box and then choose Add

Delegation. The Add Delegation dialog box displays the selected Active Template.

4. Inthe Selected Users and Groups area, click Add, and then select the users or groups to

5.

include in the delegation.

: Add Delegation [_ [T =]

—Active Template

| Contacts - Create Contacts

—Selected Users and Groups

Account | Full Path |
Administrators acme, comfBuilting Administrators

Add Remave

r—Delegation Paths

Path | #dd Path I
Add Paths |

Remove Path |

Delegate | Cancel |

In the Delegation Paths area, click Add Path or Add Paths depending on whether you
want to change domains or not.

To browse the local domain to select an OU, click Add Path. The Select User OU
box displays the local domain. Select an OU, and then click OK.
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Select User OU EHE

Fleaze zelect an OU. The resultant st of policies will be
calculated as if the user was moved to the selected OLU.

El--@ acme
-[_7 Builtin
D Computers
—-{&] Domain Controllers
[+~ Accounting
D ForeignSecuntyPrincipals
-0 Users

(] I Cancel |

To browse all domains on the network and view the full LDAP path of the OU,

click Add Paths. The Group Policy Link box displays the local domain. To change
domains, click _ |. You may need to click Refresh to view the OUs for the selected
domain. Select one or more OUs, and then click OK.

I Add Group Policy Link M= E3
Domain; I wnd-winZksyr, acme. com | Refresh I Stop |
Display Mame | Class | Full D Path
Def ault-First-Site-Marme site LD [T =Def aulk-Firsk-Site-Mame, Ch=5ites, CM=Configurat
@acme dornainDrS LDAP: D =acme, DiC=com
(] Domain Contrallers organizationalUnit  LDAP:f0U=Domain Controllers, DC=acme, DiZ=com
Accounting organizationallUnit  LDWP fOU=Accounting, OU=Domain Controllers, DC=acme, D
l | 2
oK | Cancel
Frocessed 4 Organizational Units in 0 Seconds
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6. Click OK. The Add Delegation box shows the delegated paths.

i Add Delegation [_ O] =]
—Active Template
I Contacts - Create Conkacts
—Selected Users and Groups
Account | Full path |
Administrators acme,comfBuiltingAdministrators
Add Remave
—Delegation Paths
Path | £dd Path |
LDAP: } fvmd-winZksyr . acme, comfOU=Accounting, OU=Domain Controllers,DiC=ac...
LDAP: ] fOU=Accounting, QU=Domain Controllers, DC=acme, DC=com Add Paths
Remove Path |
Delegate Cancel

Added with
Add Path
button

7. When you are finished added OUs, click Delegate.

REPAIRING A BROKEN ACTIVE TEMPLATE

A green dot next to an object indicates that there is an applied Active Template. If you see a

red dot, one or more of the permissions are missing at that location. Active Templates can
easily be broken by someone modifying the permissions of an object through the Microsoft

native tools. With Active Administrator, you quickly can repair a broken Active Template or

delete it from the object.

— Managed Servers

@I Arcounting
E:I Computers

@ Domain Controllers
D FareignS ecurityPrincipals
gl Human Resources
@ Sales

[:l Syztern

D Jzers

-1 Buillin

[:I Imfrastructure
&3 LastindFound
-] Configuratian

E-®8 Schema

Quick Repair

To quickly repair all broken Active
Templates in an object, right-click
the object in the Managed Servers
list, point to Active Templates, and
then choose Repair All Broken
Templates.

This repairs all broken templates
starting at the selected object and

moving down all of its child objects.

UPDATED 22 DECEMBER 2005



ACTIVE ADMINISTRATOR™ 4 38

Note: You can set up Active Administrator to fix broken Active Templates automatically.
See Configuring the Active Template Auto-Repair Service in the Getting Results Guide.

1. From the Active Administrator Console, open the Active Directory Security tab.

2. Right-click an object in the Managed Servers list, point to Active Templates, and then
choose Manage Delegated Templates. The Manage Delegated Active Templates list
box displays all the delegated Active Templates for the current object.

The red X indicates the permissions defined in the template and those defined for the
object do not match.

#% Manage Delegated Active Templates [_ (O] x|
— Delegated Active Templates

Start Path: I LOAR: | fvmd-win2kswr , acme. comfOU=Accounting, DiC=acme, DC=cam

Location | Template | Description | Trustes
.ﬁ.ccounting _3—, Computers - Modify all properties  Permissions to modify all p. .. ﬁ: Server Opers
Accounting 6 Computers - Full Control Full control aver computer... $F sladmin (sladr
Accounting _5 Carmputers - Full Control Full contral over computer. !ﬁ Bdministrakar

| | i

Delete | Repair Selecked Templates | View Permissions. .. |
Close |

To delete the delegated permissions, select the Active Template, and then click
Delete. A confirmation message box appears. To delete the delegated permissions,
click Yes.

To reapply the permissions, select the Active Template, and then click Repair
Selected Templates.

To view the permissions, select an Active Template, and then click View
Permissions. The View Template Permissions list box displays the permission that
does not match in red. This permission was deleted from the object but still exists in
the Active Template.

#% View Template Permissions - Computers - Full Control

— Template Information
Object Path: DAR: fOlU=Accounting, DC=acme, DC=com)|
Template Mame: I Computers - Full Contral
Template Description: | Full control over computer accounts.,
— Permissions For - sladmin {sladmin@acme.com)
Type: | Permissian: | Applies ta: |
3% Allaw Create Computer Objects This object and all child objects
33% Allaw Delete Computer Objects This object and all child objects
3& Allaw Full Cantral Computer Objects
Close |
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Active Directory Auditing

Active Administrator includes a security event monitoring service that notifies you of changes
that occur to Active Directory. This service actively monitors the security event logs on each
domain controller on which it is installed. Upon finding an event of interest, it sends the
information to centralized Microsoft SQL 2000 Server and optionally generates an email alert
to a predetermined address. See Setting Event Notifications in the Getting Started Guide..

Note: The Active Directory security event monitoring service should already be configured
and running. See Setting Up Monitoring Services in the Getting Started Guide.

1.
2.

From the Active Administrator Console, open the Active Directory Auditing tab.

From the Server name list, if necessary, select the server where the auditing dataset is
located.

From the Database name list, if necessary, select the auditing database.

:H‘Active Administrator™ - ScriptLogic
File Security Group Policy Tools Help

Active Directory Auditing

Connect to Active Administrator D atabase Current Filter Criteria
Server name; D ate Range: Monday, May 23, 2005 to Monday, May 23, 2005 _I
Uszer[z): <Al Users» _I
Database name: Event(s): <&l Events:» _I
dhéctiveddmin j Server(s): <Al Serverss _I
Description Mask:  |<MNo description filter> _I
- re - S o - 2 - - B o ar T anr P

In the Current Filter Criteria area, set filters by either clicking _| to set an individual

filter or clicking Filters to open the Audit Filters dialog box where you can set all the
filter types.

Audit Filters

Dates IUsers | Eventsl Server' Descriplion'

o Report changes in Active Directony for the following number of daps: LI
Days: IU_ Cancel |
¢ Repoit changes in Active Directory between the following dates: Lﬂ...l
Date Fram: Date To: Jave... |

[ | May, 2005 [+ 0 <] May, 2005 [+ |

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue “Wed Thu Fi Sat
24 025 2% 27 2 239 3 24 25 26 2 2 23 ;0
12 3 4 5 & 7 12 3 4 5 B 7
8 9 @m11T 12 13 14 8 9 @m1 12 13 14
1% 16 17 18 19 20 A 15 16 17 18 19 20 21
2 23 4 B/ X F B 2 23 24 X % 7 &
29 310 N 1 2 3 4 29 ;0 A 12 3 4

T Today: 5/10/2005 0 Today: 5/10/2005

Lo k- o P o maa gowe

To save a set of filter criteria, click Save, type a name of the filter set, and then click
OK.

To load a saved set of filter criteria, click Load, select a filter set from the list, and
then click OK.
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5. Click Refresh. The events that match the filter criteria display in the Results area.
=T
File Security Group Policy Help
ﬁ Group Policy History | ﬂ Resultant Set of Policies [R5aP)] I Group Policy Dbjects by Container I Client Side Troubleshooting |

?% Active Directory Security I % Active Templates

Active Directory Auditing

53 Group Policy Objects

r— Connect to Active Administrator Database Current Filter Criteria

Server name: [rate Range: Tuesday, October 05, 2004 to Tuesday, October 05, 2004 _I
[fiocal = useds) <Al Users> _|
Database name: Event(s): <Al Eventsy _I
| dnctiveddmin =) (|| e &l Serverss [l
Description Mask: <Mo description filkers _I
r~ Results [7 entries found)

Time Generated | Event Type | Account I Description
10/05/2004 02:46:30 PM User - Account Enabled Administrator [ACME Wadmi User "ACHE WFirthS' waz enabled by ACME\Administr,
10/05/2004 02:46:30 P User - Account Changed Administrator (ACMENAdmi..  User 'ACWE\FithS' was changed [-] by 'ACMEN\Sdmin
10/05/2004 03:46:30 P User - Password Reset Administrator [ACMES&dmi..  The password for uger ACMEAFIhS' was reset by ‘AL
10/05/2004 03:46:12 P User - Account Changed Administrator [(ACMEYAdmi..  User "ACWE\FithS' was changed [-] by 'AChENbdmir
10/05/2004 03:46:12 P Uszer - Account Created Administrator [(ACME\Admi..  User ACME'FithS' was created by 'ACME A dministre
10/05/2004 03:45:12 PM User - &ccount Changed Administrator [ACMES&dmi..  User ‘ACME\kibtat' was changed (-] by 'ACME \Admir
10/05/2004 034512 P Group Membership - Member Add...  Administrator [ACME'Admi..  Member 'CH=kibtgt CN=U zers,DC=acme, D C=com' w:
1 -

Refresh | Repott... I Filters... |

To view the details, double-click an event. The Audit Results Viewer opens. Use
the up and down arrows to scroll through the list of events.

|
_t |
;|

Drate 1142242004

Time 12:08:49 PM

Type Uszer - Account Changed

Usger Adminiztrator [ACME \WAdministrator]

Computer  YM4-WINZKSYR

Description
Uszer ‘ACMENsfith' was changed [) by ‘ACME \Administrator' on Wk 4-WIN2EKSYR' at 11/22/2004 12:08:49 PM'

Ewent Details

Uszer &ccount Changed:

Target Account Mame: sfith
Target Domain:
Target Account 1D: ACME \sfitth
Caller User Name:  Administratar

Caller Domain: ACME
Caller Logan ID: [0x0.0x43019)
Privileges: -

Cloze
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To create a report for all events in the filter, click Report.

# = | é FErint.... ‘ | | 4 | B Ea | a @\IPageW’\dth j ) | I“""I @ Eack G) Fonward

Active Directory Audit Report

Summary: 7 eleetis)
User(s): Al imers
Event(s} Al everts
DateRange: Ectween Tuesday, October 05, 2004, ard Tuesday, October 05, 2004

October 5, 2004
Date/Time: User Event:
L] 10/05/ 2004 03:46:30PM  Administrator User- AccountEnabled
(ACME\Administrator)
Desc:  User'ACWMEFirths' was enabled by 'ACME\Administrator’ on "WIE-WINZKSYR ' 3t '10/5 /2004 3:46:30 PM'
) 10/05/2004 03:46:30PM  Administeator User-Account Changed
(ACME!\Administrator)
Desc:  User'ACME\Firths' was changed (=) by 'ACME\Administrat o' on "WM4-WINZKSYR' st '10,/5/2004 3 146 30 P
LE]] 10,05, 2004 03:46:30PM Administrator User-Password Reset
(ACME"Administrator)
Desc:  The password for user 'ACME\Firths' was reset by 'AQME\Administrator’ on 'WM8-WINZKSYR ' at '10,5 /2004 3:46:30 PM'
10/05/2004 03:46:12PM  Administrator User-AccountChanged
(ACME!\Administrator)
Desc:  User'ACMEFirths' was changed (-) by 'ACME\Administrat o' on "WMA-WINZKSWR' at '10/5/2004 3 146 112 Pr"
) 10/05/2004 03:46:12PM  Administeator User- Account Created
(ACME"Administrator)
Desc:  User 'ACMEVFiFthS' was created by "aCMEYSdministrator on "WM4-WINZKSWR ' at '10,8 2004 314612 PM'
10/05/ 2004 03:45:12PM  Administrator User-Account Changed
(ACME\Administrator)
Desc: User'ACWME\krbtgt' was changed (-) by ' ACME\Administrator' on 'WMa-WINZ KSUR' at'10 /572004 3:45:12 PM'

{3 10/05/2004 03:45:12PM  Administrator Group Membership - Member Ad ded to BUILTIN
(ACME"\Administrator) Group

UPDATED 22 DECEMBER 2005



ACTIVE ADMINISTRATOR™ 4 42

Group Policy Objects

Active Administrator provides unparalleled functionality in the area of Group Policy object
management. Many familiar functions can be performed through the intuitive interface.
Administrators can create, delete, and rename Group Policy objects. They can also add and
remove links.

Much of the vital information about a Group Policy object can be viewed simply by
highlighting the object. This includes the links for the Group Policy object in any domain the
administrator chooses, security group filters for the object and revision and statistical
information relevant to its usage.

Active Administrator adds some new functionality to the world of Active Directory
Management. An administrator can copy a Group Policy object from one domain to another
or even explorer the exact location on the network where the object itself is stored.

rﬂ Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools  Help

&3] Group Policy Objects by Container ;I‘JLI‘ AD Object Restore %_'l Client Side Troubleshooting
Group Policy Hiztary ::—S Group Policy Offline Repositary -'ji Fiesultant Set of Policies [R5oF]
% Active Directory Security | gp Active Templates | 2| Active Directory Auditing g Group Policy Objects

— Please select a domain

Wiew all Group Policies on Domair: Iacme.com Connect to Domain... |

Current Domain Controller:  vmd-winZksvr. acme. com

r— Group Policy Objects———— — Group Policy Settings
I~ Show unlinked GPOs in red Name: Drefault Domain Controllers Palicy
Created: Friday, July 16, 2004 09:26:20 AM
Group Polizy Name Modified: Tuesday, May 10, 2005 02:51:47 PM
i D efault Domain Contrallers Policy DS Revisions: 11 [Computer). O [User)
g Dfaut D Pol SYSYOL Revisions: 11 [Computer), O [ zer)
elaut Joman Folcy Unique Name: {EAC1 785C-016F-11D 2-345F-00C04B384F S}

Computer zettings:  Enabled

Uszer zettings: Enabled

Loopback mode: Mot configured

— Secuity Group Filkers
Mew. ..
ot Account [ AppkGPO__ | ReadGPO__ | Modiy GPO_ =]
Explore ﬁ Domain Adming [ACMEND omain Ad... Al Allow -

!ﬁ Enterprize Admins [ACMENE nterpriz... Right Click Allow Allow ﬂ
Copy... ‘:f CRCATOn oA Madify Security Group Filters. ..,
| |
Delete. .. g Account Properties
IRETEnTE r— Group Policy Links - Domains to search: —I acme.com ﬂ-
Reports 4 Dornain / OU / Site | Mo Override | Disabled | Block Inheritance | Container P
Backup... Dromain Controllers [vmd-winZksvr.a... ho ho no acme. com/|
Properties = {
ap  Add GPO Link

Remave GPO Link

Properties
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VIEWING GROUP POLICIES

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller. The
Group Policy Objects list displays the GPOs for the selected domain. The Group Policy
Settings area displays information about the selected GPO.

H Active Administrator™ - ScriptLogic

Fil= Security GroupPolicy Toadls Help
;’ Group Policy History | Group Palicy Offline R epositony | ﬂ Resultant Set of Palicies [R5oF) |
Group Policy Objects by Container I & AD Object Restore I Client Side Troubleshocting I
S% Active Directary Security | % Aclive Templates | Active Directory Auditing @ Group Palicy Dbjects
— Pleaze select a domain
“iew all Group Policies on Domain;: | El=i=Ree Connect to Domain... |
Current Domain Contraller:  wmd-win2ksvr. acme. com
—Group Palicy Objects——————— [~ Group Palicy Settings
™ Show unlinked GPOs in red Marne: Default Domain Controllers Policy
- Created Friday, Julp 16, 2004 03:26:20 Ak
Group Policy Mame | Modified: Friday, July 16, 2004 02:45:22 PM
@Delault Diarmain Contrallers Palicy DS Fevisions: 3 [Computer], O [User)
ﬁDelault Domain Polic SYSVOL Revisions: 3 [Computer), O [User]
¥ Urique MName: {BACT 7BEC-016F-11D2-345F-00C04(B 334F 5
Computer settings:  Enabled
User settings: Enabled
Loopback mode: Mot configured
— Securty Group Filters
Account [ AppbGPO [ ReadGPO | ModiyGPO =
!ﬂ Darnain Admins [ACMESDomain Ad Bllows Allows
!ﬁ Enterprise Adming [ACMELE nterpris Lillena Allewa
!ﬁCHEATDH OwNER Aillow B llow =
4 | ¥
— Group Palicy Links - Domains to search: ~|acme.com jf
Domain / O / Site | Mo Owverride | Dizabled | Elock Inheritance | Container P.
Dromain Contrallers [vmd-winZksvr.a... no | no hao acme. comd[
13

To display unlinked GPOs in red, select the Show unlinked GPOs in red
check box.

MODIFYING PROPERTIES FOR A GROUP PoLicy OBJECT

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

There are several ways to open the Access Control List (ACL) editor to view and/or
modify the properties on a Group Policy object.

In the Group Policy Obijects list, right-click a GPO, and then select Properties. The
ACL editor opens to the General tab.

In the Security Group Filters list, double-click an account. The ACL editor opens
to the Security tab.

In the Group Policy Links list, right-click a link, and then select Properties. The
ACL editor opens to the Group Policy tab.
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MODIFYING A GROUP PoLIcY OBJECT

Caution: If you modify a GPO online and it is in use, changes you make may not be applied
to the object using that GPO. To control the GPO change process, edit the GPO offline. Right-
click the GPO, and then select Add to Offline Repository. See Editing Group Policy Offline.

1. From the Active Administrator Console, open the Group Policy Objects tab.

Note: You also can edit a Group Policy object in Windows Explorer on the Group
Policy Objects by Container tab. See Modifying a Group Policy Object.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

4. Inthe Group Policy Obijects list, double-click a GPO, or right-click a GPO, and then
choose Edit. The Group Policy window opens.

Note: If you do not have proper permissions to modify the Group Policy object you
receive an access denied message.

5. Modify the GPO, and then close the window. The settings display in the Group Policy
Settings area of the Group Policy Objects tab.

Locating a Group Policy Object

1. From the Active Administrator Console, open the Group Policy Objects tab.

Note: You also can locate a Group Policy object in Windows Explorer on the Group
Policy Objects by Container tab. See Locating a Group Policy Object.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

4. Inthe Group Policy Objects list, right-click the GPO, and then select Explore.
Microsoft Windows Explorer opens displaying the path to the GPO in the Address box
and highlighting the GPO in the hierarchy.

EN {6AC1786C-016F-11D2-945F-00C04fB984F9}
File Edt View Favorites Tools Help |
d=Eack -~ = - | @ search |E|:_'-|Fo|ders 4 | e X 5y | -
Address ID \vma-winZkswr . acme .comsysvollacme.comiPolicies\ {6AC1 7E6C-016F- 11 D2-945F-00C04F BG4} j @Go
Folders x Mal | Size | Type | Mod
TH] Deskiop [ ) [ File Folder 5f1C
-5 My Documents [ZIMACHINE File Folder 5i1C
@, My Computer USER File Folder 7ie
EHEE My Netwark Places GPT.INL 1¥B Corfiguration Settings  Sf1C
=] ‘)‘; Entire Metwark
EI-,II' Microsoft Windows Network
EI& Acme
Wmd-winZksyr
wmnd-winZksyr . acme, com
-0 NETLOGON
E@ sysvol
=] acme.cam
i E‘D Policies
- B0 {31B2F340-016D-11D2-945F-0
=] {BAC17EEC-016F-1102-945F-C
-1 Adm
: -] MACHINE
- m{Ouser
- scripts -
! - | _»|—| ! | »
|4 abjectis) |23 bytes |0 Internet 5
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CoPYING GROUP PoLicy OBJECTS

One of the truly unique features of Active Administrator is the ability to copy Group Policy
Objects between domains. The process is outlined below in some detail. It shows just how
easy it can be to use this product to perform a function that would otherwise not be possible.

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

4. Inthe Group Policy Obijects list, select the object(s) to copy, right-click the selection,
and then choose Copy. The Copy Group Policy Objects dialog box displays the
selections.

Note: You also can choose Copy Group Policy Objects from the Group Policy menu to
open this dialog box.

#5% Copy Group Policy Objects i =]

— Group Policy Objects:

GPO Name: | GPO Path: | add GPO.. |

ﬁEGPOCDmputers oul LOAP: fvme-winZksyr acme, comfCN={E119EE. .. FeN——
@New Graup Paolicy Object LDAP: [ ivma-winZkswr . ache, comiCN={9E2333. ..

— Destination Domain(s):
Domain: FDC: | Add Damain...

i

Remave Domain

— Copy options
v Copy Security Group Filkers | Copy Group Palicy Links
[” Gererate Log File: I I Wiy |

Copy | Schedule...l Load... | SaYE... | Close I

To add more GPOs to the list, click Add GPO.

To remove GPOs from the list, select one or more GPOs, and then click Remove GPO.
5. To add a destination domain, click Add Domain. The Connect to Domain box opens.

6. Inthe Domain box, type a domain name, or click Browse to locate a domain. The
selected domain displays in the Destination Domain area.

7. Inthe Copy Options area, set options for the copy process.

3 Copy Security Group Filters
By default, the copy process includes the security group filters.

v Copy Group Policy Links
By default, the copy process includes the Group Policy links.

¥ Generate Log File
Generates a .txt log file for the copy process. Type the name of the .txt file or click o |to
locate the file.

Note: To view the log file shown in the box, click View.
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8.

To initiate the copy, click Copy.

Note: Each GPO has a Globally Unique Identifier (GUID). If these are the same between
domains, the current GPO is overwritten. You can view the GUID in the Group Policy
Objects area of the Copy Group Policy dialog box.

Save Copy Settings

To save the copy settings as a Group Policy Copy Job File (*.gpc), click Save, choose a
location for the file, type a name for the file, and then click Save.

Load Copy Settings

To load a previously saved Group Policy copy job file (*.gpc), click Load, choose the
location for the file, select the file, and then click Open.

Schedule a Copy Job

1.
2.

Click Schedule. The Schedule a GPOCopy job box opens.

In the Job Name box, type a name for the copy job.

In the Save Job in Folder box, click _I and then choose a folder in which to store the
copy job.

Click Schedule. The Microsoft Windows scheduling service opens.

Schedule the copy job, and then click OK.

Note: To edit a previously scheduled copy job, click Manage Scheduled Jobs. The
Scheduled Tasks window opens where you can modify scheduled jobs.

CREATING A NEw GROUP PoLicY OBJECT

From the Active Administrator Console, open the Group Policy Objects tab.

If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

If necessary, click the current domain controller, and then select a domain controller.

Right-click in the Group Policy Name list box, and then choose New. The New Group
Policy Object box displays the default GPO name.

MNew Group Policy Dbject E2
2

Mew GPO name: Cancel |

In the New GPO name box, type a hame, and then click OK. The new GPO name
displays in the Group Policy Name list and the default settings display in the Group
Policy Settings area.

Note: If you make a mistake typing, you can rename the GPO. Right-click the GPO, and
then choose Rename.
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RENAMING A GROUP PoLICY OBJECT

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.
4. Inthe Group Policy Obijects list, right-click the GPO, and then choose Rename.
5.  Type a new name for the GPO, and then press Enter.

REPORTING ON GROUP PoLICY OBJECTS

Active Administrator can generate reports for administrators that provide relevant and useful
information about Group Policy objects. This information is available in a wide variety of
formats and can be exported to popular formats for portability.

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain, and then select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

r= Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

(«#| Group Policy Objects by Cantainer
Group Policy History

f—f Group Policy Offine Repository

5‘3 AD Object Restare

4] Client Side Troublashooting
-1 Rezultant Set of Policies [RSoP)]

T active Directory Securiy &5 Active Templates (2] Active Directony Auditing #5 Group Policy Objects
— Pleaze zelect a domain
Wiew all Group Policies on Domain: |acme.com Connect to Domain.... |
Curent Domain Controller wind-winZksyve acme. com
— Group Policy Objects————— [~ Group Policy Settings
™ Show unlinked GPOs in red Mame: Default Domain Controllers Policy
- Created: Friday, July 16, 2004 09:26:20 AM
Group Palicy Mame Madified: Tuesday, May 10, 2005 02:51:47 PM
i Def 3 .. n N5 Revisin 11 [Computer], O [Uzer)
Mew, .. ng: 11 [Computer), O [User)
Edit {BAC1786C-016F-11D2-945F-00C04f8 9684F S}
5. Enabled
Explare Enabled
Mot configured
Filters
| sppbhGPO | ReadGPO | ModieGPO <]
ing [BCMESD omain Ad... Allow Al
GPO Settings. .. Al Allow i
— GPO Affected Registry Keys... L4
chstnrpn;” Domain GPO Summary
- - - -
Add to Offine Repasitory inks - Diomaing to search: — acme.com J
! Site | Mo Override | Dizabled | Block Inhertance | Container P
Properties -
trollers [vind-win2kayr. a.. no no no acme. com,|
4] | i
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4. Inthe Group Policy Obijects list, right-click a Group Policy object, point to Reports,
and then choose one of the following report options.

Report

Description

GPO Settings

Shows the Unique ID, number of revisions, created date, modified
date, status of computer and user settings, Group Policy filters and
Group Policy links for the selected Group Policy object in the
selected domain.

GPO Affected Registry Keys

Shows the registry keys affected by the selected Group Policy
object in the selected domain.

Domain GPO Summary

Shows the Unique ID, number of revisions, created date, modified
date, status of computer and user settings, Group Policy filters and
Group Policy links for all Group Policy objects in the selected
domain.

BACKING UpP A GROUP PoLIcY OBJECT

Another feature unique to Active Administrator is the ability to back up an entire Group
Policy Object (GPO) to a folder structure from where it can be restored if needed. This feature
provides a high level of fault tolerance and recoverability that was never before possible with

any other tool.

1. From the Active Administrator Console, open the Group Policy Objects tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

3. If necessary, click the current domain controller, and then select a domain controller.

4. Inthe Group Policy Obijects list, select the object(s) to backup, right-click the selection,
and then select Backup. The Backup Group Policy Objects dialog box displays the

selections.

Note: You also can choose Backup Group Policy Objects from the Group Policy menu

to open this dialog box.

H Backup Group Policy Objects [_ O] x|

Backup Folder: | C:\Program Files\ScriptLogic CorparationlActive AdministratoriGPOHistary |

— t&roup Policy Objects:

GPO Mamne:

| 5PO Path: | fdd GPO, ., |

ﬁiDeFault Domain Policy

ﬁiDeFault Domain Controllers Policy LDAP:  fvmnd-winZksyr, acme, comfCh={6AC173...
Remove GPO |

LDAP: ] fvmd-win2ksyr, acme, comfCh={31B2F3...

— Backup options
IV Backup Security Group Filters

v Backup Group Palicy Links [~ Save a GPO Repart

[~ Generate Log File: I

Lo e |

Backup | Schedule. .. Load... Save... Close |
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5.

8.

To add more GPOs to the list, click Add GPO.

To remove GPOs from the list, select one or more GPOs, and then click Remove
GPO.

In the Backup folder box, type the path to the folder where you want to store the backup
or click _| to locate a folder.

In the Backup options area, set options for the copy process.

v Backup Security Group Filters
By default, the backup process includes the security group filters.

3 Backup Group Policy Links
By default, the backup process includes the Group Policy links.

¥ save aGPO Report
Creates a Group Policy Settings report saved as Settings.PDF.

¥ Generate Log File
Generates a .txt log file for the backup process. Type the name of the .txt file or click L
to locate the file. To view a log file displayed in the box, click View.

To initiate the backup, click Backup. When the backup is complete, a message box
appears.

Click OK.

Save Backup Settings

To save the backup settings as a Group Policy backup job file (*.gpb), click Save, choose a
location for the file, type a name for the file, and then click Save.

Load Backup Settings

To load a previously saved Group Policy backup job file (*.gpb), click Load, choose the
location for the file, select the file, and then click Open.

Schedule a Backup Job

1.
2.
3.

Click Schedule. The Schedule a GPOBackup job box opens.
In the Job Name box, type a name for the copy job.

In the Save Job in Folder box, click _| and choose a folder in which to store the
backup job.

Click Schedule. The Microsoft Windows scheduling service opens.
Schedule the backup job, and then click OK.

Note: To edit a previously scheduled backup job, click Manage Schedule Jobs. The
Scheduled Tasks window opens where you can modify scheduled jobs.
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RESTORING A GROUP PoLicy OBJECT

Active Administrator allows you to restore the Group Policy Objects (GPO) that you have
backed up. This functionality can easily allow you to repair damaged GPOs or those that were
accidentally deleted.

1.
2.

From the Active Administrator Console, open the Group Policy Objects tab.

If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

If necessary, click the current domain controller, and then select a domain controller.
Right-click in the Group Policy Objects list, and then select Restore.

Note: You also can choose Restore Group Policy Objects from the Group Policy menu
to open this dialog box.

H Restore Group Policies [_ (O] x|

Eackup Folder: I C:YProgram Files\ScriptLogic Corporationiactive Administratorl GPCHistory |

— Group Policy Objects:

GPCD Mame: | Drornain: | Backup Time:

@Default Domain Policy acme.com June 30, 2005 05:38:56 AM

g Defadlt Domain Controllers Policy  acme.com June 30, 2005 058:38:57 AM

| | i

[~ show anly the latest version of each GPO

— I Restore to an alternate domain:
Diomain: | FDC: | Add Domain, .. |

Remaove Domain |

— Restore options
¥ Restore Security Group Fikers W Restore Group Palicy Links

™ Generate Log File: I _I =] |

Restare | Close |

In the Backup folder box, type the path to the folder where the backup is located or
click _| to locate the folder.

In the Group Policy Obijects list, select the GPOs to restore. To shorten the list, select
Show only the latest version of each GPO.

To restore the selection to an alternate domain, select Restore to an alternate domain.
Click Add Domain to add a domain to the list.

In the Restore options area, set options for the copy process.

¥ Restore Security Group Filters
By default, the restore process includes the security group filters.

¥ Restore Group Policy Links
By default, the restore process includes the Group Policy links.

¥ Generate Log File
Generates a .txt log file for the restore process. Type the name of the .txt file or click B
to locate the file. To view a log file displayed in the box, click View.

To initiate the restore process, click Restore. A confirmation message appears.
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10. To overwrite the existing GPO, click Yes. When the restore process is complete, a

message box appears.

11. Click OK.

ADDING A GROUP POLICY LINK

Active Administrator includes the ability to view and link

linked as you can choose to display them in red.

Group Policy objects (GPOs). Sometimes Group Policy ¢ Show unlinked GPDs in red -
objects can be created, but not linked to anything, which Group Policy Name |
can make keeping track of these objects problematic and gg:ﬁ:ﬂ:gzg:ﬁ o ek {
time consuming for administrators. With Active €5 GPOComputers OLIT 4
Administrator, you can easily see which GPOs are not R GPOComputers DUT 'f
g

1.
2.

L
r Group Policy Objects

@ Mew Group Policy Object

» B gt

From the Active Administrator Console, open the Group Policy Objects tab.

In the Group Policy Links area, if necessary, open the Domains to search list to select a
domain.

Right-click in the Group Policy Links list box, and then choose Add GPO Link.

-~ Wy, e e N T T . W
Group Policy Links - Domains to search: —Iacme.com j

Damain / OU / Site | Mo Override | Disabled | Block Inheritance | Container P
(€3 Domain Controllers [vmd-winZksvr. a... no no no acme.com/|

4| Remiove GPO Link

4§~ Properties

|

The Add Group Policy Link list box opens to the selected domain. Active Administrator
searches the selected domain and then lists the objects that can be linked to the Group
Policy object.

Note: If the search is taking too long, you can click Stop.

Note: To change to a different domain, click _| and then select a domain. Click
Refresh to populate the list box.

[ Add Group Policy Link [ _ O] x|
Domain: Iacme.com | ReFreshl Stopl
Display Mame | Class | Full AD Path
Defaul-First-Site-MName site LDAP: {fvmd-winZksyr . acme, com/Ch=Def aulk-First-Site-Mame,
@acme domainDMS LDAP:  vmd-winzksyr . acme, com/DC=acme, DC=com

main Controllers organizationallnit  LDAP: [ fvma-winZksyr, acme, comfOLU=Domain Controllers,DC

A

Select objects
to link

4] | ol

OK | Cancel

Frocessed 3 Organizational Units in 0 Seconds
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4. Select the objects to link, and then click OK. The linked objects display in the Group

Policy Links list box. You can size the area upward to increase the viewing area.

— Group Policy Settings

I ame: Drefault Domain Controllers Paolicy
Created: Friday, July 16, 2004 09 26: 20 Ak
M odified: Tuezday, kMayp 10, 2005 02:51:47 PM
DS Revisions: 11 [Computer], O [User]
SYSWOL Revisions: 11 [Computer], O [ser]
Unigue Mame: {BACT7BEC-0NEF-1102-945F-D0C04fE934F 9}
Computer zettings:  Enabled
U zer settings: Enabled
Loopback mode: Mot configured
— Securty Group Filkers . O
Click and drag
Account | Apply GFO | Reac et i
ﬂi Drarnain Adrming [ACMENDomain &d... &l vigw GPO I?n ks
Enterprize Adming [ACMENEnterpriz. .. all
1 I i |
— Group Policy Links - Domainz to search: —| ACINE. COMm ﬂ-
Diomain £ O £ Site | Mo Owerride | Dizabled | Black. Inheritance | Cortainer P
Domain Controllers [vmd-winZksvr a... o [ils} no acme. com/|
dd GPOD Link
1] Remove GPO Link _*I

Properties

To view an object’s properties, right-click on the object in the Group Policy Links

list, and then choose Properties.

REMOVING A GROUP PoLICY LINK

From the Active Administrator Console, open the Group Policy Objects tab.

In the Group Policy Links area, if necessary, open the Domains to search list to select a

domain.

In the Group Policy Links list box, right-click an object, and then choose Remove GPO

Link. A confirmation message box appears.
To remove the GPO link, click Yes.
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Group Policy Objects by Container

Active Administrator includes the ability to view Group Policy objects by the containers to
which they are linked, which allows administrators to quickly view Group Policy object
application for a specific container. After locating a desired container object, applied GPOs
are displayed, and a Resultant Set of Policies calculation can be provided immediately.

H Active Administrator™ - ScriptLogic !El E
File Security Group Policy  Tools  Help
(3] Group Policy Objects by Container
— Please select a domain
Wiew all Group Policies on Domain: Iacme.com Connect to Domairn... |
Current Domain Controller: — wmd-winksvr. acme.com
— Sites, Domain, and OUs ——————— = Curent Group Policy Object Links for - Domain Contraller
. @ acme.com Group Palicy Object Links | Mo Override | Disabled |
EREAR D omain Conbolers 5 Default Domain Controllers Palicy Mo No
=i Sites
Drefault-First-Site-N ame k
H GPC Reports 3 GPC Settings. ..
k Edit GO GPO Affected Registry Keys...
Explore GPO
Report Container GPO Links |
GPC Properties
e G RS-0, Group Policy Objects higher in the list have the highest pricrity Container Properties
Praperties Block Policy Inheritance: FALSE
 Resultant Set of Policies far - Domain Controller
GPO Mame: ‘ Applies to Computer: | Applies to User | Linked To:
ﬁDefaUIt Domain Policy a e a e @ acme [acme. com)
@DefaultDDmain Controllers Palicy a e E Mo: Emply (& Domain Controllers [acme.com/Domai

‘.

|

GPO Repotts
Edit GRO
Explore GPO

Fieport RSoP Settings.. |

L3 GPO Settings...

GPO Affected Registry Keys...

.

GPC Properties

Linked Container Properties

MODIFYING A GROUP PoLicy OBJECT

Note: You also can edit a Group Policy object in Windows Explorer on the Group Policy

Objects tab. See Madifying a Group Policy Object.

1. From the Active Administrator Console, open the Group Policy Objects by Container

tab.

2. If necessary, in the View all Group Policies on Domain box, type the domain name, or

click Connect to Domain and select a domain.

If necessary, click the current domain controller hyperlink, and then select a domain

controller. The Sites, Domain, and OUs list displays objects that have at least one GPO

setting applied.
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4. Depending on the type of information you want to modify, select one of the following
methods:
Note: If you do not have proper permissions to modify a Group Policy object you receive
an access denied message.
Sites, Domain, and OUs list
= Right-click a container, and then select Properties. The Properties dialog box
opens to the Group Policy tab.
Current Group Policy Object Links for list
= Double-click a GPO, or right-click a GPO, and then choose Container
Properties. The Properties dialog box opens to the Group Policy tab.
= Right-click a GPO, and then choose Edit GPO. The Group Policy window
opens.
= Right-click a GPO, and then choose GPO Properties. The Default Domain
Controllers Policy Properties dialog box opens to the General tab.
Resultant Set of Policies for list
= Double-click a GPO, or right-click a GPO, and then choose Linked Container
Properties. The Properties dialog box opens to the Group Policy tab.
= Right-click a GPO, and then choose Edit GPO. The Group Policy window
opens.
= Right-click a GPO, and then choose GPO Properties. The Default Domain
Controllers Policy Properties dialog box opens to the General tab.
REMOVING BROKEN LINKS
1. From the Active Administrator Console, open the Group Policy Objects by Container
tab.
2. If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.
3. If necessary, click the current domain controller hyperlink, and then select a domain
controller.
In the event that a GPO link is broken, a question mark appears next to the link.
H‘n(tive Administrator™ - ScriptLogic
File Security Group Policy Tools Help
?% Active Directory Security | % Active Templates | Active Directory Auditing I @ Group Policy Objects
J Group Policy History | Group Policy Offine Repositony ﬂ Resultant Set of Policies (R5aP)]
Graup Policy Objects by Container | & AD Object Restore I Client Side Troubleshooting
_Vi:l:?as\leﬁsl?j;t;o;?;::?n Domair: |acme.cum Connect ta Damain... |
Current Damain Cantroller:  ymd-wingksyvr acme.com
i Sites, Domain, and OUs Current Group Palicy Object Links for - Default-First-Site-M ame
) @ acme. com Group Paolicy Object Links ‘ No Dveride | Disabled |
| SalCenai Contoles G5 (PO TAFCABEL BIFE65E 228, Yes Ne
) » - F - - - - - LR » o » pl
4. Inthe Sites, Domain, and OUs list, right-click an object, and then choose Remove
Broken Links. If any broken links are found, the Confirm Remove Broken GPO Links
list box displays the broken link(s).
5. To delete the broken link(s), click Yes.
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LOCATING A GROUP PoLIcY OBJECT

Note: You also can locate a Group Policy object in Windows Explorer on the Group Policy
Objects tab. See Locating a Group Policy Object.

1.

From the Active Administrator Console, open the Group Policy Objects by Container
tab.

If necessary, in the View all Group Policies on Domain box, type the domain name, or
click Connect to Domain and select a domain.

If necessary, click the current domain controller hyperlink, and then select a domain
controller.

In the Sites, Domain, and OUs list, select the container.

In either the Current Group Policy Objects Links for or the Resultant Set of Policies
for lists, right-click a GPO, and then choose Explore GPO. Windows Explorer opens
displaying the path to the GPO in the Address box and highlighting the GPO in the
hierarchy.

E‘ {6AC1786C-016F-11D2-945F-00C04fB984F9}
File  Edit “iew Fawvorites Tools  Help |
g=Fack ~ = - | @Search |E&FOIders ® | oLy S o) | Ed-
Address I[:I Vivmd-winZksvr, acme.comisysvollacme, comiPolicies\ {6AC1 786C-016F- 1 LD2-245F-00C04fEAS4F I} j @’GD
Falders X || Mame ¢ | Sizel Type | MMod
7] Deskiop | | File Falder 5/1C
- My Documents [ZIMacHIME File Folder si1C
&5, My Computer LISER: File Folder 7i1e
=-E8 My Netwark Places %] GPT.INI LKE Configuration Settings  Sf1C
E‘)} Entire: Metwork
El.,rl' Microsoft windows Metwark.
E&, Acme
Wrnd-winzkswvr
: wrnd-winzksyr, acme. com
72} NETLOGON
EI@ sysyil
B2 acme.com
E{:I Policies
¢ B {31B2F340-0160-11D2-945F-0
E@ J6AC1786C-016F-1102-945F-C
{:I Adrn
B MACHINE
=- UsER
{:I scripks -
« o | _|—I « | o
|4 object{s) |23 bytes |Q Internet 4
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REPORTING ON GROUP PoLICY OBJECTS

From the Sites, Domains, and OUs list, right-click a container, and then select Report

Container GPO Links.

Report

Description

Container GPO Links

Shows the Group Policy links and their settings for the selected
container.

From either the Current Group Policy Objects Links for or Resultant Set of Policies for
areas, right-click a GPO, point to GPO Reports, and then choose a report.

Report

Description

GPO Settings

Shows the Unique ID, number of revisions, created date, modified
date, status of computer and user settings, Group Policy filters and
Group Policy links for the selected Group Policy object in the selected
domain.

GPO Affected Registry Keys

Shows the registry keys affected by the selected Group Policy object
in the selected domain.

From the Sites, Domains, and OUs list, select a container, or from either the Current Group
Policy Objects Links for or Resultant Set of Policies for areas, select a GPO, and then click

Report RSoP Settings.

Report

Description

Resultant Set of Policies

Shows the settings, computer configuration, and user configuration
for the selected container or GPO.
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Group Policy History

Group Policy history is kept for all GPOs in your domains. A specialized service watches
your domain controllers for GPO changes. The combination of these two services allows you
to determine exactly who made changes to your Group Policies and what they changed. If
you don’t like a change that someone made, you can roll back to a previous version of the

[ Active Administrator™ - ScriptLogic Corporation
File Security GroupPolicy Tools Help
2] Group Policy Dbjscts by Container | &% AD Object Restore | £1] Chint Side Troubleshooting
% Active Directary Security | % Active Templates I (] Active Directary Auditing | 53 Group Policy Objects
& Group Policy History | Group Policy Offline Repository | o7 Resulant et of Falicies [RSoF)
Group Palicy Histary Location
’]\\VM A4 2K SR Wtiveddministrator\GPOHistory
~ GPO: - GPO History
=] @ acme.com Unigue Mame: {BAC1786C-016F-11D2-945F-00C04{B994F 3}
Default Doma!n Eor:mollers Palicy Do Fravisions User Report |
E Drefault D amain Palicy —
% t (18, 2005 10:11:02 AW 4 [Computer]. O [User]  <No auditing evel
Rollback. |
Show Changes |
Edit GPO Refresh |
Rollback
Remove History..,. i
Shaw Changes Edit GPO |
Refresh
Edit GPO'
Remove History Item
| |
Comment for selected histan ety
Type a comment here. ;I
Type a comment, and then
click Save Comment
|

VIEWING GROUP POLICY HISTORY

The Group Policy history service automatically checks for Group Policy object (GPO)
changes and saves the changes to a file share on your network. The default folder created
during installation is GPOHistory. The administrator in charge of setting up the Group Policy
History service should let you know the UNC path to the Group Policy history.

1. From the Active Administrator Console, open the Group Policy History tab. The UNC
path to the Group Policy history folder displays in the Group Policy History Location
box.

2. To change to a different folder, type the UNC path to the folder, or click _| to locate
the folder. The domain displays in the GPOs list.

3. Inthe GPO:s list, expand the hierarchy, and select a GPO. The GPO History list displays
the versions, which are ordered by date of when the changes were made. You can view
the revisions of the GPO, who made the changes, and on which domain controller the
change was made. You can add a comment to the version by typing text in the box, and
then clicking Save Comment.
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REPORTING ON GROUP POLICY HISTORY

You may wish to see a report showing the exact settings of a Group Policy Object (GPO) as
they were at a previous time in history.

1. From the Active Administrator Console, open the Group Policy History tab.

2. Inthe GPOs list, select a GPO. The versions display in the GPO History list.

3. Inthe GPO list, double-click a version. The Report Preview window displays the Group
Policy Settings report.

Note: You also can select a version, and then click Report; or right-click a version, and
then choose Report.

Eé Active Administrator Report Preview - Group Policy Settings: ({null}) Default Domain Controllers Policy [¥m4-winZksvr.acme.com]

0|5 e D800 @@l |07 |3 e O s

Group Policy Settings
{{hully) Default Domain Controllers Palicy [vmd-winzkswr.acmecom]

% Summ ary
Teated: Tuesday, May 10, 2005 02:52:10 PM
Modified: Tuesday, May 10, 2005 02:51:47 PM
DS Revisions: 11 (Computer), 0 (User)
SYSYOL Revisions: 11 (Computer), 0 (User)
Dom ain : acme.com
Unique ID: {BAC1TEEC-016F-11D2-245F-00C04fB 984F 9}

Computer Settings: Enabled
User Settings: Enabled
Loopback Mode: Mat configured

Group Policy Filters
Account Apply GPO Read GPO Modify GPO

!ﬂ Domain Admins {ACME}Domain Admins) Allaw Allaw
m Enterprise Admins (ACME\Enterprise Admins) Allow Allow
ﬁ CREATOR OWNER Allow Allow
€3 SYSTEM llow Bllow
ﬁ Authenticated Users Allow

Group Policy Links
Domain / OU / Site No Override Disabled Block Inheritance
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COMPARING HISTORY ON GROUP PoLIcY OBJECTS

You may be interested in the differences between two historical versions of a Group Policy
object (GPO) to see exactly what changes were made between two points in time.

1. From the Active Administrator Console, open the Group Policy History tab.

2. Inthe GPOs list, select a GPO. The versions display in the GPO History list.

3. Inthe GPO History list, select any two versions, and then click Show Changes; or right-
click the selection, and then choose Show Changes.

FE Active Administrator™ - ScriptLogic Corporation !E E i

File Security Group Policy  Tools  Help

Group Policy Objects by Container | & AD Object Restore | Client Side Troubleshooting
% Active Directary Security | % Active Templates | Active Directory Auditing | ﬁ Group Palicy Objects
\«’ Group Policy Histary Group Policy Oifline R epositony | ﬂ Resultant Set of Palicies [RSoP)

r Group Policy History Location

IE'\nglam FileshS eriptlogic Corparation.ctive Administrator\GPOHiston

—GPO — GPO History

E--@ acme.com Unigue Name: {BAC1785C-016F-1102-345F-00C04B384F3}
Default Domain Contrallers Palicy

g Diefault Domain Palicy

Revisiohs

]
Report |
JEEES

Follback
Show Changes : =

f Fiefresh ||}i
Edit GPO |

r » F 2 Y S PP R Ll

P R S — Y

The Report Preview window displays the Group Policy Change Report.

Ei Active Administrator Report Preview - Group Policy Change Report:

# 0| Sen [D]s| 0@ aalw: E| v Rl e
& B | =

%‘

Group Policy Change Report

GPO Name: {inull)) Default Domain Controllers Policy

Unique Name:  {6AC1786C-016F-11D2-945F-00C04E 284F9}

Domain: acme, com

Changes from:  May 05, 2005 11:01:59 AM Old Revisions: 3 {Computer), 0 (User)

Changes to: May 10, 2005 02:52:10 PM New Revisions: 11 (Computer), 0 {User)
@ Computer Configuration

1Software Settings
(OWindows Settings
E Security Settings

“\f\’\\ﬂf‘-n e T R T T R

Changes were made to Security Settings Old Policy Setting New Policy Setting
@ Local Policies
2 audit Palicy
Audit account m anagem ent <Mot configured = Success,Failure
Audit directary service access Mo auditing Success,Failure
Audit policy change Mo auditing Success,Failure
Audit system events Mo auditing Success,Failure
st P e . Pl T P P
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ROLLING BACK TO A PREVIOUS VERSION

If you notice changes that were not supposed to occur, you can roll back to a previous version
of the Group Policy object (GPO). Rolling back causes the GPO to be set back in time to the
exact settings as they were at a previous date.

Note: You might want to view the Group Policy settings of the previous version before you
select it for rollback. See Reporting on Group Policy History.

1.
2.

From the Active Administrator Console, open the Group Policy History tab.

In the GPOs list, select the GPO to roll back. The versions display in the GPO History
list.

Note: If you want to make changes to the GPO before you select if for rollback, select the
GPO version, and then click Edit GPO.

Select a version to roll back to, and then click Rollback. The Confirm rollback message
box appears.

Confirm rollback...

Are you sure you would like to rollback ko the wersion
backed up on May 05, 2005 11:01;59 AM?

[ Rolback GPo Security Filkers
™ Rollback GPQ Links

Yes M

Select if you want to roll back the GPO Security Filters and/or GPO Links, and then
click Yes.

Note: If the default domain policy is included in the version, a warning message displays.
To overwrite the default, click Yes, otherwise, click No.

When the rollback is complete, a message box appears.
Click Yes to close the message box.

Note: Upon completion of the rollback, the list of GPO revisions increase by one to
ensure that the GPO is applied the next time polices are refreshed.
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Resultant Set of Policies (RSoP)

Active Administrator provides increased levels of manageability by way of a Resultant Set of
Policies (RSoP) function, which allows you to select a user and computer and view or report
on the Group Policy objects that affect those accounts. To get an exact picture of how your
actions will affect Group Policy application, you can perform several calculations of what if
scenarios, including the addition or removal of these objects from OUs, Sites, or Security
Groups. This allows administrators to quickly view Group Policy Object application and
errors on remote machines. Recent calculations are automatically saved for easy retrieval at a
later time. Changes in RSoP calculations as a result of what-if scenarios can be seen by
showing RSoP Deltas.

Reporting on Resultant Sets of Policies allow administrators to see exactly how objects are
affected by Group Policy objects and quickly troubleshoot where application of Group
Policies have not been correctly handled. Active Administrator provides clear and concise
reports that not only show what Group Policy objects are applied, but the effective settings of
such policies.

RUNNING A WHAT-IF SCENARIO
1. Start the Active Administrator Console, and then open the Resultant Set of Policies
(RSoP) tab.

Previous what-if scenarios display in the Previous RSoP Settings list. You can double-
click a past query to load the RSoP settings.

&8 Active Administrator™ - ScriptLogic |_ (O] x|
File Security Group Palicy Help
<] Group Policy Objects by Cantainer J—!ﬂ AD Object Restors %_'l Client Side Troubleshaoting
?h Active Directony Security @ Active Templates ] Active Directory Auditing @ Group Policy Objects
Graup Policy Histary | 25 Group Palicy Dffine Repositary ﬂ Fesultant Set of Policies [RSoP)
— Pleaze select a domain
Chaose accounts from Domain: Iacme.com Cornect to Domain... |
Current Domain Controller.  ymd-winZksyr. acme. com
— Past queries ———————————— — Please choose a user and computer to view the resultant set of policies.
Previous RSoP Settings u
@Jim P 4598?8 p—— sBr Is\user [acme.com/U seredzluzer] cr New J
: . Computer PC-45678 [acme. com/Computers/PC-45678) RSOPs
@ sluzer on PC-45678 (acme. com) —I I J
— Whatif..
DoubleClick Here ¥ User moves to OU: IDomain Cantrallers [acme. com/Domain Contrallers) |
™ Computer maves to 0L | |
k ™ Computer moves to Site: IDefauIt-Filsl-Site-Name j
User's Security Groups: Computer's Security Groups:
i —_
Loag Previous Security Graup Name | ﬂ Security Group Mame | \
€ Luthenticated Users - € Authenticated Users -Drag Split Bar Up
€ Dorncin | sers d | P PN - to View RSOPs
Add... I Remove I FReload | Add... | Remove I Reload I f 4 || -

Resultant Set of Policies:

RPN K ame: [ Annlias- [ Vinkad T
14 | »

™ Show RSoP Deltas [changes as a result of a what-if soenaria)

™ Use Offline GPO Repository o calculste RSoP [click to select offline GPOs
| | ] ViswRScP | ReporRSoP Seltings.. |  Report RSoP List.. Dlearall |
|

| Ctick Here -

View
RSOPs
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2. Choose a domain and domain controller.

Choose accounts from Domain: Iacme.com Connect to Domair... |

Please select a domain
’7 Current Domain Controller:  wmd-win2ksvr. acme. com

To choose a domain, type the domain name in the Choose accounts from Domain
box or click Connect to Domain.

To select a different server on the current domain to use in viewing RSoP results,
click the Current Domain Controller hyperlink. The Connect to Domain
Controller box opens where you can select a different domain controller.

3. Select a user and computer.

Important: Only users and computers that are contained in the list of licensed OUs can
be selected. If you select a user or computer that is not within the scope of your license,
you see an error message. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

45, Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

46. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

47. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

48. Open the Auditing tab.

Access Control Settings for acme [ 2]

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe | M ame | Access | Apply to |

ject and all child obje...

Add... Remove Wiew/Edi...

Thig auditing entry iz defined directly on thiz object. Thiz auditing entry iz inherited by child
ohjects.

ok I Cancel Spply
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49,

50.
51.

52.
53.
54.

55.

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

From the Apply onto list, select This object and all child objects, if necessary.

In the Access list, select the [+] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEERAEE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEEEEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues.

Fleaze choose a user and computer to view the resultant gt of policies.

Usger | |sluser [acme. comdUzers/zluzer) _I ‘

Computer | |F'I:-455?8 [acme. comComputers/PC-45678)

To select a user, click User or _| The user’s name displays in the box and the
groups in which the user is a member display in the User’s Security Groups list.
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To select a computer, click Computer or _| to select a computer. The computer
name displays in the box and the groups in which the computer is a member display
in the Computer’s Security Groups list.

Note: The user or computer does not have to be a direct member of a listed group. If the
user or computer belongs to a group that is a member of another group, that user or
computer is a member of the parent group as well and is listed here.

4. Inthe What if area, set up your scenario.

— wihat if..
¥ User moves to OL: |Domain Cantrallers [acme.comDamain Contrallers) |
[~ Computer moves to OL: I |
™ Computer maves to Site: IDefauIt-First-Site-Name j
Uszer's Secunty Groups: Computer's Secunty Groups:
Security Group Mame | :I Secuty Group Mame | :I
. = . =
E Authenticated Users E Authenticated Users
€7 Dnmain | lsars ﬂ 72 Dnmain Camnuters LI
Add... I Remove I Reload I Add... I R emove | Reload I

Note: At any time, you can clear the what-if scenario settings by clicking Clear All.

[¥ User moves to OU

Requests what-if information based on the selected user account moving to a different
OU. The Select User OU list box opens where you can select an OU. You also can click
_| to open the Select User OU list box.

v Computer moves to OU

Requests what-if information based on the selected computer moving to a different OU.
The Select Computer OU list box opens where you can select an OU. You also can click
_| to open the Select Computer OU list box.

v Computer moves to Site
Requests what-if information based on the selected computer moving to a different site.
Choose a site from the list.

User's Security Groups and Computer's Security Groups
Add or remove groups from the what-if scenario.

Button Description

Add. Add a group to the what if scenario

Pemove Remove a group from the what if scenario

Reload the groups of which the user or
computer is currently a member

[¥ Show RSoP Deltas (changes as aresult of a what-if scenario)
Displays only changes that would result if you applied the Group Policy.

I¥ Use Offline GPO Repository to calculate RSoP (click to select offline GPOs)

Uses a GPO copy that is stored in the repository to calculate the RSoP. When you select
this check box, a window opens where you can select a GPO that exists in the repository
to use in the RSoP.

5. When you are finished setting up the what-if scenario, click View RSoP. The resultant
set of policies displays.

Note: You can drag the split bar up to enlarge the Resultant Set of Policies area.
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mFﬂw’mﬂwMMomp‘_ o —

mmmgduﬂ‘_.pmmm:ﬂ'f - T ey, Wy Sy T [

ﬂUsers @Users
Add... | Remaove | Reload | Add... | Remave | Reload |
Resultant Set of Policies:
GPO Mame: | Applies: | Linked Ta:

Resultant Set of Computer GPOs
ﬁLocal Group Palicy
ﬁ: [Dffline] Default Domain Policy
& Resulkant Set of User GPOs
gLocal Group Palicy

ne) Default Domain Policy

Q PC-45E78 [acme. com/Computers/PC-45678]
@ acme [acme.com)

B Mo: Mot Found

a Yes:

B No: Not Found

e

Report RSoP Setkings...

Fl
I 5 N Report RSaP List. .. J
™ Show RS oP Deltas [changes as a result of 3 what-if scenario)
¥ Use Offline GPO Repository to calzulate RSoP [click (o select offine GPOs GPO Reports »
Wiew RSoP Feport BSoP Settings Fieport RSoF List Clear All Edit GPO
Explare GPO .

GPO Properties

Linked Container Properties

Note: If you selected the Use Offline GPO Repository to calculate RSoP check box,
the GPOs that you selected from the repository have (Offline) next to the name to
indicate you are working with read-only copies of the GPOs that exist in the GPO

Repository.

VIEWING GPO PROPERTIES

Note: If you are working with an offline version of the GPO, you are viewing the properties
of the GPO as it exists in the GPO Offline Repository.

To view properties, double-click an item in the list; or right-click an item, and then choose
GPO Properties or Linked Container Properties.

REPORTING

To view a complete report on the results of the what-if scenario, click Report RSoP Settings;
or right-click an item, and then choose Report RSoP Settings.

To view a summary report, click Report RSoP List; or right-click an item, and then choose

Report RSoP List.

To view reports on a GPO, right-click a GPO, point to GPO reports, and then select one of

the following reports:

Report

Description

GPO Settings

Shows the Unique ID, number of revisions, created date, modified
date, status of computer and user settings, Group Policy filters and
Group Policy links for the selected Group Policy object in the
selected domain.

GPO Affected Registry Keys

Shows the registry keys affected by the selected Group Policy
object in the selected domain.

Note: If you are working with an offline version of the GPO, you are prompted to check out
the GPO. Check in the GPO when you are done running reports. See Editing a GPO Offline.
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EDITING A GPO
You can edit a GPO directly from the Resultant Set of Policies (RSoP) tab.

Note: If you are working with an offline version of the GPO, you are prompted to check out
the GPO.

Right-click a GPO, and then choose Edit GPO. The Group Policy window opens.

Note: If you are working with an offline version of the GPO, you are editing the GPO as it
exists in the GPO Offline Repository. Once the GPO is edited, you must open the Group
Policy Offline Repository tab to check in the GPO, and then export it to Active Directory.
See Editing a GPO Offline and Publishing GPO to Active Directory.

LocaTING A GPO

Right-click a GPO, and then select Explore GPO. Microsoft Windows Explorer opens
displaying the path to the GPO in the Address box and highlighting the GPO in the hierarchy.

UPDATED 22 DECEMBER 2005



ACTIVE ADMINISTRATOR™ 4 67

Group Policy Offline Repository

Active Administrator provides an offline repository for editing Group Polices. Editing GPOs
offline protects your users in the event a GPO is used at the same time it is changing. If an
administrator wants to make changes to a GPO, the state of that GPO is indeterminate while
the GPO is being changed. If the GPO is used while it is being edited, there is no way to
know which changes, if any, to the GPO were actually applied to the object that used it.

The offline repository makes a copy of the GPO that you can edit without interfering with the
normal operation of Active Directory. When editing is complete, you can publish the changed
GPO to Active Directory in a single operation. The eliminates the possibility of ambiguity in
applying GPOs.

H Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

?& Active Directory Security @ Active Templates 2] Active Directory Auditing Eﬁ Group Palicy Dbjects
(2] Group Palicy Objects by Container ﬂ_!ﬂ AD Object Restore %_l Client Side Troubleshooting
Group Policy History Group Policy Offiine Repository | .'ﬁ Fiesultant Set of Palicies [R5oF)
— Group Palicy Dffine Repository Location
|\\Vm4rwm2ksw\.’-\ctiveAdm\mstratar\GPDF\eposwtow - |
r~ GPOs in Offline Repositor
= @ Repository
E--@ ACMe.com
ENg L izt Dom EF-1102 OCC
E'\i Add ko OFfline Repositary...
Check Out

Edit GPO Offline
Check In - Discard Changes
Check In - Apply Changes

Report - OFfline GPO Settings
Report - Compare OFfline GPO o Live GPO

Publish Offline GPO ta Active Directory

Remave from Repositary

Refresh

The offline repository uses a system of checking in and checking out to maintain the integrity
of the GPO’s in the repository. When a GPO is added to the repository, it is actually a copy of
the GPO that gets added; the actual GPO is not affected. The copy in the repository can then
be checked out and changed, and then checked in and applied when needed. When a GPO is
published from the repository, a copy of the GPO is then copied over the online GPO, thus
effectively making any changes to that GPO live.

H Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Toals  Help

% Active Directory Securiby | % Active Templates I Active Directory Auditing I @ Group Paolicy Objects
Group Policy Objects by Container & AD Object Restore I Client Side Troubleshooting
;j Group Policy Hiztary Giroup Policy Offiine R epositary | ﬂ Resultant Set of Policies [R5oP]
Group Palicy Offine Repostory Location—————————  Checked I

Out GPO _I

|E:\F‘|ogram FilessacrptLogic Corporationtd.ctive Administratar

GPDz in Offii 1e Repositor
E\@ Repizitory
E@ « ine.com
S 3 D) cf 5ult Domnain Contro {5, EF-110
/2§ Default Damain Policy {31B2F 340-016D-11D2-
.:@Efﬂwm&' PO Seer — e e o PPy SR
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SETTING THE STARTING CONTAINER FOR OFFLINE GPOS

The System OU is the default starting container for storage of offline GPOs. If your license
file restricts your access to some OUs (see Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

56. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

57. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

58. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

59. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe Mame Access Apply ta
ol This obiect and all child obje...

Add... Remove View/Edi...

This auditing entry is defined directly on thiz object. Thiz auditing entry iz inherited by child
objects.

Ok I Cancel | Apply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

60. In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

61. From the Apply onto list, select This object and all child objects, if necessary.
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62.

63.
64.
65.

66.

In the Access list, select the l+!] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEEREE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues), you need to set the starting OU for your Offline GPO
Repository.

1.

From the Tools menu, choose Set Temporary Active Directory Location. The
Temporary Active Directory Storage box opens to the currently selected OU
(CN=System is the default).

Temporary Active Directory Storage

0Ol For Temporary Active Directory Storage

ICN:S_I,Istem _I
oK I Cancel |

Click _I choose an OU, and then click OK.

UPDATED 22 DECEMBER 2005



ACTIVE ADMINISTRATOR™ 4

70

ADDING A GPO TO THE REPOSITORY

Note: You also can right-click a GPO in the Group Policy Name list on the Group Policy
Objects tab, and then choose Add to Offline Repository. You may need to refresh the
repository to see the GPO. Open the Group Policy Offline Repository tab, right-click an
object, and then choose Refresh.

1. From the Active Administrator Console, open the Group Policy Offline Repository tab.

2. Inthe Group Policy Offline Repository Location box, type the path to where you want
to store the repository, or click || to locate a path.

Note: During installation, Active Administrator creates the GPORepository folder,
which is located in the Active Administrator installation directory.

3. Toadd a Group Policy to the repository, right-click an object in the GPOs in Offline
Repository list, and then choose Add to Offline Repository. The Browse for a Group
Policy Object box appears.

Browse for a Group Policy Object

Domains/0Us | Sites | All I

Diomaing, OUz and linked Group Policy Objects:

S mgm-

Mame

| D amait |

[ADomain Controllers. acme. com
@ D efault Darnain Policy

)8 | Cancel

Use the tabs to search for Group Policy Objects.

Tab

Description

Domains/OUs

Search Domains, Organization Units, and linked Group Policy Objects

Sites

Search Group Policy Objects linked to a site

All

Search all Group Policy Objects stored in a domain

4. Select a GPO, and then click OK. The GPO is listed under the domain where it resides.
You may need to expand the hierarchy to locate the GPO.

H Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools  Help

?h Active Directory Security I % Achive Templates I Achive Directory Auditing | ﬁi Group Policy Objects
(s3] Group Policy Objects by Container | & AD Object Restore Client Side Troubleshoating

J Group Policy History Group Policy Offline Repository

ﬂ Resultant Set of Palicies [ASoF]

r Group Policy Offline Repository Location

—

— GPOs in Offine Repositary

E@ Fiepositoy
E@ acrE.com
L Defaul Domain Contrallers Policy {BAC1786C-016F-1102-945F-00C04fB 924F 9}
Default Domain Policy 1316 2F 340-0180-110 2-345F-00C04FE 984F 3}
2 GPOHistory
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Once the GPO is in the repository, you can check it out for editing. See Editing a GPO

Offline.

EDITING A GPO OFFLINE

Once GPO is in the repository, you can check it out for editing.

1. To check out a GPO, right-click the GPO, and then choose Check Out. A confirmation

message appears. To continue with the check-out, click Yes.

A green check mark appears next to the GPO to indicate that it is checked out as a copy.

The original GPO is still available for use until you export your

:H‘Active Administrator™ - ScriptLogic Corporation

File Security Group Policy Tools Help

edits to Active Directory.

% Active Directory Security | % Active Templates | €] Active Directory Auditing I ﬁi Group Policy Objectz
(&3] Group Policy Dbjects by Container é AD Dbject Restore | Client Side Troubleshooting
.-J Group Policy History Group Policy Offline Repository ﬂ Resultant Set of Palicies [RSoF)
Group Policy Offline Repository Location Checked I
IC:\Pngram FilesaerptLogic Corporationhd.ctive ddministratar Out GPO
i
GPOs in Offli e Repository
EI--@ Rep sitony
E--@ +_ime.com
i Diefaulk Domain Controllers P G6F-17D2-945F-00C04{B954F3)
L 25 Default Domain Policy (3 B2F340-0160-11D 2-945F-00C04FE 98473}
L E@GPHs - s Bt o pana B &

Note: To cancel the checkout and restore the GPO to its original settings, right-click the
GPO, and then choose Check In — Discard Changes.

2. Inthe GPOs in Offline Repository list, right-click a checked-out GPO, and then choose
Edit GPO Offline. The Group Policy window opens.
Note: If you do not have proper permissions to modify the Group Policy object you
receive an access denied message.

3. Modify the GPO, and then close the window.

4. To check in the GPO, right-click the GPO, and then choose Check In — Apply Changes.

A confirmation message appears. To continue with the check-in, click Yes. The GPO is
made read-only in the repository. The change is not applied to the GPO until you publish
it to Active Directory. See Publishing GPO to Active Directory.
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VIEWING GROUP POLICY SETTINGS

To help you manage the changes make to GPOs in the repository, Active Administrator offers
two reports that show the settings of the GPO as it exists in the repository.

Group Policy Settings Report

You can create a report showing the settings on a selected GPO in the repository.

Right-click a GPO, and then choose Report — Offline GPO Settings. The Print Preview
window displays the settings of the GPO as it exists in the repository.

Group Policy Settings
((rully) Default Domain Controllers Policy [vmd-winZksyr.acme.com]

ﬁ Summ ary
Greated: Friday, May 20, 2005 02:09:53 PM
Modified: Wednesday, May 18, 2005 11:23:00 AM
D5 Revisions: 12 (Computer, 0 (User)
SYSVOL Revisions: 12 {Computer), O (User)
Dom ain: acme,com
Unique 1D 16AC17E6C-016F-11D2-945F-00C04fEIS4FI}

Computer Settings: Enabled
User Settings: Enabled
Loopback Mode: Mot configured

Group Policy Filters
Account Apply GPD__ Read GPO Modify GPO

€T Domain Admins (ACME|Damain Admins) allow Allow
€7 Erterpriss Admins (ACME\Entarpriss Admins) allow Allow
m CREATOR OWHNER Allow Allow
€5 svsTEM allow Allow
€7 Athenticated Users allow

Group Policy Links
{Unlinked Group Policy)

l@ Computer Configuration

Group Policy Change Report

You can create a report that shows the differences between the GPO as it exists in the
repository and the GPO as it exists in Active Directory.

Right-click a GPO, and then choose Report - Compare Offline GPO to Live AD GPO. The
Print Preview window displays the differences in the settings between the GPO in the
repository and Active Directory.

Eé Active Administrator Report Preview - Group Policy Change Report:

HE| Sen D0 e@lm: =]+ v [in |G Beck €2 Fowerd

Group Policy Change Report

GPO Name: Defaulk Domain Cortrollers Palicy
Unigue Name:  {86AC1736C-016F-11D2-945F-00C04fBI84F9}
Domain: acme.com

Changes from:  Live Active Directory GPO Old Revisions: 11 {Computer), 0 (User)
Changes to:  Offline GPO in Repository New Revisions: 12 (Computer), 0 (User)

@Computer Configuration

(O Software Settings
L wWindows Settings
[E] Security Settings
Changes were made to Security Settings 0ld Palicy Setting New Policy Setting

29 Local policies
@ Security options
Devices: Allowed ko format and eject rem ovable media <hot configured = Administr ators

1 Adminicteatinn Tamnlatac
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PuBLISHING GPO 1O ACTIVE DIRECTORY

While the GPO is in the repository, it exists in a read-only state. To make a GPO live, you
need to publish it to Active Directory.

Note: Prior to publishing the GPO, you may want to compare the settings of the GPO in the
repository to those in Active Directory. See the Group Policy Change Report.

Right-click a GPO, and then choose Publish Offline GPO to Active Directory.
A confirmation message appears. To continue, click Yes. A second confirmation message
appears. To continue, click Yes.

ReEmMoVING A GPO FROM THE REPOSITORY

Note: Removing a GPO from the repository does not remove it from the system. The GPO in
the repository is a read-only copy of the GPO that resides in Active Directory.

Right-click a GPO, and then choose Remove from repository. A confirmation message
appears. To continue, click Yes.
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AD Object Restore

Administrators can select a domain that contains Windows Server 2003 domain controllers
and back up all Active Directory objects in that domain. When a situation occurs that requires
an object to be restored, administrators can select the object from a list and restore either the
object with all the attributes it possessed when it was backed up, or only attributes the
administrator selects. In the case of a container object, administrators have the option of either
restoring all objects it contains or all objects it contains of a particular type.

The preview and compare functions allow administrators to preview the object before it is
restored or compare the attributes of the selected object in the archive with those of the same
object in the Active Directory. Backups can either be scheduled or invoked interactively.
Restores are interactive only.

Important: You must have a Windows 2003 domain controller to restore both attributes and
objects to Active Directory. If you have a Windows 2000 domain controller, you can restore
only attributes.

Important: While all objects are available for selection, you cannot restore an object that is
not contained in at least one OU that is in the list of licensed OUs. If you attempt to restore an
object that is not in the list of licensed OUs, you see an error message. No objects are
restored. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

67. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

68. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

69. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.
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70. Open the Auditing tab.

Access Control Settings for acme

Permissions  Auditing | Duiner |

Auditing Entries:

Type | MNarne | Access | Apply to |
= This obiect and all child obje...

Eweryone Special

Add... Remave Wiew/Edit...

Thiz auditing entry iz defined directly an this object. Thiz auditing enty iz inherited by child
objects.

] I Cancel | Apply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

71. In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

72. From the Apply onto list, select This object and all child objects, if necessary.
73. Inthe Access list, select the [¥] Successful checkboxes for the following:

Write All Properties
Delete

Delete Subtree
Modify Permissions
Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEHREERAEE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

74. Open the Properties tab.
75. From the Apply onto list, select This object and all child objects, if necessary.

76. In the Access list, select the Successful checkboxes for the following:

Write All Properties
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Write Description
Write flags

Write gPLink
Write gPOptions
Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

77. Click OK.

Resolving Licensing Issues.

SELECTING AN ARCHIVE TO RESTORE

1.
2.

From the Active Administrator Console, open the AD Object Restore tab.

In the Archive Path box, type the path to the folder where the archive files are stored, or
click _| to locate the folder.

Note: The archive files are in a folder whose name begins with DOMAIN_. Do not
browse to that folder; browse instead to that folder’s parent.

From the Domain list, select a domain name. The Available Archives list shows the
dates and times of backups performed on that domain.

From the Available Archives list, select an archive. The selected archive contains this
data area displays information about the selected archive file.

[§ Active Administrator™ - ScriptLogic
File Security Group Paolicy Tools Help
!{?& Active Directary Security gz Active Templates [ Active Directory Suditing ﬁ Group Policy Objects
Giroup Palicy History 55 Group Policy Difline Repasitory o7 Riesultant Set of Policiss (RS oP)
[] Group Policy Objects by Container & AD Object Restore | 24| Client Side Troubleshooting
Archive Location
Archive Path: I\\de-wmzksvr\Acliva&dmimstralm\ADBan:kups
Dorain |
Auvailable Alchwes*‘ [ The selected archive cantains this data
Archive datesMimes tarting Folder M - N 2K SWRMActiveAdministrator A0 B ackupsh DIOMAIN_acme.com
2005-05-23 15-15-24 ‘ Domain ACME.com
2| - Domain Contraller:  vmé-winZksvr. acme: com
Date: Mon May 23 11:30:11 20056
- L
o o Al L A g st g e B T e

The next step is to locate objects within the archive file to restore. You can find objects
by searching the archive file or browsing the hierarchical structure of the archive file.

FINDING OBJECTS IN AN ARCHIVE FILE

You can use search criteria to locate objects in an archive file.

1.

After selecting an archive file to restore, click Find. The Find Objects to Restore dialog
box opens. The Select Objects of This Type list shows types of objects that may have
been backed up.

Note: All types is selected by default. If you click Find Now without adding any other
search criteria, all object types in the archive file are located.
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2. To search for a specific object type, select a type from the Select Objects of this type
list.

3. To search for a specific object, type search criteria in the Show objects that contain this
box.

To search for objects of the selected type with the specified string of characters in the
name, select the In the name check box.

To search for objects of the selected type with the specified string of characters in the
description, select the In the description check box.

Note: If both check boxes are selected, only objects that have the specified string of
characters in both the name and the description are added to the Results list.

4. To begin the search, click Find Now. When the search is complete, objects that meet the
specified criteria display in the Results list.

4% Find Objects to Restore

Select Objects of this type: Show objects that corntain this
Type | Ioperators
@AII types
. v
Users, Groups, and Contacts (= itz ime
€ Users ™ Inthe description
B _ oo |
Contacts
g Computers
ou's
Results:
Name | Object Class | Mame |
Dﬁ acme. com/Builin/ccount Jperatars graup CM=hcocount Dperators, CM =Builtin, D C=acme, DC=com
Dﬁ acme. comdBuilin/Backup Operators graup CM=Backup Operators, CH=Buitin DC=acme D C=com
Dﬁ acme. com/Builin/Print Operators group M=Print 0perators, CM=Euiltin,DC=acme, D C=com
Dm acme. com/BuilindSerer Dperators group m er Dperators, CM=Builtin,DC=acme, DC=com
¢ Check Selected Itemis)
Uncheck Selecked Itemis)
Check Al
Uncheck Al

Delete Selected Tkemis)
Delete all Ttems Ok | Cancel |
5. Inthe Results list, select the objects to restore.

Note: There is a right-click menu on the results list. All of the selected items may be
checked or unchecked, all of the items in the list may be checked or unchecked, the
selected items in the list may be deleted, or all of the items in the list may be deleted.

Note: Deleting objects from this list does not affect objects in the archive file or the
Active Directory.
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6. To add the selected objects to the Objects list, click OK.

H Active Administrator™ - ScriptLogic

File Security Group Policy Tools Help

% Active Templates I
Group Paolicy Offine Fepository
& AD Object Restore

% Active Directory Security |
d Graup Policy History I
(&3] Group Policy Objects by Container

(] Active Directory Auditing

I @ Group Policy Objects
ﬂ Resultant Set of Palicies [(RSaP)]
| Client Side Troubleshooting

[~ Archive Location

Archive Path: _I .
Domair: Iacme.com j Current Domain Controller: wind-winkgvr. acme. corm
—Ayailable Aichives  The selected archive contains this data:
Archive dates/times Starting Folder: LM WM 2K SR Activeddministrator\ADB ackupshDOMAIN_acme. com
2005-06-03 14-14-32 Domair: ACITE, COM
2005-06-03 08-53-34 Domain Controller:  vmd-winZkswr. acme.com
Date: FriJun 03 08:53:34 2005
— Objects ta restare
Find... | MName |
CH=sluzer.CN=Users,DC=acme DC=com
Brawse... |
Compare... | Objects to Restore
Remove |
e N e R Ny S Y ks o "-,__r"\_(“\.,l\\,‘““' AT Y

Important: You must have a Windows 2003 domain controller to restore both attributes and
objects to Active Directory. If you have a Windows 2000 domain controller, you can restore

only attributes.

BROWSING FOR AN OBJECT IN AN ARCHIVE FILE

You can navigate through the hierarchical structure of the archive file to select an object to

restore.

1. After selecting an archive file to restore, click Browse. The Browse Objects to Restore

box opens.

é'{ Browse Objects to Restore

Select object to be processed:

=& acme.com
=3 Builtin

=[] ASPHET
- [J¢f Cert Publishers
D Dnsfdming

o Frmal lmd =bmDirminn

]

o

Catcel |

2. Locate and select the object to restore, and then click OK. The selected object appears in

the Objects list.
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COMPARING ARCHIVED OBJECTS TO ACTIVE DIRECTORY
Before restoring an archived object, you might want to compare the attributes with those of
the same object in the Active Directory.

1. Select an object in the Objects list, and then click Compare. The Compare Attributes
window appears.

2. Inthe Attributes to Display area, select which attributes to view.

o Only attributes that differ
Select to show only the attributes whose values are different in the archived file and
Active Directory.

G Only attributes that are the same
Select to show only the attributes whose values are the same in the archived file and
Active Directory.

& Show all attributes
Select to show all the attributes in the archived file and Active Directory.

3. Click Refresh.
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RESTORING AN ARCHIVED OBJECT

After you select the archive file and locate the object to restore, either by finding or browsing
for an object, the selected object displays in the Objects area. Before restoring the object, you
can compare the archived version to the current version.

Important: You must have a Windows 2003 domain controller to restore both attributes and
objects to Active Directory. If you have a Windows 2000 domain controller, you can restore
only attributes.

Important: If you choose to restore an entire domain, back up your system before initiating
the restore process. Restoring an entire domain is not a supported operation.

Important: While all objects are available for selection, you cannot restore an object that is
not contained in at least one OU that is in the list of licensed OUs. If you attempt to restore an
object that is not in the list of licensed OUs, you see an error message. No objects are
restored. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

78. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

79. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

80. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

81. Open the Auditing tab.

Access Control Settings for acme [ 2]

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe | M ame | Access | Apply to |

Eweryone h Thiz object and all child obje...

Add... Remove Wiew/Edi...

Thig auditing entry iz defined directly on thiz object. Thiz auditing entry iz inherited by child
ohjects.

ok I Cancel Spply
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82.

83.
84.

85.
86.
87.

88.

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

From the Apply onto list, select This object and all child objects, if necessary.

In the Access list, select the [+] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEERAEE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEEEEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues.
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File Security GroupPolicy Tools Help

;;’ Group Palicy Histary | Group Policy Offline Repository I ﬂ Resultant Set of Policies (R5aP)
?\ Active Directary Security | % Active Templates I Active Directary Auditing | ﬁi Group Policy Objects
(] Group Palicy Dbjects by Container o AD Object Restore | Client Side Troubleshaoting
i~ Archive Location
Archive Path: I\\VM 4N 2K SR MActiveddministratorua D Backups _I
Dormain: Iacme.com ﬂ Current Domain Controller: wnd-winkisvi. acme. comm

~frvailable Archives r~ The selected aichive contains this data:

Archive dates/times Starting Folder: S 4N 2K SYR SActiveddministrator\A DB ackups\DIOMAIN_acme. com
2005-08-08 10-11-44 Date: Mon Aug 08 10:11:44 2005
r— Objects to restore
Find, Marme Object Class | Path
Browse |54 CH=Adminish ator, CH =L se

Compare... Only objects in this list

are restored

Remave | < 1 |
— Restore This Object —————— - Which attributes
& Only =" Restore all attributes
A " And All Objects It Contains " Restore only these attributes
Specify the. || ) Djcte i Contains of Thi Tyge Select the
depth of the — - Hame attributes fo L
restore IhulltlnDomaln j [e——— T
™ Only Restore Deleted Objects [ accountE kpires
[ adminCount
M r— Passwords for Undeleted Users O badPasswordTime
anage O badPwdCourt T
Password T Pt | DO codsFane g
Restore —4: Oen

Check Selected Attribute(s) Eresview Festare |

Uncheck Selected Attribute(s)

Check Al
Uncheck all

Delete Selected Attribute(s) From List
Delete All Attributes From List

Insert Attribute To List

Removing Objects from the List

Note: Only the objects that are listed in the Objects area are restored.

To remove selected object(s) from the list, click Remove.

Specifying Attributes to Restore

If only one object is selected in the Objects area, select the attributes to restore in the Which
attributes area.

Note: The Which Attributes area is enabled when only one object is listed in the Objects
area.

' Restore all attributes
Restores all attributes for the specified object (default).

' Restore only these attributes
Restores only the attributes selected in the list.

Specifying How to Restore the Attributes

Select how to restore the attributes specified in the Which Attributes area.
o Only
Restores the specified attributes only for the selected object (default).

& And All Objects it Contains

If the selected object is a container, the specified attributes for objects contained by the
selected object are restored.
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& And All Objects it Contains of This Type
If the selected object is a container, the specified attributes for objects of the selected type
contained by the selected object are restored.

Resetting a User’s Password

When restoring a user that was deleted previously, you can enter a new password and force
them to reset the password when they first log on.

Click Manage Passwords. The Manage Passwords for Undeleted Users dialog box opens.

Manage Passwords For Undeleted Users [ |
~ T,

- )
l“,:': Cancel |

' Recover passwaords From Active Directaory
(requires Windows 2003 SP1 and password recovery to be enabled with
the Active Administrator Farest Prep utility)

" Use this password for all undeleted user objects:

Enker Password:

Password) I
Confirm password; I

" Generate random passwords for undeleted user objects:

Generated passwords willl have at least one lower-case chatacter, at least
one upper-case character, and|at [east one numeric character,

—Place a list of undeleted users' passwords im this file:

L

—Password Length:

[limirnum mumber: of characters: I g _l;

MM aximurn number of characters: -
- =

¥ Force change password &t nexk logon

* Recover passwords from Active Directory

Select to use passwords stored in Active Directory. The server must be running Windows
Server 2003 Service Pack 1 and password recovery must be enabled through the Active
Administrator Forest Prep Utility.

To enable password recovery, click Start, point to Programs > ScriptLogic
Corporation > Active Administrator, and then choose Forest Prep Utility. Select the
domain, and then click Modify Schema to Allow the Restoration of Passwords. See the
Getting Started Guide for more information.

" Use this password for all undeleted user objects.
Select to type a password in the Password and Confirm Password boxes (default).

" Generate random passwords for undeleted user objects.

Select to let Active Administrator generate passwords. Click _| to create a text file in which
to record the passwords that are generated. You can change the minimum and maximum
number of characters in the password. Each password has at least one lower-case character,
one upper-case character, and one numeric character.

¥ Force change password at next logon
Forces the user to change their password once they log on with the password you specified
here (default).
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Initiating the Restore Process

Important: If you attempt to restored an object that is not in the list of licensed OUs, you see
an error message. No objects are restored. See Setting Auditing Permissions

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

89. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

90. Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

91. Open the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

92. Open the Auditing tab.

Access Control Settings for acme [ 2]

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe | M ame | Access | Apply to |

Thiz object and all child obje...

Add... Remove Wiew/Edi...

Thig auditing entry iz defined directly on thiz object. Thiz auditing entry iz inherited by child
ohjects.

ok I Cancel | Spply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

93. In the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

94. From the Apply onto list, select This object and all child objects, if necessary.
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95.

96.
97.
98.

99.

In the Access list, select the l+!] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEEREE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

Open the Properties tab.

From the Apply onto list, select This object and all child objects, if necessary.
In the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

Click OK.

Resolving Licensing Issues.

To check the object before you start the restore process, click Preview. The names and
values of the attributes display.

To start the restore process, click Restore.

Note: You are not prompted for confirmation when you click Restore. The process starts
immediately.

To cancel the restore process, click Cancel Operation.
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Troubleshooting

In its Knowledge Base, ScriptLogic Corporation has a library of articles that may provide an

answer to a problem you are experiencing. Before calling technical support, check to see if
your problem is documented here. You might also browse the Discussion Forums to see if

anyone else is experiencing the same issue.

http://wwwv.scriptlogic.com/support

CLIENT SIDE TROUBLESHOOTING

Active Administrator includes the ability to view event log entries on Windows 2000 and later

client computers so administrators can quickly view Group Policy Object application and
errors on remote machines. Client Side Troubleshooting provides several options to make

management easier.

1.

Start the Active Administrator Console, and then open the Client Side Troubleshooting

tab.

If necessary, type the domain in the View all Computers in Domain box; or click
Connect to Domain and choose a domain.

In the Computers list, select the computer whose logging options you want to set or logs

you want to view.

ctive Administrator™ - ScriptLogic Corporation
r=At' Administrator™ - ScriptLogic C Li
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All Group Policy Events for the selected computer display in the Group Policy Events
list. You can scroll to the right to view all the information or double-click a specific event
to view its properties. You can then use the up and down arrows to scroll vertically
though the Group Policy Events list.

Event Properties x|
Date: Source:  ScedCl + |
Time: 20335 AM Category: Mone
Type: Information Event ID: 1704 + |
User: UTES

Computer:  VM4-WINZKSYR

Descripkion:

Security policy in the Group policy objects are applied successfully,

Setting Logging Options

¥ Generate detailed Group Policy logging to the Application event log

Select to enable detailed Group Policy logging to the Application log, which slows down the
logon process and can affect the rate at which the Application log grows in size. Upon
selecting this option, a warning message asks for your confirmation.

¥ Generate verbose logging of all activities relating to the processing of Software
Deployment Group Policies

Enabling Group Policy Software Deployment logging slows down the logon process and
generates an Appmgmt.log file that records the steps of the Group Policy Application
Deployment component. Upon selecting this option, a warning message asks for your
confirmation.

Note: To start logging, reboot the computer after selecting this option or have the user log off
and then back on.

To view the Appmgmt.log file, click View Software Deployment Log File.

¥ Generate log for troubleshooting Group Policies relating to user configuration

By default, Active Administrator generates a troubleshooting file. To enable detailed logging,
select Verbose Logging from the Level list. Verbose Logging significantly increases the size
of the UserEnv.log file on the target computer. Upon selecting this option, a warning message
asks for your confirmation.

To view the UserEnv.log file, click View User Configuration Log File.
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SETTING AUDITING PERMISSIONS

When you installed Active Administrator, you were prompted to enter a user name and
password for a group/user with Domain Admin rights. Active Administrator set up the correct
permissions for that group/user to access the database where the auditing data is stored.

In the event that you want to modify the group/user permissions, or something happened to
alter those permissions, you can set the permissions manually.

Note: If you have not installed Active Administrator Console, you can use the Active
Directory Users and Computers MMC snap-in.

100.Click Start, point to Programs > ScriptLogic Corporation > Active Administrator,
and then select Active Administrator Console. The Active Administrator Console
opens to the Active Directory Security tab.

101.Expand the hierarchical structure in the Managed Servers list, right-click the root of the
domain, and then choose Properties. The Properties box for the root domain object
opens to the General tab.

102.0pen the Security tab, and then click Advanced. The Access Control Settings box
opens to the Permissions tab.

103.0pen the Auditing tab.

Access Control Settings for acme [ 2]

Permissions  Auditing | Dwnerl

Auditing Entries:

Tupe | M ame | Access | Apply to |

Thiz object and all child obje...

Add... Remove Wiew/Edi...

Thig auditing entry iz defined directly on thiz object. Thiz auditing entry iz inherited by child
ohjects.

ok I Cancel | Spply

To add another group/user, click Add.
To remove a selected group/user, click Remove.
To modify a selected group/user, click View/Edit.
If you clicked Add or View/Edit, the Select User, Computer, or Group box opens.

104.1n the Name box, type the account name or select one from the list, and then click OK.
The Auditing Entry box opens.

105.From the Apply onto list, select This object and all child objects, if necessary.
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106.1n the Access list, select the [«] Successful checkboxes for the following:
Write All Properties

Delete

Delete Subtree

Modify Permissions

Modify Owner

All Validated Writes

Create All Child Obijects (selects the checkboxes for all subsequent creates)

EEEEEREE

Delete All Child Objects (selects the check boxes for all subsequent deletes)

Note: By default, Windows Server 2003 does not have these entries in the SACL.
Windows 2000 has these entries configured, but it is a best practice to verify them before
continuing.

107.0pen the Properties tab.

108.From the Apply onto list, select This object and all child objects, if necessary.
109.1n the Access list, select the Successful checkboxes for the following:

Write All Properties

Write Description

Write flags

Write gPLink

Write gPOptions

EEREEA

Write managedBy

Note: Because of the way ACLs on Directory Service objects work, you only need to set
up the auditing once at the root of the domain. Child objects inherit these settings.

110.Click OK.

RESOLVING LICENSING ISSUES

Your license file may be specific to the organizational unit (OU) for which you purchased a
license. If you attempt to perform an operation outside of the OU specified in the license file,
yOu See an error message.

Active Administrator™ E

& Yaur Active Administrator license does not permit you ko manage objects outside of:

LDAP: f fou=lsers, dc=acme, dc=com

If you want to change the scope of the license file, contact your Sales account executive or
Support Team specialist.
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CHANGING THE ACCOUNT FOR E-MAIL NOTIFICATIONS

If the Active Administrator database exists on a server separate from the computer where
the Event Notification service is running, the Active Administrator e-mail notifications
may not function as intended. Since e-mail alerts are handled by the Active Administrator
Event Notification service, the account that runs the service must have access to the
database. By default the Active Administrator Event Notification Service runs as Local
System.

One way to resolve this situation is to change the account that the Event Notification
Service uses.

1. On the computer where the Event Notification service is running, click Start, point
to Programs > Administrative Tools, and then choose Services. The Services
applet opens.

2. Right-click the Active Administrator Even Notification Service, and then click
Properties.

3. Open the Log On tab, and then specify the account to run the service.
4. Restart the service.

Alternatively, you can add the computer account to the AA_Admin group, which has
access to the Active Administrator database. When the Active Administrator database is
created, two groups are created: AA_Admin and AA_User. Depending on the options
you selected during the creation of the database, these two groups may be local groups on
the SQL server, Domain Local Groups, or Domain Groups.

On the computer where the Event Notification service is running, open the
AA_Admin group, and then add the computer account to the AA_Admin group. The
service now run as Local System and can access the database.

REMOVING ACTIVE ADMINISTRATOR

Proper removal of Active Administrator can be achieved in a few ways. You can use the
Add/Remove Programs control panel applet for a full removal. There are two programs that
you remove:

1.

Active Administrator Console
Active Administrator Server Setup

From the Windows Control Panel, double-click Add/Remove Programs. The
Add/Remove Programs window opens.

From the list of currently installed programs, select Active Administrator Console.
Click Remove. A message box prompts you for confirmation.

To remove the application, click Yes. A status dialog box displays for the few seconds
necessary to remove the application.

Repeat steps 2 through 4 for Active Administrator Server Setup.

After removal is complete, Active Administrator will have been removed from your
system. The installation directory that contained Active Administrator remains after the
process is complete. This directory contains the license file for the product and any files
created after the product was installed. These may be deleted manually if you wish to
completely remove Active Administrator.
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