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Typeface Conventions
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEEEENI
Indicates a button, menu selection, tab, dialog box title,
Bold : ;
text to type, selections from drop-down lists, or prompts
on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might
have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

I,

www.scriptlogic.com

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers
customers a variety of information:

* Download product updates, patches and/or evaluation products.
= Locate product information and technical details.
* Find out about Product Pricing.

=  Search the Knowledge Base for Technical Notes containing an extensive
collection of technical articles, troubleshooting tips and white papers.

=  Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

* Participate in Discussion Forums to discuss problems or ideas with other users
and ScriptLogic representatives.
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Introduction

Enterprise Security Reporter is a powerful and comprehensive reporting solution for
documenting, NTFS, server registries, and file share permissions in Windows-based
networks. As networks grow in size and complexity, visibility into overall
permissions quickly becomes a business-critical security concern. Native, built-in
operating system tools are insufficient to provide the summary or detailed reports
needed to understand and proactively manage access. At best, native tools provide
inspection of individual properties of your current configuration.

Enterprise Security Reporter has over 80 built-in reports, encompassing the most
common reporting needs. Reports are based on the information collected using the

Discovery Console. A simple selection of the type of report (such as Computer
Policies, Group Memberships or Permissions) and the specific report you wish to
run, and you instantly have an organized, useful set of information at your
fingertips. You also can design custom reports using a report generator that creates

customized professional and thorough reports without writing SQL queries.

4 ESR3: Reporting Consale

S Flle Miew Options Help

[_ O[]

=l Report Explarer

Recent Reports

Global Reports

Local Reports

=l Report Manager

ﬂj’g Define Categories

& Discovery Logs
User Settings

B4 Reports
-7 Al Domain Account Reports
=[] Computer Rieports
[2] Computer Accounts
7] Computer IP Addresses
[[Z] Computer Policies
[[Z] Event Lags
[ Files
=] Folders

-[#) Foldsr Creation Report - Sorted By Dats Created
Folder Creation Repart - Sorted By Path
Folder Modification Report - Sorted By Date Modified
Folder Modification Repott - Sorted By Path
Folder Size Report - Soited By Path 4
Folder Size Report - Sorted By Size %

[Shaws the size all folders on a specific computer |

name use
Select Computer(s) | required | compuiterScope
hidden

= true
Is Currert =

boolean true false

parameter type operator value multivalue wildeards

@ ESR3: Folder Size Report - Sorted By Path [_ O] <]
Report | Results | Query
=,
Discovery: dhESR3 on'VM4 | =) | 5 Bint | i | i | oA Y ‘ Q ® - | 4 [ A | & Backward @) Forward
Folder Size Report 412372006 £:2212 PM
Path Folder Size (Bytes)
vmd-win2iew.acme.com Discavery Date: 4121/2006 11:36:20 AM
C:\Program Files'\ScriptLogic Manager 10,489,364
C:\Program Files'ScriptLogic Manager'DesidopAutharity 9,088,714
C:\Program Files\Scriptogic ManagerDocs o
C:Program Files\ScriptLogic Managerogs ]
C:Program Files\Scriptogic Managerhs Updates 607245
CProgram Files\ScriptLogic ManagerReports o
C:\Program Files'\ScriptLogic Manager\Serigts 4,540,523
C:\Program Files\ScriptLogic Manager\Services 356,352
CUAMNNTISY SYOLisyswal o
CUMNNTISYSVOLisysvoliacme.com o
CUMNNTISY SYOLisysvaliacme comiDO_NOT_REMOWE _MFrs_Preinstal_Directory [
CUMNNTIS Y SWOLIsysvaliacme comiPalicies o
CAMNNTISY SYOLisysvaliacme combseripts 4,540,420
CUANNTIS Y SWOLIsyswolimeme comiPolicies\{31 B2F 340-01 D-11D2-845F -00C04FBI84F9} 2 -
Completed Elapsed Time: 00:00:21 2
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Reporting Console

Enterprise Security Reporter comes with a wide array of built-in reports and queries
to help you understand the security on your network. These reports and queries

were developed in conjunction with many of our customers, and are designed to
meet real world needs.

In addition to these standard reports, you can create custom reports, which help to

form the backbone of security analysis in a Microsoft Windows Network
environment.

The Reporting Console is provided as a separate module to make it easier to
distribute to end-users who need only the reporting capabilities.

P Click Start, point to Programs > ScriptLogic Corporation > Enterprise Security
Reporter 3, and then select Reporting Console.

P From the Discovery Console, click or choose Open reporting console from
the Tools menu.

After starting the Reporting Console, you see the main application window where
you can run reports and create custom reports. The Enterprise Security Reporter
Reporting Console main window opens to the list of Recent Reports, which on
initial installation will be empty. As you run reports, this list will grow.

ﬂ: ESR3: Reporting Console

=1 E3
© File Wiew Options Help
=l Report Explorer Report | [Drescription | Date Last Run
Recent Reports
Global Reports
Local Repatts
= Report Manager
.ﬁ} Define Reparts
@ Define Categories
| | i
@ Discoverily Recent Reports =
v This group contains reports that you have run most recently. To run & report simply double-click i
E User Settings inthe list. By default the report is run Lsing the parameter values specified in the most recert
execution. To run a report using its default parameter values, hold down the shift key and double-
click the report.
+ Right-click the repart for additionsl options.

Dizcovery: dbESA3 on Vi 44/IN2EKSYR Fieport: dbESR3Report on Wid-WINZKSWR
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Enterprise Security Reporter comes with several reports that are located in the Global
Reports category. If you select a report, a description and the report parameters
display in the lower pane. For a complete list of reports, see Global Reports List.

ﬁ. ESR3: Reporting Console =]

: Fle ‘iew Options Help

= Report Explorer =147 Reports

Recent Repotks

Global Reparts
Local Reports

=/ Report Manager

Define Reports
Define Cabegaries
l@ Discavery Lags
User Settings

Discovery
[

All Domain Account Reports
Computer Reports

tas - Snapshot Comparison Fepoits
Account Changes

Consolidated Change Report
Event Log Changes

Folder & File Changes
Group Membership Change:

Service Changes .
Share Changes |Shnws all Folders and files that had permission changes between 2 discovery sets,

Gioup Wembership Repoits
-] User Reports

HTFS Permission Changes : Discovery Delta
Shows all folders and files that had permizsion changes between 2 discovery sets.

Parameters:

| Object Type

Dizcovery Detta IO required | discoveryDelts = falze talse

|hidden |s‘tr\ng (..) |(Subquary’)‘ true | false |

Created By:

ScriptLogic Corporation
([C) 2006, ScriptLogic Corporstion

|Di$|:nvary dbESR3 on Vi 4-wWINZKSYR

|F\ eport: dbE SR 3Repoit on Wh4-WINZESYR

File Menu

Import Repoark

Export Repoark

Zipen Command Configuration

Exit

Import Report
Export Report
Open Command Configuration

Exit

28

Load an ESR Report Definitions (*.xrd) file into the
Reporting Console. See Defining Categories.

Save report definitions to an ESR Report Definitions
(*.xrd) file. See Exporting Report Definitions.

Load a command configuration (*.xrc) file for editing.
See Creating a Command Configuration File.

Close Reporting Console.
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View Menu

Wiew

Recent Reparts

Global Reparts

Local Reparts

Recent Reports Display recent reports in the top right pane.
Global Reports Display list of reports available to an organization.
Local Reports Display list of reports stored locally on a specific computer

available only to the user of that computer.

Options Menu

LA AR R R R RRRERRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR R RRRRRNENN]
Opkions

Synchronize Reports

Settings
Synchronize Reports Overwrites Global Reports with the current version of each report
located in the Program Files\ScriptLogic Corporation\ESR3\
Discovery Console\Database\Reports folder.
Settings Customize the Reporting Console. See Configuring the
Reporting Console.
Help Menu

Help

Contents

ahout ESR3: Reporting Console

Contents Displays online help.

About ESR3: Reporting  View information about the version of Enterprise Security
Console Explorer Reporting Console installed on your computer, to apply
a license file, or to visit the ScriptLogic website.
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Toolbar

The buttons in the Report Explorer group are used to organize reports. The buttons in
the Report Manager group are used to create new reports and manage the Reporting
Console. You can open and close the list by clicking & and = respectively. You also can
customize the toolbar. See Customizing the Reporting Console Toolbar.

View and run reports that you ran most recently.

Global Reports

Local Reparts

Define Reports

Define Categaries

C@ Discovery Logs

User Settings

Status Bar

View and run global reports that are available within your organization.
These reports are stored in the Program Files\ScriptLogic
Corporation\ESR3\Discovery Console\ Database\Reports folder.

View and run reports that you have created or modified locally based
on your specific needs.

Create a new report. See Creating a New Report.

Manage the categories used to organize reports. See Importing Report
Definitions.

Browse Discovery Logs to find detailed information about discoveries
that have been run. See Viewing Discovery Logs.

Configure the Reporting Console. See Configuring the Reporting
Console.

The status bar displays the discovery and report database connection.

- O gy vy Vo
0 B i

|Di$cwer_l,l: dbESR 3 on k4w M 2ER5WE |F|epnrt: dbESR3Report on k4w 2SR
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By default, the Reporting Console toolbar displays small images with text. To change
the orientation of the buttons, right-click the group to display the short-cut menu.
From this menu, you also can manage the groups and buttons (items) that display.

Right-click the Group

=/ Report Manager

“3

Add Group (j
€

4

Right-click the Button (Item)

User Settings Thiz group cort:
default the repol

= New Group default param:

@ MNew Item

+
Remove group. .. + Right-click thg

Remove item. .,
Rename group. ..

Rename item. .,
Add item

small images
. Srnall images with bext

Large images

E& Discovery Logs
User Settings

Large images with text

Large images with text below

P

Managing Groups

Add Group Add a new group to the toolbar. To change the name,
right click New Group, select Rename Group, type a new
name, and then press Enter.

Remove Group Remove selected group from the toolbar.

Rename Group Rename selected group on the toolbar.

Add Item Add a new item under the selected group. To change the

name, right-click New Item, select Rename Item, type a
new name, and then press Enter.

Small Images

Small Images with text

Displays buttons under the selected group as small
images in a horizontal arrangement.

Displays small images and button names in a vertical
arrangement (default).

Large images Not available.
Large images with text Not available.
Large images with text below Not available.

Managing ltems

Remove Item Remove selected item from the toolbar.

Rename Item Rename selected item on the toolbar.
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Since the reporting console often is used by people who are not involved in the
discovery process, we have made it very easy to distribute the reporting console to
end users and have it pull the configuration data from a master server. All you need
to do is configure one server with the reporting console, and then configure each
user’s reporting console to pull its configuration data from that master server.

- P From the Reporting Console main window, click User Settings. Alternatively,
select Settings from the Options menu. The Report Console Settings box opens
to Database Settings.

Configuring Database Settings

On each computer where the Reporting Console resides, you must set the discovery
server, and the discovery and reporting database. You also can adjust the amount of
time before the computer times out trying to access the databases.

ﬁ: ESR3: Report Console Settings !E
m‘ —Databaze Settings:
@ Database ||
& Windows Authentication  Usemame: I
" S0L Authentication Password: |
Server  [VMAMWINZKSVR =]
Database: IdbESHS j

[ReponDmatoes

& windows Authentication  Usemame: I
' SOL Authentication Pazsword: |

Server  [VM4WINZKSVR
Database: IdbESHSH eport

[DataboseTimsats NN
Command: IU

Leflel

Ok | Cancel I
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1. From the Reporting Console, select a report to run from the Recent Reports,
Global Reports, or Local Reports groups. The bottom pane displays a
description of the report and the report parameters. This report has five required
parameters and two hidden parameters.

Effective Permissions Report - Folders & Files : Effective Folder Permission

Showes effective permissions on the selected computer for the specified accounts. For brevity, this
repart only includes explicit ACE's.

Parameters:

Select Computer(s) required | computerScope = true falze
Select Account(s) required  accountScope = true falze
Include Everyone required  Boolean = true falze falze
Include Domain Users | required | Boolean = False false false
Group Memberships  reguired | Grouphlembership = MoHE falze falze
Iz Current hiclden haalean = true falze falze
Permission Iz Inherited | hidden boolean = False false false

2. Double-click the name of the report; or right-click the report name, and then
select Run Report.

If the report has parameters to enter, the first box lists the parameters in the left
pane. The name of the parameter displays at the top of the box. Next to the name,
either (Required) or (Optional) displays to indicate whether entry is required or
optional.

ﬁ ESR 3: Effective Permissions Repott - Folders & Files Parameters

Select Computer(s] [Requred]
Select the computers to include in this report

-~ Select Computers By ) selact or enter Enterprize Scope:

+ Enterprise Scope j . |
= Diomain

Item Source | Source Name | Computer Mame | _
" Computer Name
" Description
= |P Address

" Computer Type

Cancel I < Back | MHest > | Firish |

There are several different types of parameter entry options depending on the
report.

Note: If you use the * wildcard for a parameter, % displays instead.
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Example 1
In this example, you first select how you want to enter the data. Computer Name
is selected, so you would either type a computer name or select one from the

drop-down list. To add the entry, click | * | To remove a selected entry from the

list, click El

¥ ESR3: Effective Permissions Report - Folders & Files Parameters

Select Computer[s] [R equred]
Select the computers to include ik this repart

[1] Select Computer(s) Select Computers B~ Saject ar enter Computer Name:
(2] Select Accounts) " Enterprise Scope wnd-winZksvr. acme. com j + |
[3] Include Everyone ' [l
[4] Include Damain Users Item Source | Source Mame | Computer Marne | —
* Computer Name : : : :
(5] Group Memberships iComputer Name — vmd-windksvra..  wmd-winZksvr acme. .. i
" Description
P Address

" Computer Type

|F0und 1 computers that matched your criteria |

Cancel | < Back | et > | Fimigh |

Example 2
In this example, you select a discovery item from the drop-down list, and then
discovery jobs to compare.

¥ ESR3: Effective Permissions Report - Folders & Files Parameters

Group Memberships [Required]
Do pou want to include group membership information in this report?

[1] Select Computers] Available Optians:

[2] Select Account(s] IDD not display Group Memberships
[3) Include Everyone Do not dizplay Group Memberships k
Group Membership Subreport

i In-Line Expanzion of Groups
(5] Group Memberships In-Ling Mested E spangion of Groups

(4] Include Domain Users

Cancel | < Back | [ Ent > | Firish |

3. Select the parameter. If there are more parameters, Next stays available. Click
Next to enter the next parameter.

4. Click Finish. The report runs.

Note: If you need to stop the report generation, click .

After the report finishes executing, the Print Preview window appears where
you can print the report, view a table of contents, search for an item in the report,
export the report, and view the query used to produce the report.
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Note: If your report does not return any data, there could be several possibilities:
a discovery was not done on the selected domain or computer, the reporting data
is not included in the current discovery, one or more selected parameters was
incorrect, or there is no data to be found. Open the Discovery Console and check
the current discovery. Try running the report again.

Bl D al0@AScc@E |- @0 | @ Backwad € Foward
ﬂ

Effective Folder Permissions HHDIZ00G 12:51:53 FH

Path

AD Account Name Permissions Applies To

(A GBS NZ K SIVRE)

wm4-win2Ksw.acme.com Digcovery Date: 4/6/2006 6:16:02 PM

C:\Program Files'ScriptLogic Manager

Bllceey wmd-win2ksvrsdministraors Full Contral This folder, subfolders and files

C:iProgram Files'ScriptLogic Manager'Docs

Aoty wmd-win2ksvrsdministraors Full Cortral Thig folder, subfolders and files

C:'Program Files'ScriptLogic Manager'Logs

Aoy Wymd-win2ksvriddministraoes Full Contral This folder, subfolders and files

C:iProgram Files'ScriptLogic ManagertiS Updates

Al Wrnd-win2ksvrisdministraoes Full Cortrol This folder. subfolders and files | LI
4 L3
Completed Elapsed Time: 00:00:07 2
Toolbar Item Description

Stops report generation.
Opens the Export Wizard. See Exporting Reports.

Opens a Contents pane to the left of the report. If the report
groups data, such as by computer or account, you can quickly
jump to a particular item by clicking the name in the Contents
pane.

Opens the Print dialog box. You can change printer properties
and output settings before printing the report.

=

Not applicable

Opens the Find dialog box. In the Find What box, type the text
to find, and then click Find Next.

Displays one page at a time.

Displays multiple pages at a time.

I@EE@E B & el

Display continuous pages.

e @& |1|:|u ¥ vl Zooms in or out. You also can select a zoom percentage from
the list.

Switches pages in the report. You also can type a page number
4 | |2r‘3 ;
in the box, and then press Enter.
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To view the results in table format, open the Results tab.

% ESR3: Effective Per ns Report - Folders & Files
Fieport Query
HER
Outerdcoount | ParentFalder | ObjectMame | Domainbame | ComputerNa | AccountType | AccountlD | StartDate | AccountDispl | AceTypeText | AppliesT =
| P | [ACMENVM4- CAProgram F o Scriptlogic M ACME vmd-winZksvr G 1abdd90f-dce  446/2006 Shwmd-winZies  Allow This folde
| | [ACMENYM4- C:AProgiam P Docs ACME wmd-winZkavr G 1abdd90f-dee  4/6/2006 “hmd-winZles | Allow This folde
| | [ACMENWM4- CAProgiam P Logs ACME vmd-winZksvr G 1abdd90f-dce  446/2006 Shwmd-winZies  Allow This falde—
| | [ACMENYM4- CAProgiam P MS Updates  ACME wmd-winZkavr G 1abdd90f-dee  4/6/2006 “hmd-winZles | Allow This folde
| | [ACMENVM4- C:A\Program F - Reports ACME vmd-winZksvr G 1abdd90f-dce  446/2006 Shwmd-winZies  Allow This folde
| | [ACMENYM4- C:AProgram F - Scripts ACME wmd-winZkavr G 1abdd90f-dee  4/6/2006 “hmd-winZles | Allow This folde
| | [ACMENWMA- CAProgram F o Services ACME vmd-winZksvr G 1abdd90f-dce  446/2006 Shwmd-winZies  Allow This folde
|| [ACMENYMA- CAWINNTASY spsvol ACME vmd-winZksvr G 1abdd90f-dce  4/6/2006 “humd-winZks  Allow Subfalder
|| ACHENVMA CAWINNTASY spavol ACME vmd-winZksvr G 1abdd90f-dce  446/2006 Shwmd-winZies  Allow This folde
|| [ACMENMA. CAWINNTASY acme.com ACME vmd-winZksvr G 1abdd90f-dce  4/6/2006 “humd-winZks  Allow Subfalder
|| [ACHENWMA- CAWINNTASY acme.com ACME vmd-winZksvr G 1abdd30f-dce 4462006 Shwmd-winZies | Allow This folde
|| [ACMENYM4- CMWINNTASY DO_NOT_RE ACME vd-winZksyr | G 1abddd0i-doe | 4/6/2008 Whvmd-winZks | Allow This folde
|| [ACHENVMA- CAWINNTASY Policies ACME vmd-winZksvr G 1abdd30f-dce 4462006 Shwmd-winZies | Allow Subfalder
|| [ACMENYMA- CAWINNTASY Policies ACME vmd-win2ksyr B 1abdd30f-dce  4/6/2006 Shvmd-winZls  Allow This folde
|| [ACMENWM4. CAWINNTASY {31B2F340-0  ACME vind-winZkswr G 1a5dd30f-dce  4/6/2006 Shemd-winZks | Allow Subfalder
|| [ACMENYMA. CMWINNTASY {31B2F340-0  ACME vmd-winZksvr |G 1a6dd30-doe  4/6/2006 Whwmd-winZis | Allow This falde
[ACMENYMA- CWINNTASY MACHINE ACME vind-winZkswr G 1a5dd30f-dce  4/6/2006 Shemd-winZks | Allow Subfolder _
4 | _l_l
Comnpleted Elapsed Time: 00:00:07

Toolbar ltem Description

Exports the listed results as a delimited text file (.txt, .csv).
See Exporting Report Results.

To view the query behind the report, open the Query tab.

@ ESR3: Effective Permissions Report - Folders & Files

Repoit

SET NOCOUNT OM

DECLARE BSELECT_COMPUTER_S_TABLE table [[Computer D] uniqueidentifier]
DECLARE BSELECT_ACCOUMT_S_TABLE table [Accountlookupl D] uniqueidentifier]
DECLARE @INCLUDE_EVERYOME bit

DECLARE @INCLUDE_DOMAIN_USERS bit

DECLARE @GROUP_MEMBERSHIPS nvarchar(4000)

DECLARE @I5_CURRENT bit

DECLARE @PERMISSION_IS_INHERITED bit

INSERT INTO @SELECT_COMPUTER_S_TABLE WALUES ['c1b96982-234f-4872-007b-f975c 92816

IMSERT INTO @SELECT_ACCOUNT_S_TABLE WALUES ['bfeff2c8-0805-4865-0be8-d568c66037 20

INSERT INTO @SELECT_ACCOUMT_S_TABLE WALUES ['F13945b3-4ba0-4e71-3294-29263f cd22b) I
INSERT INTO RSELECT_ACCOUMT_S_TABLE WALUES ['825a75950-2f c-476-8903-7 d4h2b2a1 67

INSERT INTO (SELECT_ACCOUMT_S_TABLE WALUES ['f4d00beb-be7-40c4-Oda7-2cH0d 369460

INSERT INTO @SELECT_ACCOUMT_S_TABLE YWALLIES ['aBb4a39e-2b8e-4bdi-b754-c70sab1540a4")

INSERT INTO @SELECT_ACCOUMT_S_TABLE WALUES ['e1e1ebel-37d0-4005-9d1 9-6b368621 85

SELECT @IMCLUDE_EVERYOME =1

SELECT @INCLUDE_DOMAIM_LISERS =1

SELECT @GROUP_MEMBERSHIPS ='SUBREPORT'

SELECT @IS_CURRENT =1

SELECT ®PERMISSION_IS_INHERITED =0

- Get a list of accounts to be included in the effective permissions query

DECLARE @lnputdcoountT able TABLE

1

I

-- fill table with contents fram user-supplied variable

AccountLookuplD uniqueidentifier

Completed Elapsed Time: 00:00:07 2
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EXPORTING REPORTS

You can export a report to another format, such as a PDF file for attaching to an email

or a TIFF file for including in a slide presentation.

1. From the Print Preview window, click .

2. If prompted, enter any report parameters. The Export Wizard opens.
3. From the Export Format list, select a format. The available options are HTML,
PDF, RTF, Delimited Text, TIFF, and Microsoft Excel.
‘ Export Wizard M= B3
Report Export Format
Select the desired expart format and provide & destination file path
Ewport Format: |HTML j
—aei e Portable Docurment Format [FOF) _|
Rich Test Format [RTF)
Delirmited Text
Tagaged Image File Format [TIFF]
ticrozoft Excel
Cancel | < Back | I (= | Firishy |
4. In the Export File box, type a path and name for the exported file, or click el to
locate a path for the file.
5. Click Next. Depending on the format you chose, the next box displays the default

settings for that format.
HTML (*.htm, *.html)
. Export Wizard

HTML Export Dptions
Specify the detailz of the document to be exported az HTRL

I 3

Title: I.&ctiveﬂepnlts Document

[ Create Frameset

¥ Include HTML Header
" Include Page Margins
[ Multiple Pages

Character Set: I Uricodelta

Bookmark Style; IHtmI

Lef Le] Lo

COutput Type: ID_l,lnamicHtmI [ Remove Verical Space
Cancel < Back | [l ewt > | Finizh I
28 APRIL 2006
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Portable Document Format (*.pdf)
& Export Wizard M= B3

PDF Export Options
Specify the details of the document to be exported az 2 POF

[eneral Options |D|:u::ument Security | Document Properties | Embedded Fonts

PDF Yersion: IF'DF 1.3 [Acrobat 4.x or newer) j ¥ Export Bookmarks

Metafile Images:
[™ Convert Windows Metafiles to PNIG

Image Guality: IMedium 'I
Image Reszolution: |?5 DFl 'I

Cancel < Back HiEst > Firizh

Rich Text Format (*.rtf)
No options.

Delimited Text (*.txt, *.cvs)
. Export Wizard M= E3

Text Export Options
Specify the details of the document to be exported as Plain Text

Page Delimiter: I j
Tewt Delimiter: I j
Encoding:  [ASCII |

¥ Suppress Empty Lines

Cancel | < Back | fdewt > | Finigh I

Tagged Image File Format (*.tif)
& Export Wizard | |)

TIFF Export Options
Specify the details of the document to be exparted as a TIFF

Compreszion Scheme:

[~ Dither

Cancel < Back HiEst > Firizh
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Microsoft Excel (*.xIs)
. Export Wizard M= E3

Excel Export Options
Specify the detailz of the document to be exported as an Excel Spreadsheet

File: Farmat:

r— Columnis & Fows:

Min Columi 'width: I 01 UE: [inches)
Min Fow Height: I 01 UE: [inches)

—Cell Farmatting
[ &uto Row Height

v Digplay GridLines

[ HMultishest

[~ Remove Yertical Space
[~ Use Cell Merging

Cancel | ¢ Back | et > | Finizh

6. After selecting options for the export file, click Finish.

EXPORTING REPORT RESULTS

You can export report results to a text file for use in another application.
1. Open the Results tab, and then click . The Export Results box opens.

2. Click EI to choose a location and name the file. The full path displays in the
Export File box.

3. From the File Delimiter list, choose a format.

" Export Results M=l 3

Export Results
Export the raw data rezults to a delimited text file

Expart File: IC:\.Documents and SettingztAdminiztratorykdy Documents\E flective Permizsions. bt |

Field Delimiter: I j V¥ Include Calurmn Header
m Yol

-l

«Tab>
< Semicolon

Cancel < Back [t > Firish

4. Click Finish.
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Categories are provided with Enterprise Security Reporter to organize the standard
reports that are included with the product. You might want to keep these standard
reports separate from the custom reports that you create. Simply create a new
category for your custom reports. You could also create a category for your favorite
standard reports, and then copy and paste selected reports into that category for easy
access.

P Under the Report Manager group, click Define Categories. The ESR3: Category
Editor list displays the current categories. To manage the list, right-click either
the window or a category to display the shortcut menu.

% ESR3: Category Editor M=] B3

=2 Computer Fieparts |
Computer Policies
[ Evert Logs
[[Z] Files

[[Z] Folders

([ Dwnership

- [[2] Pemmissions
-] Printers

[ Services

[ Shares

-] Wolumes

[l Discovery

- [[Z] Domain Reports
Group Membership Reports

i Cut Chrl4%
Domain Groups CU I:trH-C
Local Groups opy ,»l
=-[Z] User Reports Paste Chrly
Domain Users New Category  Ins

Delete Category Cel

Dezcription; IGroup tembership Feports Done I

Cut Cut the selected category to the Clipboard.

Copy Copy the selected category to the Clipboard.

Paste Paste a cut or copied category to the specified location.

New Category Create a new category beneath the selected category. To create

a top level category, right-click a blank area in the window.

Delete Category Delete the selected category.
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CREATING A NEW REPORT

Although Enterprise Security Reporter ships with a wide variety of reports, we
realize that you may need to modify the existing reports or add your own. The
Report Composer wizard provides the means to create a new report or edit an
existing report.

Note: If you are interrupted during the process of creating a new report, click Finish
to save the report. When you are ready to continue, right-click the report, and then
choose Edit Report. The Report Composer Wizard opens and you can continue
creating the report.

1. Open the Report Composer Wizard. How you access the Report Composer
Wizard determines where the report is stored.

To create a new global report, click Global Reports, right-click the group
s under which to store the report, and then choose New Report.

™ To create a new local report, click Local Reports, right-click the group under
which to store the report, and then choose New Report.

To create a new local report, click Define Reports in the Report Manager
Tl area.

The Report Composer wizard opens to the Compose a New Report page.
2. From the Report Type list, choose a type of report.
The types of reports are listed here in groups related by type. The report type

defines the set of tables and columns that can be included in the report.

Group Report Type

Group Membership All Group Member
Domain Group Member
Local Group Member

User Information All User
Domain User
Local User
Computer-Related Computer
Computer Account

Computer Address

Discovery-Related Discovery Configuration
Discovery Delta
Discovery Job
Discovery Job Error
Discovery Job Log
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Group

Domain-Related

NTFS Permission-Related

Computer Object

Miscellaneous

Report Type

Domain

Domain Account
Domain Computer
Domain Controller
Domain OU
Domain Site
Domain Trust

Effective Folder Permission

Folder & File Permission

Explicit Permissions Under Folder - under dev
Explicit Permissions Under Share - under dev
Effective Permissions Under Folder - under dev
Effective Permissions Under Share - under dev

Event Log

File

Folder

Folder & File Ownership
Local Account Right
Local Computer Policy
Printer

Printer Permission
Registry Key

Service

Service Permission
Share

Share Permission
Volume

Custom

Note: Select custom only if you want to create
the SQL query from scratch.

3. In the Report Name box, type a name for the report.

28 APRIL 2006
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4.

5.

In the Description box, type a description of the report. You also can add an
author and date for the report. The description, author, and date display in the
lower right pane when the report is selected.

¥ ESR3: Report Composer M= E3

Composze anew Report
Frovide the basic details for thiz new Report

Report Type: I.&II Uszer j

Repart Mame: I."-‘-.II Uzers In Accounting

Dezcription: A ligt of all the uzers in the Accounting
department.

Repart Author: |ﬂdministrator
Copyright; |2DDE

Cancel | ¢ Back | Mewt » | Eirigh |

Click Next. The Report Categorization box displays the current categories. To
keep your custom reports separate, make a new category.

To create a new top-level category, right-click in a blank area of the box, and
then select New Category.

To create a sublevel category, right-click a category, and then select New
Category.

In this example, we created a Custom Reports top level category, and then
created a subcategory for Accounting Reports.

¥ ESR3: Report Composer M= E3

Report Categorization
Select the appropriate categories for thiz Report

Report Categories:

- [ Computer Reparts

[T Discavery
[T [ Domain Reports
B[] Group Membership Reports
B [ User Reports k

=[] Custom Reports Mew Category Ins |
LW 2] Accounting Reports

Cancel < Back Mewt » Eirigh |

28 APRIL 2006 18



ENTERPRISE SECURITY REPORTER™ 3.0

19

6. Select the category under which to store the report, and then click Next. The
Define Select List box displays the tables and columns available for the type of

report you selected on the first page of the wizard.

i ESR3: Report Composer

Define Select List

Select the appropriate tables and columng necessary for thiz Report

& B3

Available Tables & Columns:

[ SELECT DISTIMCT

£
£

]..
]..

mhlninklninls

[T & Computer
[T & Domain

- [[] Accourt Display Name
-7 [0 Accourt Expiration Date
- [ [[] Account |z Disabled

Account |z Locked
Account Scope

Account 51D

Account Type

Cannot Change Pazsword
Comment

Department

Discoverny Tope

-~ [[] Digtinguished Mame
[ Email Address

- [T Full Mame

-] Home Directory

- [ [] Home Path Drive Letter
-] 15 Domain Member
-] 13 Security Erabled
[T Last Logon Date

FY

Cancel |

< Back |

Note: If you do not see the table or column you want, you may need to change
the report type. Click Back until you see the Compose a New Report box, and
then change the Report Type.

7. Select the tables and columns to include in the report, and then click Next. The

Report Sort Order list displays the tables and columns available for the report.
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8. To add a column on which to sort, double-click the name in the left pane. The
column is added to the right pane.

" ESR.3: Report Composer !E E

Report Sort Order
Select the appropriate fields to determine the zort order for this Report

Available Tables & Columns:

E Digtinguished M ame d Sart By | Sort Direction |
Ermnail Addrezs vl zer SAMAzcountame  Azcending

[T Full Hame

[T Home Directony r m
[T Home Path Drive Letter

|z Dromain Member k

Iz Securty Enabled
[T Last Logon Date

Toggle Sort Direction  Crrl+D

[T Logon Hours Maowe Lp
Logon “workstations Mowe Down
[T Maraged By
[T Must Change Password Delete Del
[T Murnber of Logons Clear Al

[T Password |5 Expired

[T Password Last Set Date

[T Pazsword Never Expire

[} Profile Path

SaM Account Domain
il nt M ame!

E Seript Path
- Tite . Double-click
4 | » thefield

Cancel | < Back | MNewt > | Finish |

The report is sorted by the fields in the order they appear on this list. To manage
the list, right-click a name to display the shortcut menu.

Shortcut Menu Option Description

Toggle Sort Direction Change the sort direction from Ascending (default) to
Descending or vice versa.

Move Up Move the selected field up the list.

Move Down Move the selected field down the list.

Delete Delete the selected field from the list.

Clear All Delete all fields from the list.
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9. When you are finished creating the sort order for the report, click Next. The
Select Parameter list displays the parameters available based on the selections

you made. If you select a parameter in the list, a description displays in the right
pane.

‘ Report Parameter [_|]

Select Parameter
Select the parameter you want to add to this report

Ay ailable Parameters:

(3] Account 1D || pepartment: =
- (2] Account |z Disabled Allowes the uzer to enter a ztring value or list of
o Account |s Locked walues by which to filker data available in the
& .
~[H] Select User Account(s) J current Discavery data.
.'j‘ Account Scope

=4

- pEl Account 510
~[E] Account Type

-2l Cannot Change Password
~[El Comment
[ Computer 1D
-3 partrment

- [ Di&;we_r;: Tylp-el, ;I j

(]
ama BN

HEE

Cancel | < Back | Mext » Finizh |

10. Select the parameter to include in the report, and then click Next. The Report
Parameters box appears.

" ESR3: Report Composer !E

Report Parameters
Define the parameters uzed to filker the results in thiz Report

Rieport Parameters: ¥ Use Cunent Discovery

Parameter | Usage | Operator | Default value | Multivalue | Wildcard |
Add.. | Edit... | Femove | [Clear Al | fave g | fawve Down |
Cancel | < Back | Mext » | Firrzhy |

11. Click Add. The Parameters Detail box displays the settings specific for the
parameter you chose.
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Note: The Parameters Details box is unique to each parameter. The box you see
may not be the same as what is shown here.

" Report Parameter =]

Parameter Detais
Cuztamize the behaviar of 'Department’

— Parameter Dizplay;

Parameter M ame: IDepartmenl

Frompt: IEnter the department name

r—Parameter Behaviar:

Pararneter Usze: IHequired "I v Allow Multiple Yalues T Allow Wildcards
Default ¥ alue: IEquaI To =] I.&ccounting [ |

Cancel | ¢ Back | st = | Finizh |

12. After you configure the first parameter, click Next. The Report Parameters list
displays the settings you chose. Here you can add more parameters and manage
the list of parameters for the report. The parameters are presented in the order
displayed to the user running the report.

‘ ESR.3: Report Composer !E

Report Parametess
Define the parameters used to filker the resuls in this Report

Feport Parameters: ¥ Use Curent Discoverny
Parareter | Uszage | Operator | Default value | b uilkialue | wildeard |
%7 Department Fequired Equal To Accounting yeE no ;
Add... | Edit... Remaove Clear Al Iove | Idove Down |
Cancel | < Back | Mext > | Firizh |

¥ Use current Discovery
By default, the current discovery is used to run the report. If you want to be able
to select a discovery when running the report, clear the check box.

Shortcut Menu Option Description

Add Add another parameter to the report.

Edit Edit the selected parameter.

Remove Remove the selected parameter from the list.
Clear All Remove all parameters from the list.

Move Up Move the selected parameter up the list.
Move Down Move the selected parameter down the list.
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13. When the parameter list is set, click Next. The Report Query box displays the
dynamic query built by Enterprise Security Reporter based on your selections.

" ESR3: Report Composer !E
Report Query

Use ESR's dynamic query processing or provide a custom guery for thiz Report

& Use Dynamic Query Generation Use Custom Cluery

FETTETETTEETEY PROMECTED GEDE = B WOT MDY SUriescuviess ;I
AET NOCOUNT oM

DECLARE MIZ_CURRENT kit

DECLARE @DEPARTMENT_TJXBLE table ([Departmwent] nvarchar [(100))

SELECT @I3_CURRENT = 1
INSERT INTO BDEPARTMENT TABLE VALUES ('Accounting')
fre#sasasass ENDL PROTECTED CODE - DO MNOT MODIFT ######sasas/

SELECT wwikllUser.¥*, wvwhllUser.hccountDisplayName, vwillUser.iccountType, wvwdlllse
FROM wvwillUser
INNER JOIN tbhlComputer ON thlComputer.ComwputerID = wvwlillUser.ComputerID
INNER JOIN thlDiscoverwJob ON thlDiscoveryJob.DiscoveryJobID = thlComputer.Discos
WHERE (thlDliscoverwJob.IsCurrent = @IS_CURRENT]

AND wwhllUser.Department IN (SELECT Department FROM @DEPARTMENT_TABLE)
CRDER BY wwillUser.3iMiccountHame

1 | o
Cancel | < Back | Mext > I Finizh |

* Use Dynamic Report Generation
By default, the query generated by Enterprise Security Report is used to create
the report.

" Use Custom Query
Select to edit the query. The box becomes available so you can make changes to
the query generated by Enterprise Security Reporter.

14. Click Next. The Report Layout box appears. You can load an existing report
layout, or create a new one using the Active Report Designer.

" ESR 3: Report Composer !El E

Report Layout
Load or design a report lapout and an optional subreport for thiz Report,

Load/Design Report Layaout:

Load an exizting repart layaut:

Browsze. . |
Uze the Active Report Degigner bo create a new report layout; Dresigner... |

Clear |

Cancel | < Back | Mest = I Rzt |

Important: If you choose to create a new report layout, see the Report Designer
chapter for guidance. When you finish, you export the layout to an Active Report
(*.rpx) file, that you load in the next step.

28 APRIL 2006 23



ENTERPRISE SECURITY REPORTER™ 3.0

15. Click Browse. There are templates included with Enterprise Security Reporter.
Select one of the existing templates or the new report layout you created, and
then click Open.

Select an Active Reports Layout File

Laook ir: Iﬁ Fieparts j o £ El-

ETempIaL‘e - Computer Grouping, rps
Template - Domain Grouping. rpx

Template - Group Membership Subreport. rpe
Template - Mested Groups Subreport, rpo
Template - Permissions Feport.rpx

File narme: I j Open I
- Cahicel |
J P

Filez of tupe: I.&ctive Reports Layout [*.rpx]

A message displays the report layout is loaded.
ﬂ ESR3: Report Composer !El E

Report Lapout
Load or design a report lagout and an optional subreport for this Report,

Load/Dezign Beport Layout:

Load an existing repart layaut:
C:AProgram Filez\SeriptLogic CorporationhE SR 3\Dizcowverny Conszole Browsze. .. I

|dze the Active Report Degigner to create a new report |apout; Desgigrer... |

The report layout has been loaded Clear

Cancel < Back | Mext » | Firizh |
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16. Click Next. The Report Title Parameter Display Formatting box lists the
parameters you added.

To add a title to the report, type a title in the Report Title box.

To display the parameters, click and drag a parameter to the Report
Parameter Display box.

‘ ESR.3: Report Composer !E[

Report Title Parameter Display Formattng
Customize the optional Report Title and Parameter Display elements for this Repart.

—FReport Title: —fwailable Parameaters:

Accounting U sers Parameter | Type | Usage |
Department String Required

Report Section: I j
Title Contral: I ﬂ

—Report Parameter Display:
@DEPARTMEMNT_LIST
Feport Section: - To insert parameter values into your test, simply

P I J drag a parameter from the list and drop it where

Parameter Cantral: | j wau want it ingerted in the text,

Catcel < Back [ Firigh

17. Click Finish.

MANAGING REPORTS

The report definition and layout specifications are stored in an ESR Report
Definitions (*.xrd) file. Enterprise Security Reporter provides several standard
reports that you can import into your Local Reports area to use as the basis for
creating a new report. You also can export a custom report that you created to the
Global Reports area for use by others in your organization.

Exporting Report Definitions

If you created a custom local report, you can export the definition so others can
benefit from using the report. The report definition is saved in an ESR Report
Definitions (*.xrd) file.

1. Select the report to export, and then choose Export Report from the File menu.
Alternatively, right-click the report name, and then choose Export Report
Definition.
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The Export list box opens to the Reports folder in the Enterprise Security

Reporter installation directory for the Discovery Console.

Export All Users In Accounting

Save in;

x| = ® e E-

Account Expiration Repart - By Account, xrd

Account Right Report -- Sorted by Account, Right, Compuker,xrd
Account Right Report -- Sorted by Computer, Right, Account,xrd
Administrative Shares Report.xrd

Computer Password Change Report, xord

Computers with specific IP addresses - Sorted by Computer Mame, xrd
Computers with specific IP addresses - Sorted by IP Address, xrd
Denied Permissions. xrd

Disabled Domain User Accounts.xrd

Discorvery Del

Damnain Conkr

Domain Users

Effective Perr

Effective Perr

Effective Perr

Effective Perr
Event Log Col
Everyone Gro

E Disabled Guest Accounts, xrd Expired Passy
N I 0
File name: I.&II Uzers In Accounting. «rd j Save I
Saveastype:  |ESR Report Definitions (*ud) | Cancel |
7

If you want the report definitions file to be available in the Global Reports area,

click Save.

If you want to save the report definition file in another folder, change the path

displayed in the Save In box before clicking Save.

Importing Report Definitions

One way to create a new report is to edit an existing report. To obtain a copy of an

existing report, import the ESR Report Definitions (*.xrd) file from the Global
Reports area to the Local Reports area.

1.
2.

Click Local Reports to open the local reports list.

From the File menu, choose Import Report. The Report Import Wizard opens to

the Import Report Definition box.

'ﬂ ESH3: Report Import Wizard !El E

Import Aeport Defintion
Broweze and select an existing report definition file to impart

Report Definition: . |

FY

-
[

Cancel I ¢ Back fdewt > Eirigh
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3. Click _I to locate the ESR Report Definitions (*.xrd) file you want to import.

The ESR Report Import box opens to the Reports folder in the Enterprise
Security Reporter installation directory for the Discovery Console.

If the ESR Report Definitions file is located in another location, change the path

in the Look in box before clicking Open.

ESR. Report Impork

EE
Loak in: I =3 Reports j = £F B
File Modification Report - Sarted by Date Maodified. xrd Local Groups 1
File Modification Report - Sorted by Path,xrd Locked Domai

Folder Creation Report - Sorked By Date Created.xrd
Folder Creation Report - Sorked By Path,xrd

Folder Modification Report - Sorted By Date Modified. xrd
Folder Modification Repart - Sorted By Path,xrd

Folder Size Report - Sorted By Path,xrd

Full Group Membership Report By Domain, xrd
Hidden computers.xrd
Hidden share Report,xrd

-

Logon Report
Mo Logon Ref
Mo Public Shal
Mon-Disabled
Mon-Renamec
Ton-F.enarniec
Zipen shares
Open Shares
Ownership Re

i

File name: IFoIder Size Report - Sorted By Size.urd j

Files af tpe: IESH Repart Defintions [*.xrd) j

Open I
Cancel |
7

4. Select the ESR Report Definitions file to import, and then click Open. The Import

Conflict Detected box appears.

'ﬁ ESH3: Report Import Wizard

Import Aeport Defintion
Broweze and select an existing report definition file to impart

=10] x|

Report Definition:  |C:\Program Files\ScriptLogic CorporationE SR 3Discovery Conzale\Databazet B

Import Conflict Detected

A newer verzion of the report pou are importing already
exiztz. What do you want to da with this version?

=

| vaant to;

{* Treat this as a new repart

ICnpy of Folder Size Repart - Sorted By Size

" Feplace the existing report with this one

{~ Cancel the import of this repart

Cancel | < Bach: | I [ |

Firish |

% Treat this as a new report

By default, a copy of the existing report populates the box. You can change the

name at a later time or you can type a new name here.

. Replace the existing report with this one
Not operational.
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" cancel the import of this report
Not operational.

5. Click OK. The Import Report Definition box displays the report description,
parameters, author, and date.

Note: If this is not the report you wanted, click _I to locate another report.

ﬂ ESR3: Report Import Wizard !El E
Import Report D efintion

Browse and select an existing report definition file to impart

Repart Definition: IE:'\F‘IDgram FileshScriptLogic Corporation E SR 3Dizcovery CongolehD atabazet R eportsh B

Copy of Folder Size Report - Sorted By Size : Folder ;I

Shoves the size all folders on a specific computer

Parameters:

name use parameter type operator value multivalue wildcards
Select Computer(s) | reguired | computerScope = true false
I= Current hidelen boalesn = true falze falze

Created By:

ScriptLogic Corporation
(23 2006, ScriptLogic Corporation

|

Cancel | < Back | Mext » | Finish |

6. Click Next. The list of Report Categories displays the current selection for the
report.

4 ESR3: Report Import Wizard M= E3

Report Categories:

=1 Computer Reports
-] Computer Palicies
[T Evert Logs
W [Z] Folders
-] Ownership F
-] Pemissions \
- [E] Frinters Mevs Cabegory  Ins |
- Services

T Shares
-7 Wolumes Jid

Cancel | ¢ Back | et > | Finigh |

u  To create a new category, right-click a blank area of the box, and then select
New Category. See Defining Categories.
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7. Select the category in which to store the report in the Local Reports area, and

then click Finish. The report displays in the Local Reports area under the
selected category.

M=l E3

w. ESR3: Reporting Console
: File Yiew Options Help

=/ Report Explorer E||a| Feports
=[] Custom Reports
Recent Reports [ Copy of Folder Size Report - Sorted By Size

* Global Reports

Copy of Folder Size Report - Sorted By Size : Folder
Shiovwes the zize all folders on & specific computer

Parameters:

Select Computer(s)  required | computerScope true false

[

Lacal Reports

=/ Report Manager

Define Reparts

|I3Current |true | falze | false |

Created By:

ScriptLogic Corporation
[T} 2006, ScriptLogic Corporation

Define Categaties hidden  boolean

Discovery Logs

User Settings

SHGE

[]

Editing a Report

You can create a new report, but it might be a little easier to edit one of the standard
reports that are provided with Enterprise Security Reporter.

Important: Do not edit a Global Report. Instead, import the report into the Local
Reports area. See Importing Report Definitions.

1.

Import the report that you want to edit into the Local Reports area. See Importing
Report Definitions.

Right-click the imported report, and then choose Edit Report. The Report
Composer displays the basic details for the report.

Follow the same steps to creating a new report, except you will be changing
information about an existing report. See Creating a New Report.

Discovery Logs give you a chance to see the status of a server and the discoveries
that have been run against it. When you are running a report and not getting the data
you are expecting, it is helpful to be able to go back to the discovery logs and see
what exactly was discovered.

From the Reporting Console main window, click Discovery Logs. A list of
domains and computers display in the center pane. All panes are sizeable.

To view a list of discovery logs, expand the list in the center pane. The current
discovery log is in bold text.
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3. Select a discovery log in the center pane. The log entries display in the right

pane.

Note: Right click any entry on any tab to access the shortcut menu where you can
copy the entries to the clipboard or export the log entries to a file.

EHg Computer Discoveries

--fd, PC-4B675 acme.com

@
{5 2005-02-21 12:30 PM
wnd-winZkgvr. acme. com
{5 2006-02-2210:46 AM
i3 2006-02-21 1231 PM
(@ Domain Discoveries

Dizcovery Logs rDiscovery Emors rDiscovery Status ]

Entrp Type |_Enty

Digzoveny lbemz Local Securnty Policy: True
Dlizeoven [berms vent Log Configuration: True
Digcoveny lbems Local Accou Copy ChrliC
Digcovery ltems Frinters: Truel Right Click Export
Digcoveny Ibems Services: Tru i

Digzoveny lbemz Shares; True Refresh  F5
Dizcovemny ltems Yolumes: True

Digooveny Iherms Falders: True Select All Cerl+a
Digcovery ltems Files: True

Elapzed Time 16z

1] | i

To view errors, open the Discovery Errors tab.

=5 & Computer Discoveries

EI - PC-4B678 acme.com

4 2006-02-21 12:30 P
wnd-winZk svr. acme. com
{§ 2006-02-2210:46 AM
L e {3 2006-02-21 12:31 P
[ Domain Discoveries

Discoveny Logs/Discover}l Erars rDiscovel_l,l Status ]

Obiject | Mame | Error Mezzage -
Accolnt Hight agnPriman A nied

Computer pc-45678. acme. com Access iz denied b
Ewent Log Application Object reference not set to a
Ewent Log Security Object reference not set to a
Ewent Log Syztem Object reference not set to a
Service Alerter Access iz denied,

Service Apphdgmt Access iz denied.

Service asphet_state Access iz denied.

Service BITS Access iz denied,

Service Browser Access iz denied,

Canira rizr & rress v deriad hd
1| | 3|

To view the status of the discovery, open the Discovery Status tab.

=- :_ﬁ Computer Discoveries

i, PC-45678.acme. com - - -
’:a 2006-02-22 10-46 AM Object | Sean C.. | Dizcove... | Elapsed T|me|
s R e Group [ E 5 [zec]
200B-02-21 12:30 P
E\?ﬂ4-win2ksw ACMmE, com Group Member 8 8 5 [zec]
p ’ iy zer 3 3 1 [zec]
| "'a 2006-02-2210:46 AM Account Rights i} 0 0 [zec]
- 200602211231 PM Audit Policy ] ] 0 [sec)
@ Darmain Dizcoveries Computer Policy 1} 0 0 [zec)
Event Log 3 0 0 [zec)
Frinter i} 0 0 [zec)
Service 56 0 3 [zec)
Share 3 0 0 [zec)
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USING THE COMMAND LINE UTILITY: ESRREPORT.EXE

In the Reporting Console folder of the installation directory, Enterprise Security
Reporter includes a command-line utility — ESRReport.exe — that you can use to
run reports.

Usage
ESSReportCMD.exe "<command configuration file>"

The command configuration (*.xrc) file contains the parameters, output format and
location, and email distribution details for the report.

Creating a Command Configuration File

In order to use the command line utility, ESRReport.exe, you must create a command
configuration (*.xrc) file for each report. The command configuration (*.xrc) file
contains the parameters, output format and location, and email distribution details
for the report. You also can schedule the report to run at a specified time.

1. Right-click a report name, and then choose Create Command Configuration.
If there are any parameters for the report, the first parameters box opens.

2. Choose the parameters you want for the report. When you click Finish, the
Command Configuration Editor opens to the Configuration/Export tab and
displays the report name in the Command Configuration File area.

3. Click _I next to the Filename box. The Save Command Configuration File As
box defaults the report name as the .xrc file name. You can change the name of
the .xrc file and locate a destination for the file.

4. Click Save. The full path to the .xrc file displays in the Filename box.

5. From the Format list, choose a format for the report. To modify the default
selections, click Advanced. See Exporting Reports.

6. In the Output To box, type the path to the location, or click _| to choose a
location. The default is the same location as the .xrc file.

7. In the Filename box, type a name for the output file, if different from the default.

8. From the Suffix list, choose no suffix, a date, or time stamp.

# ESR3: Command Configuration Editor

Configuration/E xpaort Parameters Diztribution

—Command Configuration File:

Folders with Any Effective Permissions

Filename: |\ host\Shared Folders\Shared File\ESR 3\Folders with Any Effective Pem E

—Export Settings:
Farmat; IF'c-rtat-Ie Document Format [POF] j Advanced |
DOutput Ta; |'\'\.host‘\8hared Folders\Shared FileAESH 3 |
Filzname: IFolders with Ay Effective Permizzions Suiffie: INone j

Scheduls | Ok, | Cancel |
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To view the parameters, open the Parameters tab. Select a parameter to view

the query and value.

. ESR3: Command Configuration Editor

Canfiguration/E spart Paraneters Diztribution

El-gsdl Parameters Tupe | Yalue/Luery |
-8 Select Camputer(s) _..where thiCompter, Computer|D ..

&F Select Account(s]
87 Include Everyone

----- &F Include Domain Users

select distinect tthDmputer.Comput.EiI
from thlCox
inner join
on
ancd
where thlCc
order by tk

I ;IJ
Scheduls | ak. I Cancel |

If you want to set up email distribution, open the Distribution tab, and then

select the Enable Distribution check box.

@ ESR3: Command Configuration Editor

Configuration/E xport FParameters Distribution

¥ Enable Distibution
— Recipients:

To: ||
oc: |
BCC: |

—Mezzage Details:
Frarn: I Format: ITe:-tt j
Subject: I PFriciity: INUrmaI j
Message: ;I

[-|

—SMTP Settings:

Server: I Part: |25
Usemame:l Password: I

Sehedule | ] = I Cancel |
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Scheduling a Report

1. From the Command Configuration Editor, click Schedule. The Task tab
displays the task, the path, and the account under which the report runs.

ESRReport Folders with Any Effective Permissions EHE

Task |Schedule| Settingsl

ﬁ CWWIMMTAT azks\ESRReport Folders with Ay

Fur: Id FilesESR 3WFolders with &nyp Effective Permizzions. s

Browse... |
Start in: I"E: WProgram Files5 criptLogic CorporationtE SRR eportit
Cormments:

_ Important: You must

Flun =& AOMEAdninstatr [ setpusonors. | click Set Password and
enter the password for
the account. For security
[v Enabled [scheduled task runs at specified time] reasons, Enterprise
Security Reporter will not
use a blank password.

Ok | Cancel |

2. Open the Schedule tab, and then click New. Set the frequency, time, and date to
run the report.

ESRReport Folders with Any Effective Permissions

Tazk  Scheduls | Settingsl

Mew | Delete |
Schedule Task: Start time:
| Dy | | %:00 AM = Advanced.. |
Schedule Tazk Duaily

Ewery |1 _l? day(z]

¥ Show multiple schedules.

ak. I Cancel
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3. Open the Settings tab. Set any options for the report.

ESRReport Folders with Any Effective Permissions

Task | Schedule Settingsl

— Scheduled Tazk Completed
[~ Delete the task if it iz nat scheduled to run again.

Iv Stop the task if it nuns for:|?2 ::ll hDur[S]IU j minute(s).

rIdle Time
[~ Orily start the task if the computer haz been idle for at least

I E minute[z]

If the computer has not been idle that long, retry for up to:

I _l; rinute(z]

[~ Stop the task if the computer ceases bo be idle.

— Poveer Management

[~ Dom't start the task if the computer iz minning on batteries.

[~ Stop the task if battery mode beging.

ok I Cancel |

Modifying a Command Configuration File

1. From the File menu, choose Open Command Configuration. The Open
Command Configuration File box opens.

2. Locate the command configuration (*.xrc) file, and then click Open.
The Command Configuration Editor displays the current settings for the
command configuration file. See Creating a Command Configuration File.
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Report Designer

When creating a custom report, you have the option of selecting one of the templates
included with Enterprise Security Reporter, or creating a layout of your own. You
also can modify an existing template.

To open the Report Designer, click Designer from the Report Composer Wizard.

# ESR3: Report Composer = B
Report Lapout

Load or desian & report layout and an optional subrspart for this Flepot

Load/Design Repert Lapaut
Load an sristing repot lapout
Browse.. |
Use the Active Fieport Designer to create a new rsport layout Designet
Clear
. ESR3: Report Designer [Accounting Users] [_ O] <]
— : Fie Edit Report
DU RS wD 0 am. 0 r s S| F e o506l 6| ol @] 2 2 s e [@E| 5.
— = WE
= - ClEr e e ] [Das.
xR S R R Y/ SR ORI |
& Fointer JEI PageHeader | = | DomainName
ALabel SiMAccountiame
- SihAccountomain
ab| TertBox EEEL]
[¥ CheckBox .
[&dPicturs ) 4 MainFieport
O Shape - = PageHeader
. = Detsi
| ) ;
Dl . = PageFooter
B= RichTextBox 1
B Subreport ' o
o B
HeageBreak - 5
i Barcade -
j [l PageFooter
4 [
=)=

In the Report Designer you are creating a layout for the report that you are creating
using the Report Composer Wizard. Some of the functionality available in the Report
Designer is not used because the Report Composer is handling it.

When you are finished creating the layout, export the layout to an Active Report
(*.rpx) file, exit the Report Designer, and then load the layout into the Report
Composer. See Exporting the Report Layout.

‘ ESR.3: Report Composer !E E

Report Layout
Load ar design a report layout and an optional subreport for this Report.

Load/Design Report Lapout:
Load an existing repart layout:
|C:\Program FileshS criptLogic Corparation\ESR3\Discovery Conzole Browse...

Usge the Active Report Designer to create a new report layout: Designer...

The report layout has been loaded Clear |

Cancel < Back | Mexst > | Firizh |
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The Report Designer has a central design area surrounded by toolbars and toolboxes

that you use to create the layout.

@ ESR3: Report Designer [Accounting Users]

1H[=] E3

S Fle Edit Report
D0H|Seda|am. i85 E e8| 500|205 e n| 2L ae|0E DS,
i © - rERAEYDyEEEEaa .
Figy 1 R RN RN R R R R S
K Painter JE PageHeader | DomainName

Label SAMACcountt ame
AalLabel - SaMAccountD omain
abl TextBox ﬂ Bl & Detai
¥ CheckBaox - Y E
[&3Picture - = MainReport
[ Shape B ‘ -2 PageHeader

3 l =1 Detail
™ Line - w L= PageFooter
B RichTextBox 1
%Subrspurl )
%PageEraak -
[ Barcode
j [ PageFoater
1]

The panes are all sizable. Click and drag the border of the pane to increase or

decrease the size. For example, while you are formatting a control, you may want to
make the Properties pane bigger.

File Menu
File
=] Mew Crrl+-
[7] open  crl+0
K save Chrl+5
E Export Layout
ol Closs Chrl4
Not supported.
New If you want to create another new layout, exit the Report Designer,
and then restart it by clicking Designer from the Report Composer
Wizard.
Open Not supported.
Not supported.
Save PP

To save the report layout, choose Export Layout.

Export Layout Saves the design to a Report (*.rpx) file.
Closes the Report Designer and returns to the Report Composer

Clazz Wizard.
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Edit Menu

5l Undo Chrl+Z
Ry Redo Chel+Y

= Cut Chrl+x
i Copy o

Paste  Chrl+y

o2 Delete

S Opion  Descripion
Undo Not supported.
Redo Not supported.
Cut Cuts the selected control(s).
Copy Copies the selected controls(s) to the clipboard.
Paste Pastes the cut or copied control(s) from the clipboard to the design area.
Delete Deletes the selected control(s).

Report Menu

Report

@] Load Layout

| Settings...

Loads a report layout into the design area. See Loading a Report
Layout.

Load Layout

Opens the Report Settings box where you can set the print options

Settings for the report. See Setting Report Print Options.
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Edit Toolbar

The Edit Toolbar icons are available to for general report actions such as cutting,

copying, and pasting.
Not supported.
I:I e If you want to create another new layout, exit the Report
Designer, and then restart it by clicking Designer from the
Report Composer Wizard.
[ Open Not supported.
Not supported.
| E Save To save the report layout, choose Export Layout from the
— File menu. See File Menu.
u Delete Delete selected control(s).
= Cut Cut selected control(s).
Copy Copy selected control to clipboard.
B Paste Paste cut or copied control(s) from clipboard.
3 Undo Not supported.
Ry Redo Not supported.

Layout Toolbar

Use the Layout Toolbar icons to format the alignment and layering of controls on the
report design surface.

Note: Most Layout Toolbar icons are available only when one or more controls are
selected.

Align to Grid Move selected controls to line up with the report grid.

B

Align selected controls with the leftmost position of

= Hlign L the control selected last.

8] mancomes  Cemerseicted sonrols based onthenorzon
| Align Rights ﬁ\fli?hnetggnsifé?g'ggcigztlr;)ést.with the rightmost position
i Align Tops Align the selected controls with the topmost position

of the control selected last.
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Action

Align Middles

Align Bottoms

Same Size Width

Size to Grid

Make Same Height

Make Same Size

Make Horiz Space
Equal

Increase Horiz
Space

Decrease Horiz
Space

Remove Horiz
Space

Make Vert Space
Equal

Increase Vert
Space

Decrease Vert
Space

Remove Vert
Space

Center Horizontal

Center Vertical

Bring to Front

Send to Back

Description

Align the selected controls based on the vertical
center of the control selected last.

Align the selected controls with the bottommost
position of the control selected last.

Make the selected controls the same width based on
the control selected last.

Not supported.

Make the selected controls the same height based
on the control selected last.

Make the selected controls the same height and
width based on the control selected last.

Not supported.

Increase the horizontal separation between selected
controls.

Decrease the horizontal separation between selected
controls.

Remove the horizontal separation between selected
controls.

Not supported.

Increase vertical separation between selected
controls.

Decrease vertical separation between selected
controls.

Remove vertical separation between selected
controls.

Center selected controls horizontally within the report
section.

Center selected controls vertically within the report
section.

Moves selected control to the front.

Move selected control to the back.
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Format Toolbar

Use the Format toolbar to format the look and style of controls on the report design
surface.

Set the style for the selected label, check box, or

INDrmaI I
Sy textbox control.
I—_Hria| = Font Set the typeface of the selected label, check box or
textbox control.
m - Size Set the font size of the selected label, check box or
textbox control.
View Grid Set the grid in the design area on or off.
o Reorder the groups on the design area.
R REaRET s See Reordering Groups.
Not supported.
Edit Script If you want to edit the script for the report, do so
when you return to the Report Composer Wizard.
b Bold Set bold typeface on or off.
i] Italics Set italic typeface on or off.
] Underline Set underline typeface on or off.
= Align Left Align text left in the control.
=] Align Center Align text centered in the control.
E] Align Right Align text right in the control.
E Justify Align text equally from the sides of the control.
D Bullets Not supported.
- Decrease Indent Not supported.
- Increase Indent Not supported.
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Report Tools

Use the Report Tools to add controls to the report design area. Click the button, and
then draw the control on the report design area.

Select controls or sections of the report
Prints static text.
Prints a formatted text value
Prints Boolean values as checked or unchecked.
Prints an image.
Prints a rectangular or oval shape.
Prints a line.
Not supported.
Prints a linked report object.
E PageBreak Starts a new page.

[ Barcode Prints a barcode symbol.

Fields Toolbox

The Fields toolbox displays a list of data source fields, which were selected during
the Report Composer Wizard.

DamainM ame
SAbAccount ame
SakMaAccountD omain
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Report Contents Toolbox

The Report Contents toolbox provides a simple way to navigate to a certain section
and/or control on the report. Click a section or control in the Report Contents
toolbox to automatically select it in the design area.

Report Contents

=B MairReport
EI PageHeader
EI GroupHeader
EI GroupHeader?
...EI Dretail
= GroupFooter?
..... = GroupFooter]
E-= PageFaoater

The Properties toolbox displays the properties for the selected section or control.

Properties Toolbox

Use the settings in the Properties e
toolbox to customize sections of the = 8

report and controls created with the = Behavior 1=
Report Tools CanGrow True
p ' CanShiink True
. . *izible True
By default, the choices in the H Do
Properties toolbox are sorted into DataField =l
categories. A description of the ?Ep':'”“ame
. ag
selected property displays at the E Design -
bottom. [Mame] SubReport
Lapout -
To see the properties listed D ataField
. Y - :
alphabetlcally, click ‘ Ei;r:?mol.r sets the field name from the data source to bind bo the

To return the properties to

categories, click

Note: The choices in the Properties toolbox vary depending on the selected section or
control. You can double-click the box to change the value by scrolling through the list
or choose from a drop-down list.
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Appearance

Option
Alignment

AnchorBottom

BackColor
Direction

+ Font

Forecolor
LineColor
LineStyle
LineWeight
OutputFormat

PictureAlignment
Style

VerticalAlignment

Behavior

Option
Angle

AutoSize

CanGrow

CanShrink

CaptionPosition

CheckAlignment
Checked

CheckSumEnabled

ColumnDirection

Description
Choose the alignment of text within the control.

Choose False to anchor the line control to the bottom of the
containing section. Choose True to create a continuous line from
other line controls in adjacent sections

Choose the background color.
Choose the direction of a barcode.

Displays the font name and size. Click El to open the Font box
where you can change the font.

Choose the foreground or font color.
Choose the line color.
Choose the line style.

Type the weight (thickness).

Click El to choose the display format of the data field.
Choose the position of the picture within a control.
Type the string style to use for the control.

Choose the vertical alignment of text within the control.

Description
Type the angle of the text within the control area

Choose True to stretch a barcode to fit the control; otherwise
choose False.

Choose True to allow the control or section to expand vertically
based on the content. Choose False to force the height to remain
the static regardless of the contents.

Choose True to adjust the height of the control or section based
on the content. Choose False to force the height to remain the
same regardless of its content.

Choose the position of the barcode caption relative to the barcode
symbol.

Choose the alignment of the check box relative to the text.

Choose True to set the checkbox to a checked state; otherwise
choose False.

Choose True to compute the checksum of a barcode and include
in the barcode when applicable. This property has no effect if the
barcode style is EAN-13, which requires a check digit. Choose
False to disable the checksum.

Choose how to print the Detail section in a multi-column report.
Select DownAcross to print columns from top to bottom and then
left to right. Select AcrossDown to print columns from left to right
and then top to bottom.
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Option

ColumnGroupKeepTo
gether

ColumnLayout

Enabled
GroupKeepTogether

KeepTogether

MultiLine
NewColumn
New Page

PrintAtBottom

RepeatStyle

RightToLeft
UnderlayNext

Visible
WordWrap

Description

Choose True to prevent a group from splitting across columns. If
the group is too large to fit in a single column, this property is
ignored.

Implemented only when the GroupKeepTogether property for the
Group Header is set to All.

Choose True if the report section has the same number of
columns as its detail section. Choose False if the section has a
single column.

Choose True to enable the page break; otherwise choose False.

Choose how a group header and footer pair and its associated
details prints.

None: A page can be broken immediately after a group header
prints.

FirstDetail: The group header prints with at least the first detail
section on the same page or column.

All: The group header, detail and group footer sections
printstogether on the same page.

Choose True to keep the contents of a section together on one
page. If the contents of a section do not fit on one page, the
contents are split across multiple pages.

Choose True for a multi-line control.
Choose how a new column starts when a section prints.
Choose how a new page starts when a section prints.

Choose True to print the footer section at the bottom of the page;
otherwise, choose False.

Setting more than one group footer section in a report layout to
print at the bottom of the page causes subsequent group footer
sections to print on separate pages.

Choose how a group header section repeats on subsequent detail
pages within the same group.

None: The group header will not be repeated when the associated
detail sections print on a new page.
OnPage: Repeat the group header section with every new page.

OnColumn: Repeat the group header section with every new
column.

All: Repeat the group header section on every page or column.

OnPagelncludeNoDetail: Repeat the group header section on
every page that includes an associated detail section or a group
footer section. This setting prevents orphaned group footer
sections.

Choose True to print text right to left; otherwise choose False.

Choose True for the following section to start rendering at the top
of the current section; otherwise choose False.

Choose True to print the control; choose False to hide the control.

Choose True to allow the text to wrap within the control;
otherwise, choose False.
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Data

ClassName
ColumnCount

CountNullValues

DataField

HyperLink
Image
(Name)
NewColumn
NewPage

ReportName

Tag

Text

Design

Type a style rule class name used to format the control.
Type the number of columns in the section.

Choose True to include DBNull values as zeroes in summary fields;
otherwise, choose False.

Choose the data field to use for grouping. Changes in the value of the
specified data field are monitored and a new group is started when
the value changes.

Type a URL address to launch in Internet Explorer when clicked.
Click El to choose an image for the Picture control.

Type the name of the section.

Choose where to start a new column when printing a section.
Choose where to start a new page when printing a section.

Type a name for the subreport being called by the Subreport control.
Used for informational purposes only.

Type user-defined information to be persisted with the control.

Type the text to display in the control.

(Name)

Layout

Displays the name of the control.

BarWidth

Location

Size

SizeMode

Type the width for the barcode's narrow bars. Setting the width to O
expands the barcode to fit the control. The width ratio is 1 to 0.012

inches, so typing 2 yields a bar width of 0.024 inches and typing 10
yields a bar width of 0.12 inches for the narrowest bars.

Displays the X-Y position of the control. Expand the property to enter
the X and Y values.

Displays the size of the control. Expand the property to enter the
width and height of the control in inches.

Choose how to size the picture within the control. Clip crops the
image to fit in the control area. Stretch stretches the image
horizontally to fit in the control area. Zoom scales the image
horizontally and vertically to fit in the control area.
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Misc

Option
+ Code49

ColumnSpacing

Height
Modifiers

+ PDF417

+ QRCode

X1
X2
Y1
Y2

Description

Displays the Group setting for the barcode. Expand the control to set
the Group property. If Grouping is set to True, the Group property
may be set to a number between 0 and 8.

Type the width of the space in inches between the specified number
of columns.

Type the height in inches for the section heading.
Not functional.

PDF417 is a popular high-density 2-dimensional symbology that
encodes up to 1108 bytes of information. The barcode consists of a
stacked set of smaller barcodes. Encodes the full ASCII character
set. Capable of encoding as many as 2725 data characters. To
change the barcode settings, expand the property.

Column Sets column numbers for the barcode.

Row Sets row numbers for the barcode.
ErrorLevel Sets the error correction level for the barcode.
Type Choose the PDF417 type for the barcode.

QRCode is a 2D symbology that is capable of handling numeric,
alphanumeric and byte data as well as Japanese kanji and kana
characters. This symbology can encode up to 7,366 characters.

Model Sets the model of the QRCode.

ErrorLevel Sets the error correction level for the barcode.
Version Sets the version of the QRCode.

Mask Sets the pattern used for the masking of the barcode.

Connection Sets whether connection is used for the barcode.
ConnectionNumber Sets the connection number for the barcode.

Sets the horizontal coordinate for the starting point of the line.
Sets the horizontal coordinate of the ending point of the line.
Sets the vertical coordinate of the ending point of the line.

Sets the vertical coordinate of the line's ending point.
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Summary

Option
DistinctField

SummaryFunc

SummaryGroup

SummaryRunning

SummaryType

Description
Choose the data field to use in a distinct summary function.

Choose the type of summary calculation to perform on the data
contained within the control. Choose from Sum, Avg, Count, Min,
Max, Var, StdDev, StdDevP, DSum (based on distinct values), DAvg
(based on distinct values), DCount (based on distinct values), DVar
(based on distinct values), DVarP (based on distinct values),
DStdDev (based on distinct values), DStdDevP (based on distinct
values). All summary calculations are based on the values in the
specified summary region.

Defines the name of the group header section that is used to reset
the summary value when calculating subtotals.

Determines whether the data field summary value will be
accumulated or reset for each level (detail, group or page).

None: Summary values are not accumulated.

Group: Calculates a running summary (each value is the sum of the
current value and all preceding values) within the same group level.

All: Calculates a running summary for all values in the report.

Determines the summary type to be performed.
None: No summarization.

GrandTotal: Evaluate the specified summary function for all records
in the report.

PageTotal: Evaluate the specified summary function for all records
on each page.

SubTotal: Evaluate the specified summary function for all records in
each group level.

PageCount: Print the page count or page number. Used with
SummaryRunning set to All to print the page number.
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By default, the report automatically contains a page
header, detail, and page footer section. You can add other
sections, such as a report header/footer, or group
header/footer.

P Right-click anywhere in the design area, and point to
Insert, and then select the section to add to the report.

@ ESR3: Report Designer [Accounting Users] H=
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Report The report header section typically contains the report title, a
Header/Footer summary table, a chart or any information that needs only to print
only once at the beginning of the report.
The report footer section typically contains a summary of the
report, grand totals, or any information that needs to print once at
the end of the report.
Page The page header section typically contains column headers, page
Header/Footer numbers, a page title, or any information that needs to appear at
the top of each page. If a report header is defined, the page header
begins on the second page of the report.
The page footer section typically contains page totals, page
numbers or any other information that needs to appear at the
bottom of each page.
Note: Data bound controls, such as text boxes tied to data from a
database table, are not supported in the page header or footer.
The page header and footer are rendered when the page is started
(before the data is read), not when the data is being read for the
page. If placed into the page header/footer, the data bound control
appears on the second and subsequent pages, not the first page.
Detail The detail section contains each record in the data source.
Group A report can consist of single or multiple nested groups, with each
Header/Footer group having its own header and footer sections that print before

and after the detail section for each group.

A group header typically contains the group name field, and can be
used to display charts that include data specific to the group.

A group footer section typically contains a group summary value, if
any, and can be used to display charts or cross-tabs
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Deleting Report Sections

Note: You cannot delete the Detail section.

P Right-click the section, and then select Delete.

Reordering Groups

1. Click or right-click anywhere in the report design surface, and then select
Reorder Groups. The Group Order box displays the current order.

2. Drag and drop a group header on to the group header that you want it to
replace.

For example, to move GroupHeader3 before GroupHeader2, drop it on
GroupHeader2.

¥ Group Drder

Groups:

GroupHeaderl

GroupHea GroupHeader3 2
GroupHeaders “

Cancel

\_H
s
%]

Groups:

|Drag and Drop Groups to Reorder GroupHeader]
GroupHeader3

GroupHeader?

|Drag and Drop Groups o Reorder v
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Controls are data placeholders that hold the value of a data field, manually entered
text, pictures, and charts, among several other items. The Report Tools toolbar
displays the various controls you can use. See Report Tools.

1.
2.

Click on a control type in the Report Tools toolbox.
Move the cursor to the design space. The cursor turns into a crosshair (+) cursor.

Click in the desired report section, and then drag to size the control. The
Properties toolbox displays the default properties for the control. Change the
values in the Properties toolbox to customize the control. See Properties Toolbox.

# ESR3: Report Designer [Accounting Users] [_[51x]
 File Edit Report
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Moving Controls

To move a control within the same section, click and drag the control to the new
location.

To move a control to another section, right-click the control, and then choose
Cut. Right-click in the other section, and then choose Paste.

Layering Controls

You can layer controls to produce a specific effect. For example, you can place a
textbox on top of a picture or shape control as a label.

To reorder a layered control, right-click on a control, and then select either Bring
to Front or Send to Back.

Bring to Front Brings the selected control to the front of all other controls within
the same section.

Send to Back Sends the selected control to the back of all other controls within
the same report section.
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Formatting a Border

1. Right-click on a control, and then select Format Border. The Format Border box

appears.
Format Border - ActiveReports E
Line Styles — Previewy

—Presets —

EE
|5
=
s
o oj

B R

Click on diagram below ar
use presets to edit barders

QK I Cancel

2. In the Presets area, select the border type.

Border Type

[ [ = [ = (E (E

[B] | |

3. In the Line Styles area, select the line style and color. The selected settings

Description

No border is applied.

Applies a border to the bottom of the selected item.

Applies a border to the left of the selected item.

Applies a border to the right of the selected item.

Applies a top border to the top of the selected item.

Applies a border to all sides of the selected item.

Applies a double border to the bottom of the selected item.
Applies a thick border to the bottom of the selected item.
Applies a border to the top and bottom of the selected item.
Applies a border to the top and a double border to the bottom

of the selected item.

Applies a border to the top and a thick border to the bottom of
the selected item.

Applies a thick border around the outside of the selected item.

displays in the Preview area.

4. Click OK.
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Report layouts are stored in Reports (*.rpx) files. One way to create a new report is to
edit an existing template. There are several report layout templates included with
Enterprise Security Reporter. You can also load a report layout that you created.

1. From the Report menu, choose Load Layout. The Open box appears.

2. Locate the Program Files\ScriptLogic Corporation\ESR3\Reporting Console\
Templates folder for the provided templates, or the folder where you stored
your own report layout files.

3. Choose a Report (*.rpx) file, and then click Open.
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The Report Settings box provides a way to control the page setup, printer settings,
font styles and report global settings.

»  From the Report menu, choose Settings. The Report Settings box opens to the
Page Setup tab.
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Page Setup

Report Settings

Top margin : IW —Preview ————————————
Battom margin : IW ‘l"_:'l‘
Left margin : IW _E
Right margin : Iw =
Gutter : W =

[~ Mirar margins +

’TI Cancel |

Top margin Sets the top margin value in inches.

Bottom margin Sets the bottom margin value in inches.

Left margin Sets the left margin value in inches.

Right margin Sets the right margin value in inches.

Gutter Sets the amount of space between columns in inches.

Specifying a gutter gives extra space between the edge of
the page and the margins.

™ Mirror margins Select to set the inner margins in the report in a way that
opposite pages have the same width and the outside
margins for opposite pages have the same width.
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Printer Settings

Report Settings ﬂ

Paper Size: IF'rinter Default | [ FPreview
-‘:—
i [ 8514 =
Height: I 'I'I.DUE —
Orietation ==
&+ Default —
 Portrait + +

" Landscape

Collate: IF'rinter Default j
Duples: IPrinter Default ﬂ
Paper Source: | Frinter Defaul =l

’TI Catcel |

Paper Size Select a paper size from the list. If the paper size is not listed,
choose Custom paper, and then enter the height and width.

Width Enter a custom size paper width in inches.

Height Enter a custom size paper height in inches.

Orientation Select the orientation in which to print the report. Default uses

the default setting of the printer.

Collate Collate: Print a complete copy of the report before the first page
of the next copy is printed.

Don't Collate: Print each page by the number of copies
specified before printing the next page.

Printer Default: Use the collate setting of the printer.

Duplex Duplex: Print the report double-sided.
Simplex: Turn off duplex printing.
Horizontal: Print horizontally on both sides of the paper.
Vertical: Print vertically on both sides of the paper.
Printer Default: Pint the report use the printer's duplex setting.

Paper Source Select the paper source. Printer Default prints the report using
the default paper source of the printer.
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Styles

Report Settings

Normal Fort name

Head!nc_ﬂ Fort size

HeadingZ

Heading3 Bold
Italic:
Underline
Strikethrough
B ackColar
ForeColar
Wertical Alighment

R | Delete |

]

Harizontal Alignment ILeft 'I

Top -

Catcel |

The Styles box is used to create style sheet settings that can be used within the report

design. Once styles are created, they can be used to easily and consistently modify
the appearance of text associated controls within the report. A style is applied to a

control via the Style property for the control. See Properties Toolbox.

The Style list displays existing styles. To the right of the list, the properties associated
with the selected style display.

To modify a selected style, change the settings.

To create a new style, click New. Type a name for the style, and then choose the

settings to define the style.

To remove a selected style, click Delete.
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Global Settings

Report Settings ﬂ

[~ Show Grid

W &lign controls b grid

Grid Columns : I'I B 3:
Grid Roves I'I E 3:
Ruler Units : Ilnches 'I

’TI Catcel |

™ Show Grid By default, the grid does not display in the design
area unless you click . Select this check box to
display the grid by default.

v Align controls to grid By default controls snap to the grid as they are added
to or moved within the design area.

Grid Columns Set the number of grid columns.

Grid Rows Set the number of grid rows.

Ruler Units Choose the units of measurement for the ruler.
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EXPORTING THE REPORT LAYOUT

To save the report and return to the Report Composer Wizard, you export the layout
as a Active Reports (*.rpx) file, and then exit the Report Designer.

1.

SUEE I

From the File menu, choose Export Layout. The Export Layout box opens to the
Reporting Console folder and displays Active Reports (*.rpx) in the Save as
type box.

Open the folder where you want to store your layouts.
Type a name for the layout, and then click Save.
From the File menu, choose Close. The Report Composer Wizard appears.

Click Browse, and then locate the layout you just saved. The path displays in the
Load an existing report layout box.

‘ ESR3: Report Composer _ |0

Report Layout
Load or design a report layout and an optional subreport for this Report.

Load/Dezign Report Lapout:

Load an existing report layout;
C:\Program Files\ScriptLogic Corporation’E SR 35\Discovery Console Browse...

Usze the Active Report Designer to create a new report layout: Desigrer...

The report layout has been loaded Clear |

Cancel | < Back | Mext > | Firizh |

Continue on with creating your new report. See Creating a New Report.
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Global Reports List

Enterprise Security Reporter 3 contains a range of reports that gives you the
information you need to secure your network. These reports are stored in the Global
Reports group.

Global Reports are sorted into categories. Expand the folder to view the reports in the
category. If you point to a report in the list, a description displays. When you select a
report, the bottom pane displays a description of the report along with the
parameters needed to run the report.

@ ESR3: Reporting Console |_ (O] x|

: File “iew Options Help
=/ Report Explorer =148 Reports

~ All Diomain Account Beports
Recent Reports Computer Reports
Global Reparts

Deltas - Snapshot Comparison Reports
Local Reports

Account Changes
=/ Report Manager

onzolidated Change Repart
. Define Reparts

went Log Changes
Define Categories

older & File Changes

roup Membership Changes
C@ Discovery Logs
User Settings

JTFS n Changes =
ervice Changes
: Share Changes \Shows all folders and files that had permission changes between Z discovery sets,

B[] Discovery
B[ Group Membership Reports
B[] User Reports

HTFS Permission Changes : Discovery Delta

Shoves all folders and files that had permission changes ketween 2 discovery sets.

Parameters:

name use parameter type operator value multivalue wildcards
Discovery Detta 0 reguired | discoveryDeta = false false

Ohiject Type hidden | string (. [(Subguery) thue false

Created By:

ScriptLogic Corporation
() 2006, ScriptLogic Corparsation j
‘Discnvel_u' dbESR3 on Whd-AWIN2ZKSVR |Hepnrt' dbESR3Repart on Wi 4-WINZKSYR

P To run a report, double-click the name of the report; or right-click the report
name, and then select Run Report. See Running a Report.

P> To update the Global Reports with the current version of each report located in
the Program Files\ ScriptLogic Corporation\ ESR3\ Discovery Console\
Database\ Reports folder, choose Synchronize Reports from the Options menu.
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Domain Account SID Report — Sorted by Account Name

Domain Account SID Report -- Sorted by Account Hame : Domain Account
Zhowes all domain accourts and SI0's far the specified domains.

Parameters:

Fully Gualified Domain Mame  optional —— string = true falze

Iz Current hidden hoolean = true falze falze

Domain Account SID Report — Sorted by Account SID

Domain Account SID Report -- Sorted by Account 51D : Domain Account
Showes all damain accourts and SI0's far the specified domains.

Parameters:

Fully Qualified Domain Mame | optional | string = true falze

Iz Current hiclden haolean = true falze falze

Computer Accounts

Computer Password Change Report

Computer Password Change Report : Domain Computer

Shovwes the last date the password was automatically changed for each computer. This report will help
idertify computers that have nat been in use for a long time, or are no longer svailable on the netwark.

Parameters:

Fully Guslified Domain Mame  reguired | string = true falze

Iz Current hidclen haclean = true falze falze

Domain Controller Report

Domain Controller Report : Domain Controller

Showes all domain controllers and their manager accourts

Parameters:

Fully Guslified Domain Mame  reguired | string = true falze

Iz Current hiclcen hoclean = true falze falze
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Hidden computers (from domain discovery)

Hidden Computers (from domain discovery) : Domain Computer

Shovwes all hidden computers in the selected domainz).

Parameters:

Fully Qualified Domain FMame  required  string = true falze
Iz Current hidclen hoolean = true falze falze
Computer Iz Hidden hidden hoolean = True falze falze

Hidden computers (from local computer discovery)

Hidden Computers (from local computer discovery) : Computer

Showes all hidden computers within the selected scope.

Parameters:

Damain Mame optional | =tring = true falze
Iz Current hiclden hoalean = true falze falze
Computer = Hidden  hidden boolean = true falze falze

Computer IP Addresses

Computers with specific IP addresses — Sorted by Computer Name

Computers with specific IP addreszes - Sorted by Computer Hame : Computer Address

Showes all computers with a zpecific IP addrezs

Parameters:

IP Address required  string =* true falze
Iz Current hiclden boolean = true falze falze
Address Type hidden computerAddressType = P falze falze

Computers with specific IP addresses — Sorted by IP Address

Computers with specific IP addresses - Sorted by IP Address : Computer Address

Showes all camputers with a specific IP address

Parameters:

Address required | string =* true falze
Iz Current hiclden hoaolean = true falze falze
Address Type hidden camnputer AddressType = P falze falze

o
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Computer Polices

Account Right Report — Sorted by Account, Right, Computer

Account Right Report -- Sorted by Account, Right, Computer : Local Account Right
Showes all account rights on the selected computers.

Select Computer(sl  reguired | computerScope = true falze

Iz Current hiciclen boolean = true falze falze

Account Right Report — Sorted by Computer, Right, Account

Account Right Report -- Sorted by Computer, Right, Account : Local Account Right
Showes all accourt rights an the selected computers.

Parameters:

Select Computer(sl | required | computerScope = true falze

Iz Current hiclden boolesn = true falze falze

Computer Policy Report

Computer Policy Report : Local Computer Policy
Showes all computer palicies an the selected computers

Parameters:

Select Computer(s)  reguired | computerScope = true falze
Iz Currert hidden boolean = true falze falze
Event Logs

Event Log Configuration Report

Event Log Configuration Report : Event Log
Showes the evert log configuration for all event logs on the specified computers.

Parameters:

Select Computer(s)  reguired | computerSoope = true falze

Iz Current hiclcden hoalean = true falze falze

28 APRIL 2006 61



ENTERPRISE SECURITY REPORTER™ 3.0 62

Files

Files Created in Date Range — Sorted By Date Created

Files Created In Date Range - Sorted By Date Created : File
Shows all files crested within the specified date range on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Created required | dateRange F ] false false
Iz Current hiclden hoolean = true falze falze

Files Created in Date Range — Sorted By Path

Files Created In Date Range - Sorted By Path : File
Showes all files created within the specified date range on the specified computers.

Parameters:

Select Computer(s]  reguired | computerScope = true false
Diate Created recuired | dateRange R falze false
l= Current hiclden boolean = true falze falze

Files Created in Last N Days — Sorted By Date Created

Fileg Created In Last H Days - Sorted By Date Created : File
Showes all files created within the specified number of days on the specified computers.

Parameters:

Select Computer(s]  reguired | computerScope = true false
[Date Created required | dateRange == today 30 falze falze
Iz Currert hiclden hoolean = true falze falze

Files Created in Last N Days — Sorted By Path

Files Created In Last H Days - Sorted By Path : File

Showes all files created within the specified number of days on the specified computers.

Parameters:

Select Computer(s) | required | computerScope = true falze
Date Created required | dateRange == today 30 falze false
Iz Current hidden hoalean = true falze falze
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Files Last Accessed In Date Range — Sorted By Date Last Accessed

Files Last Accessed In Date Range - Sorted By Date Last Accessed : File
Showes all files last accesszed within the specified date range on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Accessed  required | dateRange BR falze falze
Iz Current hiciden hoalean = true falze falze

Files Last Accessed in Date Range — Sorted by Path

Files Last Accessed In Date Range - Sorted By Path : File
Showes all files last accessed within the specified date range on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Accessed  required | dateRange BR falze falze
Iz Current hiciden hoalean = true falze falze

Files Last Accessed in Last N Days — Sorted by Date Last Accessed

Files Last Accessed In Last H Days - Sorted By Date Last Accessed : File

Showes all files last accessed within the specified number of days on the zpecified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Accessed  required | dateRange == today 30 falze falze
Iz Current hiciden hoalean = true falze falze

Files Last Accessed in Last N Days — Sorted by Path

Files Last Accessed In Last H Days - Sorted By Path : File
Showes all files last accezsed within the specified numbet of days on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Accessed | required | dateRange == today 30 falze falze
Iz Current hiclden hoalean = true falze falze
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Files Modified in Date Range — Sorted by Date Modified

Files Modified In Date Range - Sorted By Date Modified : File
Showes all files modified within the s=pecified date range on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Modified | required | dateRange BR falze falze
Iz Current hiclden hoalean = true falze falze

Files Modified in Date Range — Sorted by Path

Files Modified In Date Range - Sorted By Path : File
Showws all files modified within the specified date range on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Modified | required | dateRange BR falze falze
Iz Current hiclden hoalean = true falze falze

Files Modified in Last N Days — Sorted by Date Modified

Files Modified In Last H Days - Sorted By Date Modified : File
Showes all files modified within the specified number of days on the specified computers.

Parameters:

Select Computer(=) regquired | computerScope = true falze
Date Last Modified  required | dateRange == today | 30 falze falze
Iz Current hiclden hoalean = true falze falze

Files Modified in Last N Days — Sorted by Path

Files Modified In Last H Days - Sorted By Path : File
Showws all files modified within the specified number of days on the specified computers.

Parameters:

Select Computer(s)  required | computerScope = true falze
Date Last Modified | required | dateRange == today 30 falze falze
Iz Current hidden boalean = true falze falze
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Folders

Folder Size Report — Sorted by Path

Folder Size Report - Sorted By Path : Folder

Shovwes the size all folders on a specific computer

Parameters:

Select Computer(s) required  computerScope = true falze

Iz Current hidden boalean = true falze talze

Folder Size Report — Sorted by Size

Folder Size Report - Sorted By Size : Folder
Showes the size all folders on a specific computer

Parameters:

Zelect Computer(s]  required  computer=cope = true falze

Iz Current hidden baalean = true falze falze

Folders Created in Date Range — Sorted By Date Created

Folders Created In Date Range - Sorted By Date Created : Folder
Showves all folders created within the specified date range on the specified computers.

Parameters:

Select Camputer(s]  reguired | computer=cope = true falze
Date Created required  dateRange F falze falze
Iz Current hidden haolean = true falze falze

Folders Created in Date Range — Sorted By Path

Folders Created In Date Range - Sorted By Path : Folder
Showes all folders created within the specified date range on the zpecified camputers.

Parameters:

Select Computer(s)  reguired  computerScope = true falze
Date Created required | dateRange 3 falze falze
Iz Currerit hiclcden boolesn = true falze falze
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Folders Created in Last N Days — Sorted By Date Created

Folders Created In Last H Days - Sorted By Date Created : Folder
Showes all folderz created within the specified number of days on the specified computers.

Parameters:

Select Computer(s)  reguired  computerScope = true falze
Date Created required | dateRange == foday 30 falze falze
Iz Currerit hiclcden boolesn = true falze falze

Folders Created in Last N Days — Sorted By Path

Folders Created In Last H Days - Sorted By Path : Folder
Shoves all folders created within the specified number of days on the specified computers.

Parameters:

Select Computer(=)  reguired | computerScoope = true falze
Date Created required  dateRange == today 30 falze falze
Iz Current hidden haolean = true falze falze

Folders Modified in Date Range — Sorted By Date Created

Folders Modified In Date Range - Sorted By Date Created : Folder

Showes all folders modified within the specified date range on the specified computers.

Parameters:

Select Computeri=)  reguired | computerScope = true falze
Date Last Modified  required  dateRange R false falze
Iz Current hidden hoolean = true falze falze

Folders Modified in Date Range — Sorted By Path

Folders Modified In Date Range - Sorted By Path : Folder
Showes all folders modified within the specified date range on the specified computers.

Parameters:

Select Computeriz] reqguired | computerScope = true falze
Date Last Modified required | dateRange ER falze falze
Iz Current hiclden boolean = true falze falze
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Folders Modified in Last N Days — Sorted By Date Created

Folders Modified In Last H Days - Sorted By Date Created : Folder

Showes all folders modified within the specified number of days on the specified computers.

Parameters:

Select Computer(=)] | required | computerScope = true falze
Date Last Modified | required | dsteRange == today | 30 falze falze
Iz Current hiclden hoalean = true falze falze

Folders Modified in Last N Days — Sorted By Path

Parameters:

Folders Modified In Last H Days - Sorted By Path : Folder
Showes all folders modified within the specified number of days on the specified computers.

Select Computeri=)  reguired | computerScope = true falze
Date Last Modified  required  dateRange == today 30 false false
l= Current hiclden hoalean = true falze falze

Local Accounts

Local Account SID Report — Sorted by Account Name

Local Account SID Report -

Parameters:

Select Computer(s)

optional

computetrScope

- Sorted By Account Hame : Computer Account
Showes all local computer account SID's for the selected computers,

true

false

Iz Current

hiclden

hoolean

true

false

false

Local Account SID Report — Sorted by Account SID

Local Account SID Report -

Parameters:

- Sorted By Account 510 : Computer Account
Showes all local computer account SI0's for the zelected computers.

Select Computer(s]  optional | computerScope = true false
Iz Current hidden hoalean = true falze falze
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Ownership

All Files and Folders by Owner

All Files and Folders by Owner : Folder & File Ownership
Showes all folders and files on the selected computer grouped by owner .

Parameters:

Select Computer(s)

l= Current

required true falze

hiclden

computerscope =

boolean = true falze falze

All Files and Folders Under Folder by Owner

All Fileg and Folders Under Folder By Owner : Folder & File Ownership Under Folder
Showes all folders and files under the zelected folder grouped by owner .

Parameters:

Select Folders) required | folderPicker = true falze
Include Files required | Boolean = true false falze
Iz Current hidclen hoalean = true false falze

Files and Folders by Owner

Files and Folders by Owner : Folder & File Ownership
Showes all folders and files on the zelected computer owned by the specified accounts

Parameters:

Select Computer(s) required | computerScope = true falze
Select Account(s) required | accourtScope = true falze
Iz Current hidden hoalean = true false falze

Files and Folders Under Folder by Owner

Files and Folders Under Folder By Owner : Folder & File Ownership Under Folder
Showes all files and folders under the specified folder owned by the specified accounts,

Parameters:

Select Folder(s) required | folderPicker = true falze
Inciude Files required | Boolean = true falze falze
Select Account(s) required | accourtScope = true falze
Iz Current hiclden boolean = true false false
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Permissions

Note: All NTFS permissions reports have the option to include a Group Membership
subreport. A template for the Group Membership subreport is included in the
Program Files\ ScriptLogic Corporation\ ESR3\ Reporting Console\ Templates folder.
The Group Membership subreport excludes the Domain Users group.

Everyone Group Permissions Report

Everyone Group Permissions Report : Folder & File Permission

Showes all folders and files on the selected computers whete the "Everyone” group has explicit
permissions

Parameters:

Select Computer(s) optional | computerScope = true falze
Group Memberships | hidden Grouphlembership = MOMNE falze falze
Iz Current hiddzn hoalean = true falze falze
Account S0 hidden =tring = S-1-1-0 falze falze
Permiz=zion |z Inherited | hidden boolean = Falze falze falze

Permissions on Computer Report

Permis=ions on Computer Report : Computer

Showes a list of camputers where selected accounts have permissions. This repatt does not showe the
actual folders ar files, but rather just a list of computers.

Parameters:

Select Accourtis) reguired  Account>cope = true falze
Iz Currert hiclden hoalean = true talze falze
Select Computer(s]  hidden computerscape [.] [Subguery) talze falze

Protected Security Descriptor Report

Protected Security Descriptor Report : Folder & File Permission

A protected security descriptor indicates a break in the inheritance chain of & folder tree. This report
will idertify all folders on the selected computer(s) that have pratected security descriptors, and will
shiowy ywaou the permizzions on thoze foldersrfiles a2 of the mast recert dizcovery.

Parameters:

Select Computer(s]  required  computerscope = true falze
Group Memberships | required | Grouphembershig = MCME falze falze
Iz Current hiclden hoaolean = true falze falze
ACL |z Protected hiddzn hoalzan = True falze falze
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All Folder Permissions for Account
All Folder Permissions for Account : Folder & File Permission
Showes all permiszions on selected computers far the selected sccount.
Select Computer(s) | reguired | computerScope true falze
Select Account(=) required  accountScope = true falze
Group Memberships | required | Grouphlembership = MOME falze falze
Iz Current hidden baoolean = true falze falze
Iz Falder hiclden baolean = True falze falze
All Folder Permissions Report
All Folder Permissions Report : Folder & File Permission
Showes all falder permissions for the selected computers.
Select Computer(s] | required | computerScope true falze
Group Memberships | required  Grouphlembership = MOME falze falze
Iz Current hiclden haolean = true falze falze
Iz Falder hiciden haolean = True falze falze
All Permissions for Account
All Permissions for Account : Folder & File Permission
Shows all folder and file permizzions for selected accourtz
Select Camputer(s)] | optional | computerScope true falze
Select Account(s) regquired | accountScope = true falze
Group Memberzhips | reguired | GrouphMemberzhip = MOME falze falze
Iz Current hiciden haolean = true falze falze
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All Permissions for all Domain User Accounts

All Permissions for all Domain User Accounts : Folder & File Permission

Thiz repart showes all folders and files where any domain user account (not the "Domain Users" group)
has any permizsions Ceehiether inherited or explictly-granted). Since most permissions are managed at
the group level, this repart is helpful in finding folders and files that do not conform to & standard
security madel.

Parameters:

Select Computer(s) | required | computerScope true falze
Group Memberships  hidden Grouphlembership = MOME falze falze
Iz Current hicidlen hoalean = true falze falze
Account Type hicdden =tring = U falze falze
Account Scope hidden =tring = o] falze falze

All Permissions Report

All Permissions Report : Folder & File Permission

Showes all permissions on the selected computers.

Parameters:

Select Computer(sl  reguired | computerScope true falze
Group Memberships  reguired | Grouphembership = MOME falze falze
Iz Current hicden hoolean = true falze falze

All Permissions Under File or Folder

All Permissions Under File or Folder : Explicit Permissions Under Folder

Showes all permizsions (explicit and inherited) for all folders (and optionslly, files) under the specified lizt
of folders. This report can alzo be used to report on the permizsions of a specific file.

Parameters:

Select Folder(s) required | folderPicker true falze
Inchude Files recuired | Boolean = true falze talze
Group Memberships  reguired  Grouphembership = MoME falze falze
Iz Current hidden boclean = true falze falze

All Permissions Under Share

All Permi=zsions Under Share : Explicit Permizsions Under Share

Showes all permissions under the selected shares.

Parameters:

Select Sharels) required  SharePicker true falze
Include Files required  Boalean = true falze falze
Group Memberzhips | reguired | GrouphMemberzhip = MOME falze falze
Iz Current hiciden hoaolean = true falze falze
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] Denied Permissions

Denied Permissions Report — Sorted by Account

Denied Permissions Report -- Sorted by Account : Folder & File Permission

Showes all explicitly-granted "deny" ace's on the selected camputers.

Parameters:

Select Computer(=) required  computerZcope true falze
Group Memberships | reguired | Grouphlemberzhip = MIoME falze falze
Iz Current hiclden boolean = true falze falze
Permiz=zion Iz Inherted | hidden hoaolean = Falze falze falze
Ace Type hiclden integer (32 = 1 falze falze

Denied Permissions Report — Sorted by Path

Denied Permissions Report -- Sorted by Path : Folder & File Permission

Showes all explicity-grarted "deny" ace's onthe selected computers,

Parameters:

Select Computerz) required  computerSocope true falze
Group Memberzhips  reguired | GroupMembership = MCOME falze falze
Iz Current hidden hoalzan = true false false
Permizsion Is Inherited | hidden hoalean = Falze false false
Ace Type hidden integer (327 = 1 falze falze

[l Differences between Parent and Child Folders

Folders that do not inherit permissions, showing +, - and * differences

Folder= that do not inherit permissions, showing +, - and * differences : Folder & File Delta

Permissions

Thiz report shows folders that do not inherit permizsions from the parent folder where permissions have
keen added, removed or changed compared to those on the parent folder.

Parameters:

Select Computer(s]  reguired | computerScope true falze
Is Current hidclen haolean = true falze falze
Permizsion Detta hidden string [...1 [Subguety) true falze

Folders that do not inherit permissions, showing +, -, *, and = differences

Folders that do not inherit permissions, showing +, -, * and = differences : Folder & File Delta

Permissions

Thiz report showes all folders that do not inkherit permizsions from their parent, and compares whether
permissions have been added, removed, changed or kept the same.

Parameters:

Select Computer(s)  reguired | computerScope true false

Iz Current hiclden hoaolean = true falze false
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Specific Folders that do not inherit permissions, showing +, - and * differences

Specific folders that do not inherit permissions, showing +, - and * differences : Folder & File

Delta Permissions Under Folder

Thiz report showws folders under & specific folder that do not inherit permiszions from the parent folder
whete permizsions have been added, removed or changed compared to those on the parent falder.

Parameters:

Select Folder(=) recuired | folderFicker true false
Include Files required | Boolean = true false false
Iz Current hidden boolean = true falze falze
Permizsion Delta hidden =tring (.. [Subguery) true false

Specific Folders that do not inherit permissions, showing +, -, *, and =
differences

Specific folders that do not inherit permissions, showing +, -, * and = differences : Folder &

File Delta Permissions Under Folder

Thiz report showes folders under a specific folder that do not inkherit permizsions from the parent folder
where permizsions have been added, removed, changed or is equal to compared to those on the parent
folder.

Parameters:

Select Folder(s) redquired | folderPicker true falze
Include Files required | Boolean = true falze falze
Iz Current hiclcen hoaolean = true falze falze

& Explicit Permissions

Explicit Folder Permissions for Account

Explicit Folder Permissions for Account : Folder & File Permission

Showes all explicit (non-inherited) permissions on selected computers

Parameters:

Select Computer(=) required  computer=cope true falze
Select Accaourt(s) required  accourtScope = true falze
Group Memberships  redquired | Grouphembership = MSME falze falze
Iz Current hiclden boolean = true falze falze
Iz Falder hiclden hoaolean = True falze falze
Petmizsion Is Inherited | hidden hoalesn = Falze falze falze
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Explicit Folder Permissions Report

Explicit Folder Permissions Report : Folder & File Permission

Showes all explicitly grarted folder permissions for the selected computers.

Parameters:

Zelect Camputer(s) required  computer=zcope = true falze
Group Memberships required  Grouphlemberzhip = MORE falze falze
I= Current hidclen hoalean = true falze falze
Permizzion |5 Inherited | hidden hoalzan = Falze falze falze
|= Falder hidden hoalean = True falze falze

Explicit Permissions for Account

Explicit Permissions for Account : Folder & File Permisgion

Showes explicithy-granted folder and file permizsions for zelected accourts

Parameters:

Select Computer(=) optional  computer=cope = true falze
Select Accountls) required | accountScope = true falze
Group Memberships required  Grouphemberzhip = MOME falze falze
l= Current hidden hoalesn = true falze falze
Permizsion s Inherited | hidden baolean = Falze falze falze

Explicit Permissions for all Domain User Accounts

Explicit Permissions for all Domain User Accounts : Folder & File Permission

Thiz repart shawes all folders and files where any domain user sccourt (nat the "Domain Users" groug)
has explictly granted permissions. Since most permizsions are managed at the group level, this report is
helpful in finding folders and files that do not conform to a standard zecurity model.

Parameters:

Select Computers) required | computerScope = true falze
Group Memberships | hidden Grouphlembership = MOME falze falze
Iz Current hicidlen hoalesn = true falze falze
Account Type hicdden atring = U falze falze
Account Scope hidden string = u] falze falze
Permizsion Iz Inherited | hidden hoalesn = Falze falze falze
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Explicit Permissions Report

Explicit Permissions Report : Folder & File Permission

Shovwes all explicitly-granted permizsions on the selected computers.

Parameters:

Select Computer(s) required  camputer=cope = true falze
Group Memberzhips required  Grouphemberzhip = MORE falze falze
Iz Current hiclden boolean = true falze falze
Permis=zion Is Inherited  hidden hoalean = Falze falze falze

Explicit Permissions Under File or Folder

Explicit Permissions Under File or Folder : Explicit Permissions Under Folder

Shows explictly granted permissions far all folders (and optionally, files) under the specified list of folders.
Thiz report can alzo be used to report on the permizsions of a specific file.

Parameters:

Select Folderz) required | folderPicker = true falze
Inciude Files required | Boolean = true falze falze
Group Memberships required | Grouphlembership = MOME falze Talze
I= Current hidlden boolean = true false false
Permisszion Iz Inherited | hidden hoalean = Falze falze talze

Explicit Permissions Under Share

Explicit Permissions Under Share : Custom
Showes all explicitly granted permizsions under the selected shares

Parameters:

Select Sharels) optional | SharePicker = true falze

Include Files optional | Boolean = False falze falze
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' Files & Folders with Permissions for Selected Accounts
1 Account, or group it is a member of, has explicit or inherited permissions

Folders & Files with Any Effective Permissions

Folder= & Files with Any Effective Permis=ions : Effective Folder Permis=sion

Thiz repart shows, for each selected user or group, all files and folders where they (or & group they
are & member of) has an explicit or inherited permission.

Parameters:

Zelect Computer(=) required  computerScope = true falze
Select Account( =) reguired | accountScope = true falze
IMclude Everyane required | Boaolean = true false false
Include Domain Users  required  Boolean = true falze falze
Group Memberships  hidden Grouphembershigp = MOME talze falze
I Current hiclden baolean = true false false

Folders & Files with Any Effective Permissions, under Selected File or
Folder

Folders & Files with Any Effective Permissions, under Selected File or Folder : Effective

Permissions Under Folder

Thiz repart shows, for each selected user or group, all files and folders under & chosen path (or for &
specific file) where they (or a group they are a member of) has an explicit or inhetited permizsion.

Parameters:

Select Folder(s) required | folderPicker = true falze
Include Files required | Boolean = true falze falze
Select Account(s) reguired | accountScope = true falze
Include Everyone required | Boolean = true falze falze
Include Domain Users  required | Boolean = true falze falze
Group Memberships | hidden Grouphembership = MCME falze falze
Iz Current hidden boalean = true falze falze

Folders with Any Effective Permissions

Folders with Any Effective Permissions : Effective Folder Permission

Thiz report showes, for each selected user or group, all files and files where they (or 3 group they are
a member of) has an explicit or inherited permission.

Parameters:

Select Computers) required | computerScope = true falze
Select Accourt(s) required | accountZcaope = true falze
Include Everyone required  Boolean = true Talze falze
Include Domain Users  required | Boolean = true falze falze
Group Memberships | hidden Grouphlembership = MOMNE Talze falze
Iz Current hiclden boolean = true falze falze
Iz Falder hiclden hoalean = True falze talze
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Zl Account, or group it is a member of, has explicit permissions

Folders & Files with Explicit Effective Permissions

Folders & Files with Explicit Effective Permissions : Effective Folder Permission

Thizs report shows, for each selected user or group, all files and folders where they (oF a grougp they
are a member of) has an explicit permiszion

Parameters:

Select Computer(s) required | computerScope = true falze
Select Account(s) required  accountScope = true falze
Include Everyone required  Boolean = true falze falze
Include Domain Users | required | Boolean = False falze falze
Group Memberships | hidden Grouphdembership = MCHE falze falze
Iz Current hiclden hoalean = true talze talze
Permizsion |5 Inherited | hidden hoolean = False falze falze

Folders & Files with Explicit Effective Permissions under a Selected
Folder or File

Folders & Files with Explicit Effective Permissions under a Selected Folder or File : Effective

Permissions Under Folder

Thiz repaort zhows, for each selected uzer or group, all files and folders under a chosen path Cor for a
zpecific file) where they (ar & group they are a member of) has an explicit permission.

Parameters:

Zelect Folderis) required  faolderPicker = true falze
Include Files required  Boolean = true falze falze
Zelect Account=) required  account=cope = true falze
Include Everyone required  Boolean = true falze falze
Include Domain Users | required | Boolean = true falze falze
Group Memberships | hidden Grouphtembership = MOME falze falze
Iz Current hidden hoalesn = true falze falze
Permiszion |z Inherited  hidden hoalesn = Falze falze falze

Folders with Explicit Effective Permissions

Folders with Explicit Effective Permigsions : Effective Folder Permission

This repaott showes, for each selected user or group, all folders where they (or & group they are a
membker of) has an explicit permizsion.

Parameters:

Select Computer(s) required | computerScope = true falze
Select Account(s) required | accountScope = true falze
Include Everyone recuired  Boolean = true false falze
Include Domain Users | reguired | Boolean = Falze falze falze
Group Memberships | hidden Grouphtembership = MONE falze falze
Iz Current hiclden hoaolean = true falze falze
Iz Falder hiclden hoaolean = True falze falze
Permiz=ion s Inherited | hidden boaolean = Falze falze falze
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Printers

Printer By Computer

Printer By Computer : Printer

Showes all printers on the selected computers.

Parameters:

Select Computer(z) | reguired | computerScope true falze

Iz Current hidden hoolean = true falze falze

Printer Permission By Computer

Printer Permissions By Computer : Printer Permission

Showes all printers and their permizzions on the selected computers.

Parameters:

Select Computer(s)  required | computerScope true falze
Iz Current hidden boolean = true falze falze
Services

Selected Services by Computer

Selected Services by Computer : Service

Showes all computers running the selected services.

Parameters:

Select Computer(=) required | computerScope true falze
Setvice Dizplay Mame | required | =tring = true falze
Iz Current hiclden haoolean = true falze falze

Service Permissions by Computer

Service Permissions by Computer : Service Permission

Showes all services and their permizsions for the selected computers.

Parameters:

Select Computer(=) regquired | computerScope true falze

Iz Current hidden boolean = true falze falze
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Services by Computer

Services by Computer : Service

Showws all zervices on the selected computers.

Parameters:

Select Computer(s)

regjuired

hidden

computerScope = true falze

Iz Current boolean = true falze falze

Services with Domain Logon Accounts

Services with Domain Logon Accounts : Service

Showes all zervices that have a domain logon account

Parameters:

Select Camputer(s] | optional | computerScape = true falze

Iz Current hidden boalean = true falze falze

Accourt S0 hidden =tring [in [Zubouety] falze falze
Shares

Administrative Shares by Computer

Administrative Shares by Computer : Share

Showes all administrative shares on selected computers

Parameters:

Select Computer(s)  optional | computerScope = true falze
Iz Current hiciden hoalean = true falze falze
Share Type hidden shareType == 0 falze falze

Computers with No Public Shares

Computers with Ho Public Shares : Computer

Showes all computers that do not have public shares.

Parameters:

l= Currerit hiclcden boolean = true falze falze
Select Computer(s] | hidden computerScope iy [Subcuery)

falze falze
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Hidden Shares By Computer

Hidden Shares by Computer : Share
Showes all hidden shares on the selected computers.

Parameters:

Select Computer(s)  required | computerscope = true falze
Iz Currert hidden boolean = true falze falze
Share Mame hidden string =* ki falze false

Open Shares — ‘Everyone’ Any Access

Open Shares - ‘Everyone” Any Access : Share Permission

Showves all shares on zelected computers to which the "Everyone” group haz been granted "Full Contral”

Parameters:

Select Computer(=  reguired | computerScope = true falze
Iz Currert hiciden boolean = true falze falze
Accourt SID hidden =tring = S-1-1-0 true falze

Open Shares — ‘Everyone’ Full Control

Open Shares - "Everyvone' Full Control : Share Permission
Showes all shares an zelected camputers ta which the "Everyone” group has been granted "Full Contral®

Parameters:

Select Computer(sl | required | computerScope = true falze
Iz Current hidden hoalean = true false falze
Accourt SID hidden string = =-1-1-0 true falze
Access Mask hidden integer (323 = 2053227 falze falze

Public Shares by Computer

Public Shares by Computer : Share
Showes all public zhares on zelected computers

Parameters:

Select Computer(z) | optional | computerScope = true falze
Iz Current hiciden boalean = true falze falze
Share Type hidden zhareType = ] falze falze
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Share Permissions by Computer

Share Permissions by Computer : Share Permission

Showws permizsions for all public shares on the selected computers.

Parameters:

Select Computeris) | reguired | computerScope = true falze

Iz Current hiclden boolean = true falze falze

Share Type hiclden shareType = ] true falze
Volumes

Volumes by Computer

VYolumes by Computer : Yolume
Showes all volumes on the selected computers

Parameters:

Select Computer(s)  required | computerScope = true falze

Iz Current hidden boolean = true falze falze

Account Changes

Account Changes : Discovery Delta
Showes all e, removed or modified accounts between two discovery dates.

Parameters:

Dizcavery Delta ID recuired | dizcoveryDelta = falze falze

Ohject Type hidden =tring (.. [Zubguery true falze

Consolidated Change Report

Consolidated Change Report : Discovery Delta

Showes all nes, removed ar modified tems on a domain or computer between two discovery dates.

Parameters:

Dizcovery Delta D required | dizcoveryDelta = falze falze
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Event Log Changes

Event Log Changes : Discovery Delta
Showes all nese, retnoved or modified event log configurstion settings between two dizcovery dates.

Parameters:

Discavery Detta ID required  discoveryDeta = falze falze

Object Type hidden string (.. [Zubguery true falze

Folder & File Changes

Folder & File Changes : Discovery Delta
Shiowes all nesy, removed or modified folders and files hetween two discovery dates.

Parameters:

Discovery Delta ID regquired | dizcoveryDelta = falze falze

Ohject Type hidden string .. [Subguery)) true falze

Group Membership Changes

Group Membership Changes : Discovery Delta
Showes all newe, removed and modified group memberships between 2 discovery sets.

Parameters:

Dizcovery Detta ID required | dizcoveryDelta = falze falze

Ohject Type hidden string ... [=ubguery)) true falze

NTFS Permission Changes

HTFS Permi=zsion Changes : Discovery Delta

Showes all folders and files that had permission changes hetween 2 dizcovery sets,

Parameters:

Dizcovery Defta ID required  discoveryDetta = falze falze

Ohbject Type hidden =tring (.. [Subguery] true falze

Service Changes

Service Changes : Discovery Delta

Showes all neswe, removed or modified services between two discovery dates.

Parameters:

Discavery Delta ID required  dizcoveryDefta = falze falze

Object Type hidden =tring [0 [Zubguery] true falze
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Share Changes

Share Changes : Discovery Delta

Showes all ey, remnaved or madified shares between two dizcovery dates.

Parameters:

Discavery Defta 1D required  dizcoveryDelta = falze falze

Ohject Type hidden =tring (.. [Zubguery true falze

Discovery Errors for Computer or Domain

Discovery Errors for Computer or Domain : Discovery Job Error
Showes all errors encountered for a specific computer or domain dizcovery.

Parameters:

Ohject Path required | string = true falze
Start Date required  dateRange == today 3 falze falze
Iz Current hiclden boaolean = true falze falze

Discovery Errors Report

Discovery Errors Report : Discovery Job Error

Showws all dizcovery errars for jobs run hetvween 2 specific dates

Parameters:

Start Date required | dateRange . falze falze

Iz Current hidcen baolean = true falze falze

Discovery Job Log Report

Discovery Job Log Report : Discovery Job Log

This report zhows messages that were generated during the discovery process.

Parameters:

Start Date required  dateRange L falze falze

Iz Current hidden haoolean = true falze falze
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Domain Groups

Full Group Membership Report by Domain

Full Group Membership Report By Domain : Domain Group Member
Showes all groups and their members far the zelected domainlz).

Parameters:

Fully Gualified Domain Mame  required  string = true falze
Expand Mested Groups required  Boolean = falze falze falze
Iz Current hidden boolean = true falze falze

Show Groups for All Members By Domain

Show Groups for All Members By Domain : Domain Group Member
Showes all group membership for zelected member accounts.

Parameters:

Fully Gualified Damain Mame  required  string = true falze
Expand Mested Groups required  Boolean = falze falze falze
Iz Current hidden hoolean = true falze falze

Show Groups for Selected Members

Show Groups for Selected Members : Domain Group Member
Showes all group membership for selected member accounts.

Parameters:

Member Dizplay Mame | reguired | string = true false
Expand Mested Groups | required | Boolean = falze falze falze
Iz Current hidden haoalean = true falze falze

Show Members for Selected Groups

Show Members for Selected Groups : Domain Group Member
Standard group membership report wwhich showes all the members for user-selected groups

Parameters:

Group Display Mame required | string true falze

Expand Mested Groups  required | Boolean falze falze falze

Iz Current hidden hoalean true falze falze
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Local Groups

E3

Local Groups with Unknown Members

Local Groups with Unknown Members : Local Group Member
Shoves all local groups with at least one "Account Unknown" as a member

Parameters:

Datnain Mame optional  string = true falze
Iz Current hidden boolean = true falze falze
hember Account Type  hidden =tring = L falze falze

Show Groups for Selected Members

Show Groups for Selected Members : Local Group Member

Showes all groups that & member account belongs ta.

Parameters:

Select Member &ccount(s) | reguired  accountScope = true falze
Expand MNested Groups required  Boalean = falze falze falze
Iz Current hidden hoolean = true false falze

Show Members for Selected Groups

Show Members for Selected Groups : Local Group Member

Showes all members for the selected local groups.

Parameters:

Select Group Account(=s] reguired  accountScope = true falze
Expand Mested Groups  reguired  Boolean = falze falze falze
Iz Currert hiclden boolean = true false falze

Show Members of All Local Groups

Show Members of All Local Groups : Local Group Member
Showes all local groups and their members on the selected computers.

Parameters:

Select Computer(s) required | computerScope = true falze
Expand Mested Groups  reguired | Boolean = falze falze falze
Iz Current hiclden boalean = true falze falze

a1
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Show Members of Local Administrator Groups

Show Members of Local Administrator Groups : Local Group Member

Showvs all local administrator groups and their members on the selected computers.

Parameters:

Select Computer(s) required | computerScope = true false
Expand Mested Groups | required | Boolean = falze falze falze
Group Account SI0 hidden string = 5-1-5-32-544 false false
Iz Current hicicen hoaolean = true falze falze

Domain Users

Account Expiration Report — By Account

Account Expiration Report - By Account : Domain User

Shovvs all domain user accounts thet are set to expire.

Parameters:

Fully Cuglified Domain Mame | reguired | string = true falze
Account Expiration Date hiclclen dateRange = 1900-01-01 false falze
Iz Current hiciclen hoaolean = true falze falze

Account Expiration Report — By Expiration Date

Account Expiration Report - By Expiration Date : Domain User

Showvs all domain user accounts that are set to expire.

Parameters:

Fully Qualified Domain Mame | reguired | string = true false
Account Expiration Date hiclclen dateRange = 1800-01-01 false false
Iz Current hiciclen hoalean = true falze falze

Disabled Domain User Accounts

Disabled Domain User Accounts : Domain User

Thiz report shows all domain user accounts inthe selected scope that are currently dizabled (az of the last
discoveryl.

Parameters:

Fully Cualified Daomain Mame  required  string = true falze
Iz Current hidden hoalean = true falze falze
Account Iz Dizahled hidden hoolean = true falze falze
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Domain Users with Administrative Rights

Domain Users with Administrative Rights : Domain Group Member

Showes all domain user accounts that belong to ether the "Domain Admins" grougp, the "Enterprize Admins" graug,
o & local "Administrators" group.

Parameters:

Member Account Type hidden =tring = u falze falze
Member Sak Account Domain | hidden =tring I=* % falze falze
Group Account SI0 hiclden =tring [. [SURGUEry ) false false
l= Current hidden boaolean = true falze falze

Locked Domain User Accounts

Locked Domain User Accounts : Domain User

Shows all uzer accounts that were locked as of the last scan

Parameters:

Fully Gualified Domain Mame  required | string = true falze
Iz Current hidden hoclesn = true falze falze
Account 1= Lacked hidlden haclesn = true falze falze

Logon Report

Logon Report : Domain User

Showes all domain users that have logged in during & specific number of days

Parameters:

Fully Quslified Domain Mame  required  =tring = true falze
Lazt Logon Date required | dateRange == today 30 falze falze
Iz Current hidden boolean = true falze falze

No Logon Report

Ho Logon Report : Domain User

Showws all domain users that have not logged in during & specific number of days

Parameters:

Fully Gualified Damain Mame

recjuired

=tring

true

falze

La=t Logon Date

reguired

dateRange

l= today 30

falze

falze
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! password Reports
Expired Passwords

Expired Passwords : Domain User

Showes all domain accounts whose password has expired

Parameters:

Fully Gualified Damain Mame | required  string = true falze

Paz=zward |z Expired hidden boolean = true falze falze

Password Change Allowed

Password Change Allowed : Domain User

Showes all domain accounts who may nat chande their passward

Parameters:

Fully Qualified Domain Mame  reguired  string = true falze
Iz Current hidclen haclean = true falze falze
Cannot Change Pazzword  hidden hoclean = falze falze falze

Password Change Not Allowed

Pazsword Change Hot Allowed : Domain User
Showes all domain accounts who may not change their passyward

Parameters:

Fully Qualified Domain Mame  required  string = true falze
I= Current hidden hoalean = true falze falze
Cannat Change Password  hidden boolean = true falze falze

Password Changed Report — Sorted By Account

Password Changed Report - Sorted By Account : Domain User
Showes all domain users that have changed their password within the last specified number of days.

Parameters:

Fully Gualified Domain Mame  required  string = true falze
Pazzword Last Set Date required | dateRange == fogdgy 30 falze falze
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Password Changed Report — Sorted By Date

Password Changed Report - Sorted By Date : Domain User
Showes all domain uzers that have changed their pazzward within the last specified number of days.

Parameters:

Fully Guslified Domain Mame | reguired | string = true falze
Pazzword Last Set Date regquired  dateRange == today 30 falze falze

Password Never Expires

Password Hever Expires : Domain User

Showes all domain user accounts whoze password iz set to never expire

Parameters:

Fully Gualified Damain Mame  reguired  string = true falze
Iz Current hidden hoolean = true false falze
Paszward Mever Expires hidden hoalean = true talze falze

Password Not Changed Report — Sorted by Account

Password Hot Changed Report - Sorted by Account : Domain User

Shows all domain users that have changed their passward within the last specified number of days.

Parameters:

Fully Gualified Damain Mame  required  string = true falze
Pazzword Last Set Date required  dateRange l= today 30 falze falze

Password Not Changed Report — Sorted by Date

Password Hot Changed Report - Sorted by Date : Domain User
Showes all domain users that have changed their password within the last specified number of days.

Parameters:

Fully Gualified Domain Mame | required | string = true falze
Pazzwaord Last Set Date required | dateRange l= todgy 50 falze falze
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Local Users

Disabled Guest Accounts

Dizabled Guest Accounts : Local User

Showes all guest accourts that have been dizabled.

arameters:

Iz Current hidden haoolean true falze falze
Accourt S0 hidlden =tring =* 5-1-5-21-%-501 falze falze
Account Iz Disabled | hidden boolean = true falze falze

£

Non-Disabled Guest Accounts

Hon-Dizabled Guest Accounts : Local User

Showes all guest accourts that have not been disabled.

Parameters:

Iz Currert hidden boaolean true falze falze
Accourt SID hiclden =tring =* S-1-5-21-%-001 falze falze
Account |5 Disabled | hidden hoolean = falze falze falze

Non-renamed Administrator Accounts

Hon-Renamed Administrator Accounts : Local User

Showes all administrator accounts that have not been renamed.

Parameters:

l= Current hidden hoalesn true falze false
Accourt SID hidden =tring =* 5-1-5-21-%-500 falze falze
Sah Account Mame  hidden =tring = Administratar falze falze

Non-Renamed Guest Accounts

Hon-Renamed Guest Accounts : Local User

Showes all guest accourts that have nat been renamed

Parameters:

Iz Current hiciden boolean true falze falze
Account S0 hidden =tring =* S-1-5-21-%-001 falze falze
San Account Mame | hidden =tring = Guest falze falze
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Renamed Administrator Accounts

Renamed Administrator Accounts : Local User

Showes all administratar accourts that have been renamed

Iz Current hiciden haolean true falze falze
Account S0 hidden =tring =* S-1-5-21-%-500 falze falze
SamM Account Mame | hidden =tring <= Adminiztratar false falze

Renamed Guest Accounts

Renamed Guest Accounts : Local User

Showes all guest accourts that have been renamed.

Iz Current hiclden baolean true falze falze
Account S0 hiciclen =tring =* 5-1-5-21-%-501 falze falze
SamM Account Mame | hidden =tring <= Guest falze falze
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Troubleshooting

ScriptLogic Corporation has a library of articles in its Knowledge Base, which may provide
an answer to a problem you are experiencing. Before calling technical support, check to see if
your problem is documented here. You might also browse the Discussion Forums to see if
anyone else is experiencing the same issue.

http://www.scriptlogic.com/support
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.cvs, 13
.htm, 12
.html, 12
.pdf, 13
.rpx, 35, 52
rtf, 13
tiff, 13
Axt, 13
xls, 14
Xre, 31
xrd, 25

A

Active Report (*.rpx), 35
Active Report Designer, 35
adding
categories, 15
items to toolbar, 6
new group, 6
report section, 48
reports, 16
Appearance toolbox, 43

B

Behavior toolbox, 43
borders
formatting, 51

C

categories
adding, 15
deleting, 15
changing
appearance of controls, 43
command configuration file, 31
modifying, 34
command line utility
ESSReport.exe, 31
configuring
Reporting Console, 7
controls
adding to report layout, 50
appearance, 43
behavior, 43
formatting border, 51
layering, 50

Index

moving, 50
creating

new reports, 16
customizing

toolbar, 6

D

Data toolbox, 45
databases
configuring, 7
setting timeout, 7
deleting
categories, 15
report sections, 49
Delimited Text, 13
detail section, 48
discovery logs

viewing, 29

displaying
small images on toolbar, 6
E

Edit menu, 37

Edit toolbar, 38

editing

reports, 16, 29
email distribution, 32
ESR Report Definitions file, 25
ESSReport.exe, 31
exporting
report definitions, 25
report layout, 57
reports, 12

F

Fields toolbox, 41
File menu, 3, 36
Format toolbar, 40

G

global reports
creating new, 16
grid, 56
group
footer, 48
header, 48
groups
adding to toolbar, 6
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removing from toolbar, 6 Portable Document Format (PDF), 13
renaming, 6 print options
reordering, 49 setting, 52

printer settings, 54
H Properties toolbox, 42
Help menu, 4
HTML, 12 Q
query
| viewing, 11

importing R
report definitions, 26

items removing
adding to toolbar, 6 groups from toolbar, 6
removing from toolbar, 6 items from toolbar, 6
renaming, 6 renaming

group on toolbar, 6
L items on toolbar, 6
reordering

Layout toolbar, 38 groups, 49

Layout toolbox, 45 report

loading entering parameters, 9
report layout, 52 footer, 48

local reports header, 48
creating new, 16 viewing results, 11

logs Report Contents toolbox, 42
discovery, 29 report definitions
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