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Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title, text to type, selections
from drop-down lists, or prompts on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might
have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

LY ¥sk)

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers
customers a variety of information:

= Download product updates, patches and/or evaluation products.
= Locate product information and technical details.
* Find out about Product Pricing.

= Search the Knowledge Base for Technical Notes containing an extensive
collection of technical articles, troubleshooting tips and white papers.

= Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

= Participate in Discussion Forums to discuss problems or ideas with other users
and ScriptLogic representatives.
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What is File System Auditor?

The ScriptLogic File System Auditor, a unique solution for recording Windows file
server activity, allows administrators to audit file access, generate easy-to-understand
reports, and create alerts tied to file system events. Ideal for protecting confidential or
sensitive data, File System Auditor assists in compliance reporting by creating an audit
trail of file activity on patient records, financial reports, or other sensitive information.

Event Name:
. qu Folder - Created
Select events &7 Folder - Deleted
to monitor D@j Folder - Moved
™ DK'.; Folder - Renamed
47 Folder - Modified 5ecurity
@ File System Auditing Console | [N e
File: - Help 43 Folder - Access Denied [Dpering)
— Connect o Database ———————————— - Current Filker Clitetia —————————————— oo F!Ie - Created
. | Im Dﬁ File - Deleted
SOL Server: Beiffimeiy 4 || sty [ File - Maved
I(Iuca\) j User(si: l IW O @ File - Renamed
pe - = O A File - Modified Security
O | Event(s): I <Al Events: (m] @ F?Ie R F\eat.:l.
[dbstrsa =] | Pathis: W" OO LA File - Modfisd )
O[5 File - Access Denied [Creating)
Process{es): I <Al Processes= [ File - Access Deried [Opening/Madifying]
Server(s): I <all Servers= _I ‘
~ Results (7 entries found) |
Server Name: [ Time Generated: [ Account: [ Event: [ Path:
B UM4-WINZKSWR (... (5 11/08/2005 10:45:16 AM & Administrator (ACMEVA... k| File - Deleted [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:45:16 AM & Administrator (SCMEVA... k| File - Deleted [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:495:16 AM & Administrator (ACMEVA... [ File - Created [F ciipoc
B uMa-wINZKSWR (... (5 11/08/2005 10:96:05 AM & Administrator (ACMEVA.., [ File - Created [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:96:05 AM & Administrator (SCMEVA... k| File - Deleted [F ciipoc
B um4-wINZKSWR (... (5 11/08/2005 10:46:05 AM & Administrator (SCMEVA... k| File - Deleted [5] ciipoc
B e wINzkSvR (.. 5 11/082005 10:46:05 4M & Administrator (ACMEYA... [] File - Created £ cripoc
U ]
Results based on the filters applied
1] | |
[ 2 L]
Refresh Filters... Report... L

ScriptLogic Corporation - File System Auditing

File Systermn Auditing - Audit Report < Print the results

{
Summary: Mumber of events: 2 %
Server(sy =l Serverss ’
Date Range: Tuesday, Movember 08, 2005 13:52:22 to Tuesday, November 08, 2003 19:52:22 ’
Userish: =All Users= )
Event(s): <Al Events=
Path{s): =2l Paths= +
Processies): =8l Paths= h

Hovember &, 2005
Date/Time:
& 11/08/2005 05:30:05 PM inistrator (ACME ini: ) [# File - Modified

a
Server: WM AWM 2KE VR (ACME)
Process: System

Path: CORECYCLERYS-1-3-21-351 9360533 -31 40459606 -3065 7452 98-300UN FO 2
55 11/08/2005 05:30:12 PM a inistrator (ACME ini ) [# File -Modified
Server:  WM4WINZKEVR [(ACME) (
Process: System
Path: CiDocumernts and SeftingstAdministratoriFavorites'De sktoptMData Ink (}
"__. e » » > P » o I Fa l '_, _ o / .
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File System Auditor assists in security management by sending email alerts
whenever specific file system events occur, such as failed access attempts, or
modifications of a particular set of files and folders. Reports can be sent out on a
daily or weekly basis, or frequently in 5, 10, 15, 20, 30, or 60 minute increments.

Edit Scheduled Report Ed |

Diescripkion: IDeIeted Folders

— Schedule
Schedule Task: Start Time:
|aily | |12:nn A =

¥ Do not send repott if there are no resulks

— Filter Criteria

User(s): I <Al Users =
Event(s): I Folder - Deleted
Path(s): | <all Paths:

Process{es): I <Al Processes =

el BTl

Server(s: I <all Serverss=
— Send To
Email address{es):
Ermail: | Add...

L jsmith@ACME, com

J

Remove

Subject line; I Daily Deleted Folders Report

QI Cancel
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Installing File System Auditor

There are two installation files for File System Auditor: Server and Console.

Install the Server component on each file server that you want to audit. During
the installation process, you are prompted to create an auditing database, which
should be installed in one central location for all audited file servers. You can
choose to use the MSDE database that File System Auditor automatically creates
for you during the Server installation process, or you can use another specified
MSDE or SQL database on a remote computer. If you want to use a MSDE or
SQL database on a remote computer, choose the Custom setup during the Server
installation process, and choose not to install MSDE - see page 11 for more
details.

Install the Console component on each workstation from which you want to
audit events in the database.

/A/ -
N
NS
O '
FSA Database on FSA Auldlting
SQL 2000 . | Servu;e
on multiple
servers
t =
% -

FSA Reporting
Console

File System Auditor is provided in a Windows Installer package format, which

allows for robust, self-repairing of application files, and ease of installation and
software distribution. The Windows Installer service is included with Microsoft
Windows 2000 and later.
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Download the latest version of the File System Auditor program from the ScriptLogic
Web site: http://www.scriptlogic.com/support

User Privilege Requirements

In order to install and configure File System Auditor, a user must hold
administrative rights.

Supported Management Platforms

m  Windows 2000: Professional, Server
m  Windows XP Professional

= Windows Server™ 2003: Standard, Server, Enterprise Edition

Recommended Hardware

B Intel®Pentium® III or higher processor
512 MBRAM
m 50 MB free hard disk space for installation

= 100 MB free hard disk space for the database

Export Requirements

B Microsoft Data Engine (MSDE) 2000; or Microsoft SQL Server 2000 and Data
Access Components (MDAC) 2.7

Note: MSDE and MDAC are included with File System Auditor.

Install the Server component on each server that you want to audit. During the
installation process, you are prompted to create an auditing database, which should
be located on only one server. You can choose to use the MSDE database that File
System Auditor automatically creates for you or you can use another specified
MSDE or SQL database on a remote computer. If you want to use another specified
MSDE or SQL database, choose the Custom option when prompted to not install
MSDE.

Important: If you are running Active Administrator on the same computer as File
System Auditor, exit Active Administrator and stop all Active Administrator services
before installing File System Auditor.

UPDATED 31 JANUARY 2006


http://www.scriptlogic.com/support

FILE SYSTEM AUDITOR

Important: You are prompted to restart the computer upon completion of the
installation process.

1. Double-click the FSA_Server_Setup_Beta.msi file. The Welcome box appears.

i3 File System Auditor - Server Setup - InstallShield Wizard

Welcome to the InstallShield Wizard for File
System Auditor - Server Setup

The InstallShield(R) Wizard will install File System Auditor -
Server Setup on vour computer, To continue, click Mext,

WARMING: This program is protected by copyright law and
international treaties,

< Back Cancel

2. Click Next. The License Agreement box appears.

i'é" File System Auditor - Server Setup - Installshield Wizard

License Agreement | b |
Please read the Follwwing license agreement carefully, I |

END USER LICENSE AGREEMENT (“"EULA") i’

PLEASE READ THE TEEMS AND CONDITIONS OF THIS

LICENSE AGEEEMENT (THE "AGEEEMENT"Y CAREFULLY

EEFOEE DOWNLOADING AND/OE INSTALLIMNG ANY
SCRIPTLOGIC BOFTWARE FRODUCT (TOGETHER "WITH,

"WHERE APPLICABLE, ASSOCIATED DATABASES, DATA
SEEVICES AMD CEETATI ADDITIOMAL SOFTWARE
FUNCTIONALITY, INDIVIDUALLY AND COLLECTIVELY, THE =/

" 1 accept the terms in the license agreement Prink |

1 do not accept the terms in the license agreement:

Inistallshield

< Back I [t = I Cancel |
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3. Select I accept the terms in the license agreement, and then click Next. The
Customer Information box appears.

i'é" File System Auditor - Server Setup - InstallShield Wizard

Customer Information ‘

Please enter your information.

User Mame:

Walued Customer]

Qrganization:

IMicrosoft

Install this application For:

& anvone wha uses this computer (all users)

" only For me (Yalued Customer)

InistallShield

< Back I Mext = I Cancel |

4. If necessary, change the default values in the User Name and Organization
boxes. Also choose whether to permit access to all users or just yourself. Click
Next. The Destination Folder box displays the default installation path.

i'.g!r" File System Auditor - Server Setup - InstallShield Wizard

Destination Folder

Click Mext ko install ko this Folder, or dlick Change ko install bo a different Folder,

&
G Install File System Auditor - Server Setup to:

C:\Program FileshScriptLogic Corporation\File System Auditor Change. .. |

InistallShield

< Back Cancel |

To change the installation path, click Change, and then select a new path.
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5. Click Next. The Setup Type box appears.

i'é" File System Auditor - Server Setup - InstallShield Wizard

Setup Type ‘. A

Chaoose the setup bype that best suiks vour needs.

Please select a setup type.

All pragram Features will be installed. (Requires the maost disk
space.)

" Custom

Choose which program Features vou want installed and where they
will be installed. Recommended for advanced users,

InistallShield

% Back I Mesxt = I Cancel |

Note: MSDE 2000 is installed with the complete install of File System Auditor.
To omit installing MSDE 2000, choose Custom.

Important: You must select Custom if you are going to use a database that is
located on another server.

6. Choose whether to do a complete or custom installation.

Note: If you chose a custom installation, expand Microsoft MSDE 2000, and then
select This feature will not be available.

{5 File System Auditor - Server Setup - InstallShield Wizard

Custom Setup ‘. A
Select the program features you wank installed, ‘ .

Click. an an icon in the lisk below to change how a feature is installed,

File Swskern Auditing Program Files

Feature Description
i t MSDE ] ’7

=1 This feature will be installed on local hard drive.

=) This feature, and all subfeatures, will be installed on local hard drive.

=0 This feature will be installed when required,

This Feature will not be available,

Install to:

Chanrde. .. |
Help Space < Back I Mesxt = I Cancel |

InstallStield

UPDATED 31 JANUARY 2006
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7. Click Next. The Ready to Install the Program box appears.

i'é" File System Auditor - Server Setup - Installshield Wizard

Ready to Install the P :
eady to Install the Program H. A
The wizard is ready ko begin installation. ‘ .

Click Install ko begin the installation,

If wou want ko review of change any of your inskallation settings, click Back, Click Cancel ta
exit the wizard,

Inistallshield

< Back Cancel |

8. Click Install. A progress bar displays the installation process. When the
installation is complete, the Database Maintenance Wizard opens.

Important: You must create an auditing database before you can perform any
tasks using File System Auditor.

Database Maintenance Wizard - Create a new database

S0L Database Server Name:
Jur4-wWInzKSWR

Database Mame:
JoLFileAuditor

Bl E]

& Use Windows Authentication
" Use SCL Server Authentication

User Mame: |

Passwaord: |

Cancel < Back Mext = Finish
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Important: If you chose to not install MSDE 2000, you must click Back. In the
Action box, choose Save connection information, and then click Next.

[§ Database Maintenance Wizard - Create a new database

‘What action would vou like to perform?

Save conneckion inforrmation

Cancel | = Back | Mext = | Einist |

9. In the SQL Database Server Name box, type the name of the server that is
running MSDE 2000 or Microsoft SQL Server 2000, or click | to locate a server.

10. In the Database Name box, type the name of the database to create or click to
locate existing database names. The default database is SLFileAuditor.

11. The default selection for authentication is Use Windows Authentication. If you
select Use SQL Server Authentication, type the name of the SQL Server user
account in the User Name box and the password in the Password box.

Important: If you want to use Windows Authentication, the SQL Server must be
configured to use trusted security.

12. Click Next. The database definition dialog box displays the default sizes for the
database (*.mdf) and transaction log (*.Idf) files.

tabase Maintenance Wizard - Create a new database

Initial Dakabase Size: ISEI
Initial T% Log Size: IlD

[~ Override Default File Locations

Data File Path: |

Tx Log Path: |

(The paths above should be the local path on the server
where the database will be created, Ex: "CHADBY")
[V Create default security groups
Create security groups as...

" Domain Groups
" Domain Local Groups
' Local Groups (non-DC's only)

Caneel | < Back |Next:= Einish
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13.

14.

15.

16.

17.

18.

In the Initial Database Size box, type an initial size for the database file (*.mdf).
If the database needs to grow the data file, it will do so automatically.

In the Initial TX Log Size box, type an initial size for the transaction log file
(*.1df). If the database needs to grow the log file, it will do so automatically.

To create the database transaction log files in a location other than the default
location, select the Override Default File Locations check box, and then type the
physical path in the appropriate boxes. Express the path as a logical path and not
as a UNC path.

By default, default security groups are created as local groups on non-domain
controllers only. You can select to create default domain groups or domain local
groups. To bypass the creation of default security groups, clear the Create
default security groups check box.

Click Next. The Database Maintenance Wizard displays the options you chose.
'.i-—Datahase Maintenance Wizard - Create a new database E=

The Following actions will be performed:

a database will he created using the
following settings:

Server Name @ VMA-UINZKSVE
Datahase Name: SLFileduditor

** TUse Trusted Security

Initial Database Jize: 50
Initial Tx Log Size: 10

Click the 'Finish' button to proceed...

To create the specified database, click Finish.

As the action runs, a progress bar displays the action occurring and the progress
towards completion. When the action is finished, The Login as box appears.

File System Auditor Service - Login as...

Enter a username and passward For an account that
will be used to run the File Syskem Auditor service,

Y el B2 CME ! Adminiistr ator Ao |

Password; I

Confirm passward: I

oK I Cancel
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By default, the ScriptLogic File System Auditing Service runs as Local

Administrator. If you need to, you can set a domain username and password that

will be used by the service (through impersonation) to access the auditing

database.

19. In the Account box, type an account name or click _| to locate an account name,

type the password, and then click OK.

20. Click Finish. You are prompted to restart the computer.

RUNNING THE CONSOLE SETUP WIZARD

1. Double-click the FSA_Console_Setup_Beta.msi file. The Welcome box appears.

i'.g!r" File System Auditor - Console Setup - InstallShield Wizard

Welcome to the InstallShield Wizard for File
System Auditor - Console Setup

The InstallShield{R.) Wizard will install File System Auditor -
Console Setup on wour camputer, Ta continue, click Mext.

WARMING: This program is protected by copyright lavwe and
international treaties.

Cancel

< Back

2. Click Next. The License Agreement box appears.

i'.g!;" File System Auditor - Console Setup - InstallShield Wizard

License Agreement | 155
Please read the Following license agreement carefully, | < |

END USER LICENSE AGREEMENT ("EULA")

PLEASE FEAD THE TEEMS AND CONDITIONS OF THIS
LICENSE AGEEEMENT (THE "AGEEEMENT") CAEEFULLY
EEFORE DOWHNLOADING AND/OR INSTALLING ANT
SCRIPTLOGIC SOFTWARE PRODUCT (TOGETHEE “WITH,
"WHERE APPLICAELE, ASSOCIATED DATABASES, DATA
SEEVICES AND CERTAT ADDITIONAL SOFTWARE
FUNCTIONALITY, INDIVIDTUATLLY AND COLLECTIVELY, THE

=

™ 1 accept the terms in the license agreement Print |

& T do not accept the terms in the license agreement;

InstallShield

% Back I [t = I Cancel
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3. Select I accept the terms in the license agreement, and then click Next. The
Customer Information box appears.

i'é" File System Auditor - Console Setup - InstallShield Wizard

Customer Information ‘

Please enter your information.

User Mame:

Walued Customer]

Qrganization:

IMicrosoft

Install this application For:

& anvone wha uses this computer (all users)

" only For me (Yalued Customer)

InistallShield

< Back I Mext = I Cancel |

4. If necessary, change the default values in the User Name and Organization
boxes. Also choose whether to permit access to all users or just yourself. Click
Next. The Destination Folder box displays the default installation path.

i'.g!r" File System Auditor - Console Setup - InstallShield Wizard

Destination Folder

Click Mext ko install ko this Folder, or dlick Change ko install bo a different Folder,

&
G Install File System Auditor - Consale Setup ta:

C:\Program FileshScriptLogic Corporation\File System Auditor Change. .. |

InistallShield

< Back Cancel |

To change the installation path, click Change, and then select a new path.

UPDATED 31 JANUARY 2006
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5. Click Next. The Setup Type box appears.

i File System Auditor - Console Setup - InstallShield Wizard

Setup Type ‘

Choose the setup type that best suits vour needs,

Please select a setup type.

All program Features will be installed, (Reguires the most disk
space.)

. Custom

Choose which program Features vou want installed and where they
will be installed. Recommended for advanced users,

Inistallshield

< Back I et = I Cancel |

6. Choose whether to do a complete or custom installation, and then click Next. The

Ready to Install the Program box appears.

i File System Auditor - Console Setup - InstallShield Wizard

Ready to Install the Program ‘

The wizard is ready ko begin installation.

Click Install ko begin the installation,

If wou want ko review of change any of your inskallation settings, click Back, Click Cancel ta
exit the wizard,

Inistallshield

< Back Cancel

7. Click Install. A progress bar displays the installation process.

8.  When the installation is complete, click Finish.
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P Click Start, point to Programs > ScriptLogic Corporation > File System Auditing,
and then select one of the following options:

Create Database Create an auditing database
FSA Service Configuration Configure File System Auditor for data collection
FSA Reporting Console Filter and report on data in the auditing database

Each time you run the program you will be greeted by the splash screen, which
displays the initialization of the program and the licensing information.

Starting the Evaluation Version

During the evaluation period, the first time you start File System Auditor, the
Unregistered Version window opens.

File System Auditor - Unregistered Yersion

File System Auditor ¥1.00
Copyright () 2005, ScriptLogic Corporation

hkbp: v, scriptlogic . com

THAMNK ¥OU! For Evaluating File System Auditor
This is a trial version for evaluation only,

This trial version is a limited edition For the period of the
evaluation.

For ordering information click on the "isit Our Website' button,
The registered version will not display this windaw,

I understand that I may use this praduct only Far evaluation
and that any okher use requires the purchase of a license,

1 &gréé

Gt | Wisit Qur Website. .. |

Reqgister File System Auditor |

You have 23 davs left to evaluate this product.

T dek

Start the evaluation version | agree

Exit Quit

Go to the ScriptLogic web site Visit Our Website

Apply a License File Register File System Auditor
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Applying a License File

The first time you start File System Auditor, you see the New Installation dialog box,
which allows you to apply a license file or evaluate the product without a license, as
well as contact ScriptLogic Corporation and visit our website for further information.

MNew Installation: File System Auditor

File System Auditor ¥1.00
Copyright {c) 2005, ScriptLogic Corparation
hkbp v, scriptlogic. com

THAME %O For choosing File Syskem Auditar, IF vou have a
license file, enter the path to the file belov and click ‘Apphy
License File'. If wou do not have a license file, click 'Begin
Ewvaluation' ko start File System Auditor in evaluation mode.,

License Fila:
[ |

Apply License Filg |

Begin Evaluation |

Zancel |

File System Auditor requires a valid license file in order to function properly. If you
have a company license file or were provided with an evaluation or temporary
license file, you must enter the location and filename in the License File box.

The license file is approximately 1KB in size and has a .lic file extension. Your Sales

account executive or Support Team specialist should have sent this file to you as an
email attachment.

Click _I to locate the license file, and then click Apply License File.

Evaluating the Product

If you are evaluating the software and would like to use the preset values for the
number of licenses, objects, and evaluation days, click Begin Evaluation.

Note: The full and evaluation versions of File System Auditor are identical. The
license file is the sole determinant of program functionality.

UPDATED 31 JANUARY 2006



FILE SYSTEM AUDITOR 20

Configuring File System Auditor

The File Service Configuration module enables you to manage the data that goes into
the auditing database. Only the data that resides in the auditing database is available
to the File System Auditor console for reporting.

Before File System Auditor can begin to collect data, you must define a path and
choose the types of events to monitor. To manage the number of events that are

collected, you can specify to include or exclude certain file types, or exclude certain
processes from the collection. Lastly, you can specify a length of time during which

duplicate events are suppressed from the list, which also helps manage the amount

of data collected.

STARTING FSA SERVICE CONFIGURATION

Click Start, point to Programs > ScriptLogic Corporation > File System Auditing, and

then select FSA Service Configuration.

Each time you run the program you will be greeted by the splash screen, which

displays the initialization of the program and the licensing information.

EXAMINING THE SERVICE CONFIGURATION UTILITY MAIN WINDOW

The Service Configuration Utility main window can list events as they occur. This
window is blank until you create at least one file path filter.

a File System Auditor - Service Configuration Utility

File Options Help
jaeRkB|=

[V Insert Events into List Below (Realtime Yiewer - only the last 100 events are shown)

Time Generated: | Account: | Event: I Path: | Renarne Path: I Process Mame: -
) 01/06/2006 12:15:11 PM & Administrator (ACMEAd... ] Folder - Created 7] CrWINNT\OBO3IZFUAGS. .. ] securityExplorer exe
(@ OL/06/2006 12:15:11 PM @ Administrator (ACME\Ad... %) Folder - Deleted ] C:\WINNTYOBOBIZFUAGS. ., [E] SecurityExplorer exe
) D1J06/2006 12:21:37 PM g Administrator (ACMEVAd... §] Folder - Created (7] C:\WINNT\ESOPSMZTYRYC.. (2] SecurityExplorer exe
& 01j06f2006 12:20:37 PM @ Administrator (ACMEVAd... &) Folder - Deleted ) CAAWMINNT\SSOPSMEIYFYC. . [=] SecurityExplorer exe
\iJ 01J06f2006 12:22:43 PM 3 Administrator (ACME\A, .. J Folder - Created lj C:iDocuments and Setting. .. Il MsiExec, exe

() DLf06/2006 12:22:43PM @ Administrator (ACMEVAD... & Folder - Deleted ] C\Documents and Setting... (=] MsiExec.exe

& 01j06(2006 12:22:44 PM @ Administrator (ACMEVAD.., €] Folder - Created {2 CiMSISdSd2.tmp [=] MsiExec,sxe

() 01062006 12:22:44 PM g Administrator (ACMELA... %] Folder - Delered ] CriMsI9dodz tmp [E] MsiExer. exe

\_:J 01/06/2006 12:24:02 PM 3 Administrator (ACMEVAd... [j Folder - Created [J C:\Documents and Setting. .. I| MsiExec. exe

(@ OLf06/2006 12:24:02 M @ Administrator (ACME\Ad... %) Folder - Deleted ] C:\Documents and Setting... [E] MsiExer.exe

) D1J06/2006 12:24:03 PM G Administratar (ACMEVAd... 7] Falder - Created 7] CriMSIae63z tmp (2] MsiExer. exe

i 01j06(2008 12:24:03PM @ Administrator (ACMEVAd... &) Folder - Deleted ) C:\MSIaes32.tmp [=] MsiExec.exe

\iJ 01J06/2006 12:24:19 PM 3 Administrator (ACME\A, .. J Folder - Created lj C:iDocuments and Setting. .. Il MsiExec, exe

() DLf06/2006 12:24:19PM @ Administrator (ACMEVAD... & Folder - Deleted ] C\Documents and Setting... (=] MsiExec.exe

& 01j06(2006 12:25:3L PM @ Administrator (ACMEVA.., ) Folder - Created ) CAWINNT\GYEUSP4KZFUS, ., [=] SecurityExplorer exe
(3 D1f06f2006 12:25:31 M @ Administrator (ACME|Ad... % Folder - Deleted (] C:YWINNT\GYEUSP4KZFU. . [E] SecurityExplorer exe
) 01062006 12:26:03 PM & Administrator (ACVMEAd... © Folder - Created 7] CAWINNT\BUARFNIIZFYE. .. Z] cscexe b
(& DLf06/2006 12:26:03 FM B Administrator (ACME\Ad... % Folder - Deleted 7] C:\WINNT\BUARZNIIZFYE. .. =] cscexe =
| - - - — | 2>

¥ Insert Events into List Below (Realtime Viewer — only the last 100 events are shown)
Select to list events as they occur. By default, events display. To suppress the display
of events, clear the check box. The events that are listed do not disappear until you
select Clear List from the Options menu.
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File Menu

File:
E:xik

Exit Closes File System Auditor.

Options Menu and Toolbar Icons

Options
Setk Database. ..
Set Database Logon Account, ..
Sek File Path Filkers. .
Set Process Filkers, ..

Set Advanced Options. ..

Clear List
ﬂ Set Database Sets the SQL Sever and database to use to collect event
: data. See Setting the Auditing Database.

Set Database Logon Set the account which the ScriptLogic File Auditing Service
Account uses to access the auditing database. See Setting the
Database Logon Account.

Set File Path Filters Defines the path and filters upon which the collection is
based. You can exclude or include specific events and files.
See Setting File Path Filters.

Set Process Filters Excludes specific processes from event collection. See
Setting Process Filters.

Set Advanced Options  Sets the length of time in which duplicates are suppressed
from the list of events. See Setting Advanced Options.

Clear List Clears the list of events on the main window.

Help Menu

Help

Contents. ..

about File System Auditor. ..

Contents Access online help

About File System Auditor View information about the version of File System Auditor
installed on your computer, to apply a license file, or to visit
the ScriptLogic website.
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SETTING THE AUDITING DATABASE

Events are recorded in an SQL database that you created, either during installation,
or with the Create Database module. You can create more than one database and use
this feature to switch among the various databases.

Click —‘S or choose Set Database from the Options menu. The SQL Server and DB
Name boxes displays the names of the current SQL server and database.

Set the server and database name... Ed
ﬁ SOL Server: I (local) oK I

DB Name: | SLFilefuditar Cancel

To change the names of the SQL server and database, type the name in the
appropriate box, and then click OK.

SETTING THE DATABASE LOGON ACCOUNT

By default, the ScriptLogic File System Auditing Service runs as Local Administrator.
If you need to, you can set a domain username and password that will be used by the
service (through impersonation) to access the auditing database.

Click a or choose Set Database Logon Account from the Options menu. The Set
Database Logon Account box displays the current account and password.

Set Database Logon Account... |

Enter a username and password for an account that
has permissions ko write to the database.

F e a2 B ME Adrninistrator v |

Passwiord; I

Confirm password: I

(o] 4 I Zancel |

To change the account, type an account name or click J to locate an account name,
type the password, and then click OK. Restart the ScriptLogic File System Auditing

Service.
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SETTING FILE PATH FILTERS

You can specify specific folders to include or filter out any folders you do not want to
include in the data. In addition, you can specify specific events and files to include or
exclude.

Note: Upon installation, you must create at least one filter. File System Auditor
cannot collect data unless you define a filter.

o
1. Click \Fg or choose Set File Path Filters from the Options menu. The Filter by
Path box displays the current filters. Upon initial installation, the box is empty.

Filter by Path
File System Auditor - Filters
‘Wildcard Path: | Include/Exclude: | Event List: | Include File Masks: | Exclude File Masks: |
Add. .. | Edit... | Remove | [o]4 Cancel

2. Click Add. The Edit Filter box appears.

3. In the Folder/File Wildcard box, type the path to which to apply the filter, or
click _I to locate a folder.

4. In the Include/Exclude Action Codes list, select the events that you want to
include or exclude from the path.

Note: You can select to include or exclude events, but not both in the same filter.
Create separate filters to include and exclude events.

5. In the Include/Exclude File Masks area, you can specify files to include or
exclude.

To add a mask, click Add in the appropriate area. The Add File Type box
appears. Type the mask in the box using wildcards as needed, and then click
OK.

Add File Type...

File Mask: I * doc, *.ppt, *.xls

{example: * doc, ~* tnp, Cancel |

Note: You can type more than one mask in the File Mask box by separating
each mask with a comma.
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The Edit Filter box displays the selections.

Edit Filter... E3

o - Folder [ File Wildcard (example: c:iData or c:\*\Temporary Internet Files )
34

I Ci\Documents and Settings _l
— Include J Exclude File Swstem Events —————————— — Include [ Exclude File Masks
% Include events selected below
™ Exclude events selected below Include File masks (% doc, *.xls)
Applies To: | harne: | File Mask: |
|:|1_J Folder Created Ij * doc, *.ppt, *.xls
';'t,] Folder Deleted
Q_] Folder Mowed
',é' Folder Renamed
D'-[G Folder Modified Security
D[& Folder Access Denied {Creating) add... | Remove |
D[& Folder Access Denied (Opening)
O Fie Created Exclude file masks (~*.doc, *.tmp)
,'ga File Deleted -
|§ File: Moved Te sz I
[a File Renamed L™ tmp
O Ls File Read
O File Modified
O LA File Modified Security
a La File: Access Denied (Creating)
OlcFie access Denied (OpeningfModifying) Add... | Remove |
oK | Cancel |

Important: Use caution if including File-Read or File-Access Denied (Opening/
Modifying) events as the number of events recorded by File System Auditor
may overwhelm the auditing database. Any focus on a file in Windows Explorer,
such as a mouse-over or using the arrow keys to scroll through the directory,
causes a File-Read event in File System Auditor if the user has access to the
file(s). If the user does not have access to the file(s), File System Auditor records a
File-Access Denied (Opening/Modifying) event.

If you need to include the File-Read or File-Access Denied (Opening/
Modifying) events, restrict the path to a minimum number of files/folders, and
to eliminate false positives, make sure you have either ScriptLogic’s WinCloak,
or Windows Access-Based Enumeration (available with Windows Server 2003
Service Pack 1) enabled and operational.

To remove a selected file mask, click Remove in the appropriate area.

UPDATED 31 JANUARY 2006



FILE SYSTEM AUDITOR 25

6. Click OK. The Filter by Path box displays the filter.

Filter by Path

File System Auditing - Filters

‘wildcard Path: I Include/E xclude: | Evwent List: I Include File M asks: | Exclude File Magks: |
¥ c\documents and settings  Include Dd:d.DfpEME * doc:* ppt® xls: “ tmp;

add.. | Ed. || Remove | oK, Cancel

To edit a selected file path filter, click Edit.

To delete selected file path filters, click Remove.

SETTING PROCESS FILTERS

By default, all processes are included in the event collection. You can exclude specific
processes from the event collection.

LA
i

1. Click or choose Set Process Filters from the Options menu. The Process
Filters box displays the current filters. Upon initial installation, the box is empty.

Process Filters... E |

Exclude processes lisked below (wildcards supported)
Process Mame: I
Add | Remoyve | (0] 4 | Cancel |

2. Click Add. The cursor appears under the Process Name column.

Process Filters... E i

Exclude processes listed below {wildcards suppaorted)

Process Mame: |

] . ,.."u_ o mmn A "‘ﬂ.'\ I l"-___ N e P AT _J
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3. Type the process name, using wildcards if needed, and then press Enter.

Note: If you make a mistake while typing, you can click the name in the Process
Name column, and then correct the misspelling.

Process Filters... B |

Exclude processes listed below (wildcards supported)

Process Mame: |

—
T explorer.exe
I taskmgr.exe

Add | Femove (] 4 Zancel

To remove selected process filters, click Remove.

SETTING ADVANCED OPTIONS

Click or choose Set Advanced Options from the Options menu. The Advanced
Options box displays the current settings.

Advanced Options Ed |

— Duplicate Entry Suppression Delka
5 Ok I
(.rj I seconds
: Cancel |

— Patkern Detection

[ Disable rename-and-delete pattern detection

Duplicate Entry Suppression Delta

By default, duplicate entries that occur within 10 seconds of each other are
suppressed. Only the first entry appears in the event list. You can increase this value
to reduce the length of the event list. Changes apply to new event collection only.
Existing data is not affected.

™ Disable rename-and-delete pattern detection

In some software applications, when saving a file, instead of overwriting the original
file, the application saves to a temporary file, renames the original file, renames the
temporary file to the current file name, and then deletes the temporary file. This
process occurs so you can recover the original file. By default, File System Auditor
detects this behavior and logs it in the database as a file modification on the file you
were editing, rather than as a rename and delete process. To disable this detection,
select the check box.
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Managing the Auditing
Database

When you first install File System Auditor, the Database Maintenance Wizard opens
automatically for you to create a new database. Follow these this procedure if you
bypassed this step during installation, or wish to create another database to use.

[ Database Maintenance Wizard E

Wwhat action would you like to perfarm?

ey dat ]
Rermove an existing database
Increase database size
Shrink database
Fun S0L Scripk
Wiew database statistics
Attach Database
Detach Database
Checkpoint and Truncate Log
Save connection information
Perform DE maintenance
Reset database security
Switch Server Security Mode -
Set 'sa' password hd

Cancel | = Back | Mext = | Eimish |

Note: File System Auditor includes a run-time version of Microsoft SQL Server 2000
Desktop Engine (MSDE 2000), which is data engine built and based on core SQL
Server technology. This database engine has some limitations over the full version of
Microsoft SQL Server 2000, such as a 2GB database limit and a restriction on the
number of concurrent users. If you have a large enterprise, you may want to consider
purchasing a full version of Microsoft SQL Server 2000 for use with this product.

STARTING THE DATABASE MAINTENANCE UTILITY

» Click Start, point to Programs > ScriptLogic Corporation > File System
Auditing, and then select Create Database.
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CREATING A NEW DATABASE

When you first install File System Auditor, the Database Maintenance Wizard opens
automatically for you to create a new auditing database. Follow these this procedure
if you bypassed this step during installation, or wish to create another database to
use.

Important: You must create an auditing database before you can perform any tasks
using File System Auditor.

1. From the Database Maintenance Wizard main page, select Create a new
database from the list, and then click Next. The database selection dialog box
displays the current computer and database names (default).

f§ Database Maintenance Wizard - Create a new database

SGL Database Server Name:
[WM-WINZK SR,

Database Mame:

JdbsLFsA

[

& Use windows Authentication
 Use SGL Server Authentication

Lser Mame: I

Passward: I

Cancel I < Back | Mext = I Eimish I

2. In the SQL Database Server Name box, type the name of the server that is
running MSDE 2000 or Microsoft SQL Server 2000, or click _| to locate a server.

3. In the Database Name box, type the name of the auditing database to create or
click ] to locate existing database names.

4. The default selection for authentication is Use Windows Authentication. If you
select Use SQL Server Authentication, type the name of the SQL Server user
account in the User Name box and the password in the Password box.
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5. Click Next. The database definition dialog box displays the default sizes for the
database (*.mdf) and transaction log (*.Idf) files.

'j-Database Maintenance Wizard - Create a new database x|

Initial Database Size: ISD
Initial T¥ Log Size: ISEI

[ cwverride Default File Locations

Data Fils Path: |

Tx Log Path: |

(The paths above should be the local path on the server
where the database will be created, Ex: "C:ADEY"
v Create default security groups
Create security groups as. ..

" Domain Groups
" Domain Local Groups
% Local Groups non-DC's only)

Cancel I < Back |Ne><t:> Fimish I

6. In the Initial Database Size box, type an initial size for the database file (*.mdf).
If the database needs to grow the data file, it will do so automatically.

7. In the Initial TX Log Size box, type an initial size for the database transaction log
file (*.1df). If the database needs to grow the log file, it will do so automatically.

8. To create the database transaction log files in a location other than the default
location, select Override Default File Locations, and then type the physical path
in the appropriate boxes. Express the path as a logical path and not as a UNC
path.

9. By default, default security groups are created as local groups on non-domain
controllers only. You can select to create default domain groups or domain local
groups. To bypass the creation of default security groups, clear the Create
default security groups check box.
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10.

11.

12.

Click Next. The Database Maintenance Wizard displays the options you chose.
'j-Database Maintenance Wizard - Create a new database x|

The Following actions will be performed:

i database will be created using the
following settings:

Server Name @ VMA-UINZKSVE
Databhase Name: dbSLFS4

** TUse Trusted Security

Initial Database 3ize: 50
Initial Tx Log Size: 10

Click the 'Finish' button to proceed...

Cancel I [ <Back | Mext > I Firish

To create the specified database, click Finish.

As the action runs, a progress bar displays the action occurring and the progress
towards completion. When the action is finished, a message box appears.

Click OK.

REMOVING AN EXISTING DATABASE

Removing a database permanently removes it from the system. If you just want to
detach the database, see Detaching a Database.

Note: The database cannot be in use. Exit File System Auditor, if necessary.

1.

From the Database Maintenance Wizard main page, select Remove an existing
database from the list, and then click Next. The Database Maintenance Wizard
displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _I to locate the server.

In the Database Name box, type the name of the database to remove or click oo
to locate the database.

Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the options you chose.

Caution: Removing a database deletes it permanently from the system.
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6. To permanently delete the database, click Finish.
As the action runs, a progress bar displays the action occurring and the progress
towards completion. When the action is finished, a message box appears.

7. Click OK.

INCREASING DATABASE SIZE

Microsoft SQL Server automatically increases the size of the database file as needed,
but if this happens while discoveries are running, it can significantly slow down the

discovery process. If a discovery process seems to be running normally, and then
suddenly slows down, you may want to increase the size of the database manually.

1.

From the Database Maintenance Wizard main page, select Increase database
size from the list, and then click Next. The Database Maintenance Wizard
displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click J to locate the server.

In the Database Name box, type the name of the database to resize or click o to
locate the database.

Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the existing size of the
database.

rj-Datahase Maintenance Wizard - Increase database size

Increase Database Size:

Existing Database Size: |1 57 ME
Mew Database Size: I—

Note: Enter the total size of the new database, not the additional size of the
database. For example, if the database is 50MB and you want to add another
50MB, then you would enter 100 as the new database size.

In the New Database Size box, type a numeric value in megabytes that is greater
than the existing value and represents the total size of the database, and then
click Next. The Database Maintenance Wizard displays the options you chose.

Click Finish, and then click OK.
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SHRINKING A DATABASE

If you need to reclaim space, you can shrink the database, which reduces the size of
the database to the minimum amount based on the size of the data.

Another database to monitor is the tempdb database, which is the working area that

Microsoft SQL Server uses to process queries and perform other actions. You might

shrink the tempdb database periodically to reclaim the disk space that is no longer
needed.

1.

From the Database Maintenance Wizard main page, select Shrink database
from the list, and then click Next. The Database Maintenance Wizard displays
the database selection options.

2. In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

3. In the Database Name box, type the name of the database to shrink, or click =
to locate the database.

4. Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

5. Click Next. The Database Maintenance Wizard displays the options you chose.

6. Click Finish, and then click OK.

RUNNING AN SQL ScCRIPT

1. From the Database Maintenance Wizard main page, select Run SQL Script from
the list, and then click Next. The Database Maintenance Wizard displays the
database selection options.

2. In the SQL Database Server Name box, type the name of the Microsoft Windows
server where the database is located, or click _| to locate the server.

3. In the Database Name box, type the name of the database on which to run the
SQL script, or click _I to locate the database.

4. Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

5. Click Next. The Database Maintenance Wizard displays the SQL Script selection
box.

6. Inthe Select a SQL Script file to run box, type the full path to the SQL Script File

(*.sql) or click .| to locate the file. Click Next. The Database Maintenance
Wizard displays the options you chose.

UPDATED 31 JANUARY 2006



FILE SYSTEM AUDITOR 33

Click Finish. A progress bar shows the progress of the action. Upon completion,
the Output message box opens to the Results tab. To see messages regarding the
action, open the Messages tab.

Click Close, and then click OK.

VIEWING DATABASE STATISTICS

View the current database settings and statistics on the size of the database and each
table in the database, which is helpful for diagnosing problems in the event that SQL

Server is not functioning properly.

1.

From the Database Maintenance Wizard main page, select View database
statistics from the list, and then click Next. The Database Maintenance Wizard
displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _I to locate the server.

In the Database Name box, type the name of the database, or click | to locate
the database.

Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the options you chose.

Click Finish, and then click OK. The Output dialog box opens to the Messages
tab, which displays the database statistics.

T Output Mi[=]

Fesults  Messages |

DATABASE: dbSecRpt2s j

Create Date: 2005-03-25 09:44:12,857
Size: 153ME

&vailable: 67.52MB

Skatus: 0

Cner: ACMELAdminiskr skor

Mumber of Users: 3

Data Space Used: 39, 168KE

GROUP: PRIMARY, FILE: dbSecRpk2S_Data.MDF
Physical Mame: Ci\Program Files\Microsaft SQL Server\MSS0LdbSecRpt2S_Data, M
Size: 103ME

FILE: dbZecRpk2S_Log.LDF
Phesical Mame: Ci\Program Flles\Microsaft 0L ServeriMSsQLdbSecRpt2S_Log LD
Size: SOME

TABLE: thlaccountRight
Tahlz Space Used: SKE
Index Space Used: S0KEB
Cwner: dbo
Raows: 46

=
1 3
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To save or print the output, right-click in the box, choose Select All. Right-click the
selection, and then choose Copy. Paste from the clipboard into an application of your

choice.
7. When you are finished viewing the statistics, click Close.
ATTACHING A DATABASE

When you create a database, it is automatically attached to File System Auditor. If
you detach a database, you can attach it again to use it.

1. From the Database Maintenance Wizard main page, select Attach database from
the list, and then click Next. The Database Maintenance Wizard displays the
database selection options.

2. Inthe SQL Database Server Name box, type the name of the server where the
database is located, or click _I to locate the server.

3. In the Database Name box, type the name of the database to attach, or click lto
locate the database.

4. Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

5. Click Next. The data file selection box appears.

6. In the Select the MDF (data) file to attach box, type the full path to the data file
or click _| to locate the data file to attach.

7. Click Next. The Database Maintenance Wizard displays the options you chose.

8. (Click Finish, and then click OK.

DETACHING A DATABASE

Detaching a database removes it from File System Auditor, but does not delete it
from the system. To permanently delete a database, see Removing an Existing
Database.

Note: The database cannot be in use. Exit File System Auditor, if necessary.

1.

From the Database Maintenance Wizard main page, select Detach database
from the list, and then click Next. The Database Maintenance Wizard displays
the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

In the Database Name box, type the name of the database to detach, or click _|
to locate the database.
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Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the options you chose.

Click Finish. The Output message box opens to the Messages tab, which
displays information about the process.

» To save or print the output, right-click in the box, choose Select All. Right-click the
selection, and then choose Copy. Paste from the clipboard into an application of your
choice.

Click Close, and then click OK.

TRUNCATING THE TRANSACTION LOG

When a transaction log becomes full, it forces the database to expand it. However,

since File System Auditor does not use the transaction log, and there is no way to
disable the transaction log for a database, you may need to periodically truncate the
transaction log to tell the SQL Server that the data is no longer needed.

1.

From the Database Maintenance Wizard main page, select Checkpoint and
Truncate Log from the list, and then click Next. The Database Maintenance
Wizard displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

In the Database Name box, type the name of the database whose log file you
want to truncate, or click _| to locate the database.

Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the options you chose.
Click Finish, and then click OK.

SAVING CONNECTION INFORMATION

This option writes the database connection settings to the registry.

1.

From the Database Maintenance Wizard main page, select Save connection
information from the list, and then click Next. The Database Maintenance
Wizard displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

In the Database Name box, type the name of the database, or click _| to locate
the database.
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4. Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

5. Click Next. The Database Maintenance Wizard displays the settings to be
written to the registry.

6. Click Finish, and then click OK.

PERFORMING DATABASE MAINTENANCE

Performing regular database maintenance can help maintain the performance of SQL
Server. Run this action if you feel SQL Server is not performing at the same level it
once did. You can select to rebuild indexes, reset identify columns, and perform

consistency checks.

Many SQL database administrators are familiar with Database Consistency Checker
(DBCC) commands. The Perform DB Maintenance action performs the following

DBCC commands.
DBCC Command Description
CHECKCATALOG Checks the system tables for consistency.
CHECKFILEGROUP Performs a physical consistency check on all indexes and tables.
CHECKTABLE Performs a consistency check of the data in each table and rebuilds
REPAIR_REBUILD indexes if necessary.
CHECKIDENT Checks the identity values of each table and resets them if necessary.
CHECKINDEX Checks the physical database allocation of indexes and repairs if

necessary.

1. From the Database Maintenance Wizard main page, select Perform DB
Maintenance from the drop-down list, and then click Next. The Database
Maintenance Wizard displays the database selection options.

2. In the SQL Database Server Name box, type the name of the server where the
database is located, or click J to locate the server.

3. In the Database Name box, type the name of the database, or click | to locate

the database.

4. Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.
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5. Click Next. The maintenance options selection box appears.

rj-Datahase Maintenance Wizard - Perform DB maintenance

Select the maintenance options to perform:
[~ Rebuild Indexes
[~ Reset Identity Calumns
[~ Perform Consistency Checks

FR - » -+ . -

¥ Rebuild Indexes
Select to run CHECKINDEX and CHECKTABLE REPAIR_REBUILD.

¥ Reset Identify Columns
Select to run CHECKINDENT.

¥ Perform Consistency Checks
Select to run CHECKCATALOG, CHECKFILEGROUP, CHECKTABLE
REPAIR_REBUILD, and CHECKINDEX.

6. Choose the maintenance options to perform, and then click Next. The Database
Maintenance Wizard displays the actions to be performed.

7. Click Finish. When the process is complete, the Database Maintenance Results
box opens to the Messages tab.

» To save or print the output, right-click in the box, choose Select All. Right-click the
selection, and then choose Copy. Paste from the clipboard into an application.

8. Click Close, and then click OK.

RESETTING DATABASE SECURITY

Resetting the database security re-creates the Windows NT security groups, database
roles, and logins, and then re-applies the default security to all
tables/functions/stored procedures in the auditing database.

1. From the Database Maintenance Wizard main page, select Reset database
security from the list, and then click Next. The Database Maintenance
Wizard displays the database selection options.

2. In the SQL Database Server Name box, type the name of the server where
the auditing database is located, or click | to locate the server.

3. In the Database Name box, type the name of the database, or click _| to
locate the database.

4. Choose whether to use Windows or SQL Server Authentication. If you select
Use SQL Server Authentication, type the name of the SQL Server user
account in the User Name box and the password in the Password box.

5. Click Next. The Database Maintenance Wizard displays actions to be
performed.

6. Click Finish, and then click OK.
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SWITCHING THE SERVER SECURITY MODE

Depending on your system setup, you may want to switch the security mode on the

SQL Server to enhance performance of some applications. For example, if you have

Active Administrator™ set up to use one mode and File System Auditor to use the

other, you may want to switch the security mode on the SQL Server to SQL Server
and Windows.

1.

6.

7.

From the Database Maintenance Wizard main page, select Switch Server
Security Mode, and then click Next. The Database Maintenance Wizard
displays the database selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

In the Database Name box, type the name of the database, or click _| to locate
the database.

Choose whether to use Windows or SQL Server Authentication. If you select Use
SQL Server Authentication, type the name of the SQL Server user account in the

User Name box and the password in the Password box.

Click Next. The Database Maintenance Wizard displays the security mode
options.

rj-Database Maintenance Wizard - Switch Server Security Mode

Switch the Security Mode of SQL Server to the Following:

& S0L Server and Windows

" windows anly

i il e &~ L s F

Select either SQL Server and Windows or Windows only, and then click Next.

The Database Maintenance Wizard displays the actions to be performed.

Click Finish, and then click OK.

SETTING THE ‘SA’ PASSWORD

If the SQL Server is set up in mixed mode (SQL Server and Windows), set a
password for the SQL Server administrator (“sa” account). You also can use this
option to change the password for security purposes.

1.

From the Database Maintenance Wizard main page, select Set ‘sa” password,
and then click Next. The Database Maintenance Wizard displays the database
selection options.

In the SQL Database Server Name box, type the name of the server where the
database is located, or click _| to locate the server.

In the Database Name box, type the name of the database, or click | to locate
the database.
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Choose whether Windows or SQL Server Authentication is used. If you select
Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Click Next. The “sa” password box opens.

rj-Database Maintenance Wizard - Set "sa’ password

Enter the old "sa" account password:

Enter & new password For the "sa" account:

Flease confirm the password:

e e e m sk g
In the Enter the old “sa” account password box, type the existing password.
In the Enter a new password for the “sa” account box, type the new password.
In the Please confirm the password box, retype the new password.

Click Next. The Database Maintenance Wizard displays the actions to be
performed.

10. Click Finish, and then click OK.

MOVING A DATABASE TO ANOTHER SERVER

If you need to move a database from one server to another, we recommend using the
Microsoft SQL Server 2000 client utilities.

Note: Client utilities are available only on a full version of SQL Server 2000, which is
not included with File System Auditor.

1.
2.

Open SQL Enterprise Manager.

Locate the database to move, right-click, point to All Tasks, and then choose
Detach Database.

Open the folder where the data files for that database are stored, and then copy
the *.mdf and *.1df files for that database to the new server.

In SQL Enterprise Manager, navigate to the new server where you want to attach
the database, right-click on the Database folder, point to All Tasks, and then
choose Attach Database.

Select the *.mdf file you just copied to the computer, and then complete the
operation.
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Troubleshooting

In its Knowledge Base, ScriptLogic Corporation has a library of articles that may
provide an answer to a problem you are experiencing. Before calling technical
support, check to see if your problem is documented here. You might also browse the
Discussion Forums to see if anyone else is experiencing the same issue.

http://www.scriptlogic.com/support

Not seeing events in the database

Check that (a) you have set up the service configuration utility correctly to capture
the events, and (b) you have not excluded the files and folders you are auditing.

Auditing database fills up fast

Use caution if including File-Read or File-Access Denied (Opening/ Modifying)
events as the number of events recorded by File System Auditor may overwhelm the
auditing database. Any focus on a file in Windows Explorer, such as a mouse-over or
using the arrow keys to scroll through the directory, causes a File-Read event in File
System Auditor if the user has access to the file(s). If the user does not have access to
the file(s), File System Auditor records a File-Access Denied (Opening/Modifying)
event.

If you need to include the File-Read or File-Access Denied (Opening/ Modifying)
events, restrict the path to a minimum number of files/folders, and to eliminate false
positives, make sure you have either ScriptLogic’s WinCloak, or Windows Access-
Based Enumeration (available with Windows Server 2003 Service Pack 1) enabled
and operational.

UNINSTALLING FILE SYSTEM AUDITOR

1. From the Windows Control Panel, double-click Add/Remove Programs.

2. Select File System Auditor — Console Setup, and then click Remove. A message
box prompts you for confirmation.

3. Toremove the application, click Yes.

4. Repeat for File System Auditor — Server Setup.
Note: The installation directory that contained File System Auditor remains after
the process is complete. This directory contains the license file for the product

and any files created after the product was installed. These may be deleted
manually if you wish to completely remove File System Auditor.
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