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Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title, text to type, selections
from drop-down lists, or prompts on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might
have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers

customers a variety of information:

= Download product updates, patches and/or evaluation products.
= Locate product information and technical details.

= Find out about Product Pricing.

= Search the Knowledge Base for Technical Notes containing an extensive
collection of technical articles, troubleshooting tips and white papers.

= Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

= Participate in Discussion Forums to discuss problems or ideas with other users
and ScriptLogic representatives.
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What is File System Auditor?

The ScriptLogic File System Auditor, a unique solution for recording Windows file
server activity, allows administrators to audit file access, generate easy-to-understand
reports, and create alerts tied to file system events. Ideal for protecting confidential or
sensitive data, File System Auditor assists in compliance reporting by creating an audit
trail of file activity on patient records, financial reports, or other sensitive information.

Event Name:
. qu Folder - Created
Select events &7 Folder - Deleted
to monitor D@j Folder - Moved
™ DK'.; Folder - Renamed
47 Folder - Modified 5ecurity
@ File System Auditing Console | [N e
File: - Help 43 Folder - Access Denied [Dpering)
— Connect o Database ———————————— - Current Filker Clitetia —————————————— oo F!Ie - Created
. | Im Dﬁ File - Deleted
SOL Server: Beiffimeiy 4 || sty [ File - Maved
I(Iuca\) j User(si: l IW O @ File - Renamed
pe - = O A File - Modified Security
O | Event(s): I <Al Events: (m] @ F?Ie R F\eat.:l.
[dbstrsa =] | Pathis: W" OO LA File - Modfisd )
O[5 File - Access Denied [Creating)
Process{es): I <Al Processes= [ File - Access Deried [Opening/Madifying]
Server(s): I <all Servers= _I ‘
~ Results (7 entries found) |
Server Name: [ Time Generated: [ Account: [ Event: [ Path:
B UM4-WINZKSWR (... (5 11/08/2005 10:45:16 AM & Administrator (ACMEVA... k| File - Deleted [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:45:16 AM & Administrator (SCMEVA... k| File - Deleted [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:495:16 AM & Administrator (ACMEVA... [ File - Created [F ciipoc
B uMa-wINZKSWR (... (5 11/08/2005 10:96:05 AM & Administrator (ACMEVA.., [ File - Created [F ciipoc
B uma-wINZKSWR (... (5 11/08/2005 10:96:05 AM & Administrator (SCMEVA... k| File - Deleted [F ciipoc
B um4-wINZKSWR (... (5 11/08/2005 10:46:05 AM & Administrator (SCMEVA... k| File - Deleted [5] ciipoc
B e wINzkSvR (.. 5 11/082005 10:46:05 4M & Administrator (ACMEYA... [] File - Created £ cripoc
U ]
Results based on the filters applied
1] | |
[ 2 L]
Refresh Filters... Report... L

ScriptLogic Corporation - File System Auditing

File Systermn Auditing - Audit Report < Print the results

{
Summary: Mumber of events: 2 %
Server(sy =l Serverss ’
Date Range: Tuesday, Movember 08, 2005 13:52:22 to Tuesday, November 08, 2003 19:52:22 ’
Userish: =All Users= )
Event(s): <Al Events=
Path{s): =2l Paths= +
Processies): =8l Paths= h

Hovember &, 2005
Date/Time:
& 11/08/2005 05:30:05 PM inistrator (ACME ini: ) [# File - Modified

a
Server: WM AWM 2KE VR (ACME)
Process: System

Path: CORECYCLERYS-1-3-21-351 9360533 -31 40459606 -3065 7452 98-300UN FO 2
55 11/08/2005 05:30:12 PM a inistrator (ACME ini ) [# File -Modified
Server:  WM4WINZKEVR [(ACME) (
Process: System
Path: CiDocumernts and SeftingstAdministratoriFavorites'De sktoptMData Ink (}
"__. e » » > P » o I Fa l '_, _ o / .
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File System Auditor assists in security management by sending email alerts
whenever specific file system events occur, such as failed access attempts, or
modifications of a particular set of files and folders. Reports can be sent out on a
daily or weekly basis, or frequently in 5, 10, 15, 20, 30, or 60 minute increments.

Edit Scheduled Report Ed |

Diescripkion: IDeIeted Folders

— Schedule
Schedule Task: Start Time:
|aily | |12:nn A =

¥ Do not send repott if there are no resulks

— Filter Criteria

User(s): I <Al Users =
Event(s): I Folder - Deleted
Path(s): | <all Paths:

Process{es): I <Al Processes =

el BTl

Server(s: I <all Serverss=
— Send To
Email address{es):
Ermail: | Add...

L jsmith@ACME, com

J

Remove

Subject line; I Daily Deleted Folders Report

QI Cancel

UPDATED 31 JANUARY 2006 2
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Reporting Events

Once File System Auditor is configured, use the File System Auditing Console to
filter the auditing database for reporting purposes. You can specify the date and time
during which to collect data, and the users, events, paths, processes, and servers to
collect. By default all are collected.

Note: Only the data that resides in the auditing database is available for reporting.
The data that is captured in the auditing database is determined by the filters defined
in the FSA Service Configuration module. See the Getting Started Guide for
information on configuring File System Auditor.

a File System Auditor - Reporting Console M= E3
File Help
— Connect ko Database — Current Filker Criteria
Date/Time Range: IFr'iclavJ January 06, 2006 10:11:37 to Friday, Januar E
SGL Server:
I(Iocal) j User(s): I <Al Users= |
Eventis): I <All Events = |
Database Mame:
ISLFiIe.ﬁ.uditor =] Pathis): | <pll Paths: |
Process{es); I <Al Processes= |
Server(s): I <Al Servers= |

— Results (7 entries found)

Server Mame: | Time Generated: | Account: | Event: | Path:

B whd-winzksyR (... ) 01/06/2006 L0:55:51 AM @ Administrator (ACMEYA... & Folder - Deleted i cpoc
B vma-winzesvR (... &) 01/06/2006 L0:55:52 &M & Administrator (ACMEYS. .. ] Folder - Created i cims
B vma-wInzksvR (.. ) 01/06(2006 15552 AW @ Administrator (ACMEVA... & Folder - Deleted [l coms
B vma-wInzksyR (.. 0 01/06/2006 10:56:06 &AM @ Administrabar (ACMEYS. .. ] Folder - Created [ D
B vma-wINzksYR (.. 0 01/06/2006 10:56:06 &M @ Administrator (ACMEVA.., % Folder - Delsted i Cipoc
] vh4-WINZKSYR (... 9 0L/06/2006 11:05:09 AM & Administrator (ACMEVA... .| Folder - Deleted 2 Do
B M- wWINZKSNR (... ) 01/06/2006 11:05:09 M @ Administrator (ACMEYA... {7 Folder - Created i Do
4| | >l

Refresh | Filters... | Report,.. Scheduled Reports, .. |
STARTING FSA REPORTING

Click Start, point to Programs > ScriptLogic Corporation > File System Auditing, and
then select FSA Reporting.

Each time you run the program you will be greeted by the splash screen, which
displays the initialization of the program and the licensing information.

UPDATED 31 JANUARY 2006 3
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The File System Auditor Reporting Console displays the current database, filters,
and results.

@ File System Auditor - Reporting Console Hi=l
File Help
— Connect ko Database — Current Filter Criteria
i . [Friday, January 06, 2006 10:11:37 to Friday, Januar m
Sol Server: DakeTime Range I ) 'y 06, )
|(Iocal) j Useri(s): I <l Users = |
Eventis): I =l Events= |
Database Mame:
| SLFileudicor | Paths): | <l Paths > |
Processiesi: I <Al Processess _l
Server(s): I <Al Serverss _l
— Results (7 entries Faund)
Server Mame: I Time zenerated: I Account: I Evenk: I Fath:
B vm4-wINzKsYR (... 3 01/06/2006 10:55:51 AM @ Administratar (ACMELA. .. 5] Folder - Deleted ] Cripoc
B vm4-wINzKSYR (... () 01/06/2006 10:55:52 M @ Administrator (ACME\A. .. 1 Folder - Created 2 crimst
[ vma-winzksvR (., 5 01/06/2006 10:55:52 M @ Administrator (ACMELA, ., . Folder - Deleted ] Cims)
5 vme-wInzksvR ¢, 5 01/06/2006 10:56:06 AM @ Administratar (ACMELA. .. ] Folder - Created ] Chpoc
B vm4-wINzKSYR (.. (3 01/06/2006 10:56:06 AM @ Administratar (ACMEYA. .. 5] Folder - Deleted ] Cripoc
B vm4-wINZKSYR (... (3 01/06/2006 11:05:08 AM @ Administratar (ACMELA. .. %] Folder - Deleted ] copo
[ vma-wirzksvr (.. 5 0170602006 11:05:09 M @ Administrator (ACMELA,., 2] Folder - Created ] Do
4| | i
Refresh | Filters... | Report. .. | Scheduled Reports.. |

_| Define criteria to filter the results. See Setting Filters.

Stop / Refresh Stop the collection of data or update the list in the Results area.
Filters Define criteria to filter the results. See Setting Filters.
Report Display a report based on the results list that you can view or print.

See Printing a Report.

Scheduled Reports Create a filter under which to run a report on a scheduled basis. See

Managing Scheduled Reports.

File Menu

Exit |
‘MenuOpton  Deseripion

Exit Closes File System Auditor.

SN
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FILE SYSTEM AUDITOR

Help Menu

Help

Conkents. ..

about File System Auditar. ..

Contents

Access online help

About File System Auditor View information about the version of File System Auditor

installed on your computer, to apply a license file, or to visit
the ScriptLogic website.

Initially, the database created during installation displays in the Connect to
Database area of the File System Auditing Console window. If more than one SQL
Server or database exists, you can select them from the appropriate list.

#@ File System Auditor - Reporting Console

File  Help

— Conneck to Database

S0L Server:

| {local)

Database Mame:

| SLFileAuditor

Results (7 entrigs Found)

L]
e S e

Serwgntt 2 8 Timg Geparstodat el

>

Click Filters. The Event Filters dialog box opens to the Date/Time Range tab. You
also can click | next to each filter setting in the Current Filter Criteria area to open

the associated tab.

:

P
[

=100 x] h Note: It is not advisable to select a

root drive and audit every folder

5'- Current Filker Critetia

z’l DiatefTime Rangs: ITuesday, MNovember 08, 2005 09:51:55 to Tuesday, |

and file action because of the

1 —- amount of data that would be
o User{s): I <fl Users >

; @ collected.

i Eventis): I <Al Events: i

f_:*' Pathis): | <Al Paths > Click Filters or .‘_ _|

4[ Processies): I <All Processes = —j_ |
E

i Serveris): I <@l Servers=

o

e P

UPDATED 31 JANUARY 2006 5
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Setting the Date/Time Range Filter

Click Filters, or click .| next to the Date/Time Range filter setting in the Current
Filter Criteria area. The Date/Time Range tab opens.

Event Filters... <]

5 Date / Time Hangel 3 Usersl [ Eventsl il F'athsl [&] Processesl B Serversl
Ok

SAVE.

Load...
% Report File System Events for the Fallowing number of hours:

Hours: |1| Cancel

¢~ Repart File System Events between the Following times:

s

D ate/Time From: DatedTimeTo:
n January. 2006 u n January, 2006 u
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue wed Thu Fri Sat
250028 27 02 23 30 A 2B 28 27 28 029 30 0#
1 2 3 4 5 A 7 1 2 3 4 5 A 7
8 g 10 1 12 13 14 8 g 10 11 12 13 14
18 16 17 18 19 20 21 1% 168 17 18 19 20 21
2023 M A& Kk O OR 2023 24 % 2% XN 2
23 3 3N o1 0z 3 4 29 10w n 1 oz 3 4
3 Today: 1/9/2006 = Today: 1/9/2006
10:06:00 &M = 11:06:00 &M =

« Report File System Events to the following number of hours
Select to include events in the report for the number of hours as indicated in the
Hours box. By default, reports include file system events for one hour.

C Report File System Events between the following times

Select to specify a specific date and time within which to report file system events. To
select a date range, select the start and end day on the calendars. To select a time
range, select the hour, minute, or seconds, and then use the up and down arrows to
change the setting.

Button Description

OK Closes the window and saves the selections for the current session.
Save Saves the selections to a filter file. See Saving Filters.

Load Loads the selections from a saved filter file. See Loading Filters.

Cancel Closes the window without saving the selections for the current session.

UPDATED 31 JANUARY 2006 6
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Setting the Users Filter

Click Filters, and then open the Users tab, or click _| next to the Users filter setting
in the Current Filter Criteria area. The Users tab opens. Initially, the list is empty.

Event Filters... [ %]

2:' Date / Time Fange 3 Users | |__|/ Eventsl {_J Pathsl I‘ Processesl B Serversl

¥ Include A1 Users
Include the users selected belows Save... |

Account Mame: | Account S10: | Load |

T g st M* P I R I T R S

W Include All Users

By default, all users who are currently signed on to the system are included in the
report. To select specific users, clear the check box. The display refreshes showing all
the users who are currently in the auditing database. Select the check box next to

each user.
_:,:l Date / Time Range 3 USETSl |2 Eventsl {] F'athsl Z| Processesl B Serversl
[ Include All Users
Include the users selected below: Save... I

Cancel

Account Mame; | Account SI0; | Load |
O & Administrator [ACME \dministrator] 5-1-8-21-3519560533-31 40459606- 2065745298500

Include uzers in the following groups:

Group Mame: |

Add Group... Femove Selected Groups | Show Group Members...

Button Description

Add Group Add groups to the list. See Adding Groups.

Remove Selected Groups Remove selected groups from the list. See Adding Groups.

Show Group Members Displays the members of the selected group. See Adding Groups.

OK Closes the window and saves the selections for the current
session.

Save Saves the selections to a filter file. See Saving Filters.

Load Loads the selections from a saved filter file. See Loading Filters.

Cancel Closes the window without saving the selections for the current
session.

UPDATED 31 JANUARY 2006 7
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Adding Groups

1.
2.

Open the Users tab, and then click Add Group.

In the Group box, type a group name in the format DOMAIN/Group Name, or
click - to locate a group.

Add Group...

Enter a group in the Farm; DOMAIN/Group Nanme

Group; I ACME[Users m

oK | Cancel |

Click OK. The group displays in the Group Name area.

~T% ¢ S o e e N """"T'\.'"\\ ¥ T

Include uszers in the fallowing groups:

Group Mame: |
83 ACME AU sers

Add Group... I Femove Selected Groups | Show Group Members... |

To remove selected group(s) from the list, click Remove Selected Groups.

To display the members of a selected group, click Show Group Members.
The Group Memberships window displays the group members.

Group Memberships E3

Group:
[ ActEfusers ﬂl
Members:
Member Name: | SID: | From Group: |
a PC-45675 5-1-5-21-3519560533-3140459606-3068745. ., LDAP:/{CN=Users, CN=Euiltin, DC=acme, ”=com
B3 Domnain Users 5-1-5-21-3519560533-3140459606-3068745. .. LDAP:[JCN=Users, CM=Builtin, DC=acme, DC=cam
3 WMA-WINZESYR 5-1-5-21-3519560533-3140459606-3068745,,,  LDAP:)CN=Domain Users,CN=Users,DC=acme, ...
a 3-1-5-11 5-1-5-11 LDAR: IICN=Users, CM=Euiltin, DC=acme, DC=com
a 5-1-5-4 5-1-5-4 LDAP: IHCN=Users, CM=Euiltin, DC=acme, DC=com
a ASPMET 5-1-5-21-3519560533-3140459606-30658745,,,  LDAP:[)CN=Users, CN=Builtin, DC=acrme, DC=com
R o SR g / _},__, IR 4 Jrores

UPDATED 31 JANUARY 2006 8



FILE SYSTEM AUDITOR

Setting the Events Filter

Click Filters, or click | next to the Events filter setting in the Current Filter Criteria
area. The Events tab opens. Initially, the list is empty.

Event Filters... B3

2:' Date / Time Hangel 3 Users Iz EVENS' -{_J F'athsl I| Processesl B Serversl

Ok
[V Include All Events _
Event Narme: | Save... |
Load... |
Cancel |
” - ,-L""‘ v . /,_._A,“-/'-.‘__,__‘f"" '“"-f_-_-,

M Include All Events

Select to include all events. By default, all events are included in the report. To select
specific events, clear the check box. The display refreshes showing the events that
you can select.

Event Filters...

_:,:I Date / Time Hangel 3 Users I;lj Events | -1_.] F'athsl Il F'rocessesl B Sewersl

[ Include &) Everts
Event Mame: | SR |
Dflj Faolder - Created Load... |
O Folder - Deleted
O&] Folder - Moved Cancel |

42 Folder - Renamed

O Folder - Modified Security

DL& Folder - Access Denied [Creating)
DL& Folder - Access Denied (O pening)
O[] File - Created

Ok File - Delsted

O File - Mowed

O [ﬁ File - Renamed

O LA File - Madified Security

O File - Read

O File - Modified

O LE File - Access Denied [Creating]
O LE File - Access Denied [Opening/todifying]

Button Description

OK Closes the window and saves the selections for the current session.
Save Saves the selections to a filter file. See Saving Filters.

Load Loads the selections from a saved filter file. See Loading Filters.

Cancel Closes the window without saving the selections for the current session.

Note: It is not advisable to audit every folder and file action due to the amount of
data that would be collected.

Important: If an event was filtered out from being captured in the auditing database,
you will not see a result even if you select the filter from this list.

UPDATED 31 JANUARY 2006 9
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Important: Use caution if including File-Read or File-Access Denied (Opening/
Modifying) events as the number of events recorded by File System Auditor may
overwhelm the auditing database. Any focus on a file in Windows Explorer, such as
a mouse-over or using the arrow keys to scroll through the directory, causes a File-
Read event in File System Auditor if the user has access to the file(s). If the user does
not have access to the file(s), File System Auditor records a File-Access Denied
(Opening/Modifying) event.

If you need to include the File-Read or File-Access Denied (Opening/ Modifying)
events, restrict the path to a minimum number of files/folders, and to eliminate false
positives, make sure you have either ScriptLogic’s WinCloak, or Windows Access-
Based Enumeration (available with Windows Server 2003 Service Pack 1) enabled
and operational.

Setting the Paths Filter

Click Filters, and then open the Paths tab, or click _| next to the Paths filter setting
in the Current Filter Criteria area. The Paths tab opens. Initially, the list is empty.

Event Filters... (=]

2? Date / Time Hangel 3 Usersl |__|) Events -LJ F'aths|I| Processesl B Serversl

¥ Include &)l Paths

Include Path: |

= NP S P SO P P SRS
< ) "-w-r AT "/ ﬁ'—\’ r 4'\’,- "\-v’ ﬂ—-—.,mm\-r-—"\' W’.W/ I

AddPath. |  EdiPath. | FemovePathis) |

¥ Include All Paths
Select to include all folders and files. By default, all paths are included in the report.
To select specific folders and files, clear the check box, or click Add Path.

Note: It is not advisable to select a root drive due to the amount of data that would
be collected.

Button Description

Add Path Add a file path filter. See Adding a Path.

Edit Path Edit selected file path filter. See Adding a Path.

Remove Path(s) Delete selected path(s).

OK Closes the window and saves the selections for the current session.
Save Saves the selections to a filter file. See Saving Filters.

Load Loads the selections from a saved filter file. See Loading Filters.

Cancel Closes the window without saving the selections for the current session.

UPDATED 31 JANUARY 2006 10
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[EEY

Adding a Path

1.

On the Paths tab, clear the Include All Paths check box, or click Add Path. The
Select a Path box appears.

Select a path...

Path: IC:'I.Pngram Files I

(0] 4 | Cancel |

Type a path in the box or click | to locate a path, and then click OK. The path
displays in the Include Path column.

Event Filters... [ x|

3} Date / Time Hangel 3 Usersl |:|/ Ewents '-l.j Paths |E| Processesl B Serversl

(o]
[ Include &1l Paths

Include Path: | Save...

RLJ C:%Program Files Load...

U3

Cancel

™ T ,__,,.,_l“\ r‘\---" N F o S N ¥ S
I wy ittt W "\’,- i, — WM‘\_’ -

é,

AddPath. | EdiPah. | FRemovePatis |

To edit a selected path, click Edit Path.

To remove selected path(s), click Remove Path(s).

UPDATED 31 JANUARY 2006 11
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Setting the Processes Filter

Click Filters, and then open the Processes tab, or click _| next to the Processes filter
setting in the Current Filter Criteria area. The Processes tab opens. Initially, the list is

empty.

Event Filters...

2:' Date / Time Hangel 3 Usersl |2 Eventsl 1‘] Paths z‘ PTUCESSES' B Serversl

¥ Includs &1l Processes

Event Mame: |

Save..,

Mt g -

Load...

Cancel

14l

“

— .I_-—,’/- P r SR s

M Include All Processes
By default, all configured processes are included in the report. To select specific
processes, clear the check box. The display refreshes showing the processes that you

can select.

Note: Only local processes display in the list. Any file activity performed by a remote
user displays under the System process. You can configure the service to ignore local
virus scanning and backup software using the process filters in the Service
Configuration Utility. See the Getting Started Guide.

Event Filters... E

le Date / Time Hangel 3 Usersl |__|/ Eventsl -{_j Paths I‘ PfUCESSESl B Serversl

[ Include &1l Processes

Ewvent Mame:

I Save...

O=] cscexe

O=E] mme.exe

O] msiexec.exe

[O=] SecurityE splarer. exe
O=E] vMwareUser exe

Button
OK
Save
Load

Cancel

Load...

Cancel

S

Description

Closes the window and saves the selections for the current session.
Saves the selections to a filter file. See Saving Filters.

Loads the selections from a saved filter file. See Loading Filters.

Closes the window without saving the selections for the current session.

UPDATED 31 JANUARY 2006 12
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Setting the Servers Filter

Click Filters, and then open the Servers tab, or click _| next to the Servers filter
setting in the Current Filter Criteria area. The Servers tab opens. Initially, the list is
empty.
Event Filters...

2:' Date # Time Hangel 3 Usersl |;|/ Eventsl '-1_:] F'athsl IZI Frocesses B Serversl

IV Include All Servers _
- Save...

Server Mame: |ServerD0maln: | 4|

Load... |

Cancel |

L ™ N P s P SR e S at » _ oyt e~ o - 2t

M Include All Servers

Select to include all servers. By default, all servers are included in the report. To
select specific servers, clear the check box. The display refreshes showing the servers
that you can select.

Event Filters... [ =]

% Date/TimeRangs| & Users| [} Events| {J Paths| (E] Processes B Server8|
I Include Al Servers
Server Name: [ Server Domain: | LI
O B vMa-wINZKSVR ACME Load. . |
Cancel |
N - e . & R | - A e aet® - 4 2 . .
Button Description
OK Closes the window and saves the selections for the current session.
Save Saves the selections to a filter file. See Saving Filters.
Load Loads the selections from a saved filter file. See Loading Filters.
Cancel Closes the window without saving the selections for the current session.

UPDATED 31 JANUARY 2006 13
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From each event filter tab, you can save your selections to a File System Auditor
Filter File (.fsv) for reuse.

1. From an event filter tab, set up the filter, and then click Save. The Save Filter box

appears.
T |

\b Date / Time Hangel a Uszers B Events | ‘Jj Pathsl Processesl B Serversl

Ok

[ Include All Events —I
Event Mame: | LI
DQ’:J Falder - Created Load... |

A Folder - Deleted

f_ﬂ Falder - Moved Cancel |

\@ Falder - Renamed

I Pl s ey
D(S Falder - Access Denied ({

D(S Folder - Access Denied ([ Enker Mame:

O File - Created I Folders Modified

Eg E::: azl\?;:d Enter Descripkion:

O File - Renamed I Folders that were deleted, moved, or renamed)|

O A File - Modified Security

O B File - Read K | Cancel |
O File - Madified

O rﬁ File - Access Denied [Creating)

O rﬁ File - Access Denied [Dpening/Modifying) l
o e ___A‘T‘f-- O S R o oy P

2. Type aname and description for the filter, and then click OK. The filter settings
are saved in a File System Auditor Filter File (.fsv) in the Program Files\
ScriptLogic Corporation\File System Auditor folder.

1. From an event filter tab, click Load. The Load Filter box displays the saved File
System Auditor Filter Files (.fsv).

Load Filter

Select the saved filker below:

Marne: I Description: I

D Program Files Program Files on local machine
D Folders Modified Folders that were deleted, moved, or renamed
D Local Acounts Acounts on main server

oK I Load From File.. | Delete selected filkers. .. Cancel

m  To delete selected filter files, click Delete selected filters.

2. Select a saved filter file, and then click OK. Alternatively, you can click Load
from file, and then select a filter file.

UPDATED 31 JANUARY 2006 14
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You can prepare a report of the results that appear in the Results area of the main

window.
Server(s): I <all Servers= |
Server Name: I Time Generated: | Account: | Ewvent: | Path:
[H vma-winzksvr (.. 5 01/06)2006 10:55:51 &M @ Administrator (ACMEYA. .. 5] Folder - Deleted (] C:yDocuments and <
[E ymd-wInzawR (.. 5 01/06/2006 10:55:52 &M @ Administrator (ACMENA. .. 7] Folder - Created {2 C:yMSIceSSd.tmp
[E ymd-wInziawR (.. 5 01/06/2006 10:55:52 &M @ Administrator (ACMEVA. .. .| Folder - Deleted {2 C:yMSIceSSd.tmp
5 vmd-wInzKSYR (... (5 01/06/2006 10:56:06 AM @ Administrator (ACMEVA... ] Folder - Created (7] C:\Documents and S
5 vmd-wInzKSYR (... (5 01/06/2006 10:56:06 AM @ Administrator (ACMEVA... %] Folder - Deleted (7] C:\Documents and S
5 vmd-wInzkSYR (... (5 01/06/2006 11:05:00 AM @ Administrator (ACMEVA... %] Folder - Deleted (7] C:\DOCUME~144DM
5 vmd-wInzkSYR (... (5 01/06/2006 11:05:00 AM @ Administrator (ACMEVA... ] Folder - Created (7] C:\DOCUME~144DM
Create areport
~ based on the
) o 1
_—
Refresh | Filters. .. | Repart. .. gf/'Scheduled Repotts, .. |

P When you have the list of results that you want, click Report. The Report Preview
window displays the Audit Report, which you can view or print.

Es
20| G en 0|64 0B| e el

ile System Auditing - Report Preview

M ja |

|| N

| @ Back G) Forward

ScriptLogic Corporation - File System Auditing

Fiie System Auditing - Audit Report

Summary: Mumber of events: 2

Server(s): =&l Servers=

Date Range: Tuesday, Movember 03, 2005 135222 to Tuesday, Movember 08, 2003 19:52:22
User(s): =8l Useras

Event(s): =8I Eventse

Path(s): =4l Pathss

Processtesk <Al Paths=

Hovember §, 2005

DateTime:

& 11/08:2005 05:30:05 PM 3 inistrator (ACME\Admini: 3 [# File -Modified
Server:  VMA-WINZKSWR [ACME)
Process: System
Path: CIRECYCLERIS-1-5-21-351 9560533-3140458806-30688745293-500UNFO 2

& 1170812005 05:30:12 PM 3 inistrator (ACME\Admini: 3 [#] File -Modified

Server:  WMA-WINZKSWR (ACME]
Process: System
Path: ChDocuments and SeftingstAdm inistratoriFavorites\De sktopWMD ata. nk e

Pl I P SRR S e -l e /‘ "
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MANAGING SCHEDULED REPORTS

From the Reporting Console, click Scheduled Reports. The Manage Scheduled
Reports box appears.

Manage Scheduled Reports [ x|

u Scheduled Reports |
Description: | Scheduled to run: |
Mew, ., Modify, .. Remove Email Settings. .. Run As...
Close: |
Button Description
New Create a new scheduled report. See Creating a New Scheduled Report.
Modify Modify a scheduled report. See Creating a New Scheduled Report.
Remove Remove selected scheduled reports.
Email Settings Set up email for scheduled reports. See Setting the Email Account.
Run As Set the account under which scheduled reports jobs run. See Setting the

Scheduled Reports Logon Account.

SETTING THE SCHEDULED REPORTS LOGON ACCOUNT

By default, the ScriptLogic File System Auditing Service runs as Local Administrator.
If you need to, you can set a domain username and password that will be used by the
service (through impersonation) to access the auditing database.

1. From the Scheduled Reports tab, click Run As. The Run as box opens.

2. Inthe Account box, type the account name under which the scheduled reports

will run, or click _I to locate an account.

Run as... |

il Account: | ACME Administrator I

Passwiord; I

Confirm passwiord; I

(0] 4 | Zancel

3. In the Password and Confirm password boxes, type the password for the
account, and then click OK.

UPDATED 31 JANUARY 2006 16
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SETTING THE EMAIL ACCOUNT

1.

From the Scheduled Reports tab, click Email Settings. The SMTP Settings box
appears.

SMTP Settings Ed |

Email Settingz |
i SMTP Server:
m Hozt Marne: I
SMTP Part; |25

— Authentication: [If pour SMTF zerver requires authentication]

SKMTP User Mame: I

SMTP |

— From Email: [Should be a valid email addresz]

Send Test Email...

] I Cancel

In the SMTP Server Host Name box, type the name of the SMTP server that
sends the scheduled report emails.

In the SMTP Port box, type the number of the TCP/IP port on which the SMTP
server is listening. The default is 25.

If your SMTP server requires authentication, type the username and password in
the SMTP User Name and SMTP Password boxes.

In the From Email box, type the email address that to appear in the From box of
the email.

Click Send Test Email to check the entries.

UPDATED 31 JANUARY 2006 17
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CREATING A NEW SCHEDULED REPORT
1. Click New. The Edit Scheduled Report box appears.

Note: If you have not set up an account under which the scheduled report job
will run, you see an error message. Click OK and then set up the run as account.
See Setting the Scheduled Reports Logon Account.

Edit Scheduled Report E |
Descripbion: ||

— Schedule
Schedule Task: Start Time:
|aity =] [1zi00 am =

[ Do not send report i there are no resulks

— Filker Criteria

User(s): | <l Users =
Eventis): I <Al Events=
Path{s): | <Al Paths>

Processies): I <Al Processes =

ZEIEHE

Servers): I <Al Servers=
— Send Ta
Ernail addressies):
Ernail: I ...
Remaove |
Subject line:

(04 Cancel
2. In the Description box, type a name for the report.
3. Inthe Schedule area, select a time frame for the report.
Schedule Task Start Time
Frequently Chose every 5, 10, 15, 20, 30, or 60 minutes
Daily Choose a time
Weekly Choose a time and day

™ Do not send report if there are no results
Select to not send a report if there are no results. By default, a report is sent to the
addresses specified in the Send to area even if there are no results in the report.

4. In the Filter Criteria area, set up the filters by which to filter the data collected.
See Setting Filters.
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FILE SYSTEM AUDITOR

19

5. In the Send to area, click Add. The Enter email address box appears. Type an

email address, and then click OK.

To delete selected email addresses from the list, click Remove.

6. In the Subject line box, type a subject line for the email that is sent.

Edit Scheduled Report Ed |

Descripkion: IDeIeted Folders

— achedule
Schedule Task: Skart Time:
[Daity =] [1z:00 am =

¥ Do not send report if there are no results

— Filter Crikeria

seris) I <Al Users >

Everk(s): I Folder - Deleted

Path{s): | <Al Paths>

Process{es): I <Al Processes =

Server(s): I <Al Serverss

EEEEE

— Send To

Ernail addressies):

Email: |

[EE jsmithi@ACME . cam

Subject line: I Daily Deleted Folders Report

add. ..

Remove

|

Ok

| Cancel |

7. Click OK. The scheduled report displays.

Manage Scheduled Reports

g Scheduled Reports |

Description: | Scheduled ko run: |
G} Deleted Folders Ak 12:00 AM every day
Mew. .. Modify... Remave Email Settings... Run As...

Close |

To modify a selected report, click Modify.

To delete selected reports from the list, click Remove.

UPDATED 31 JANUARY 2006
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Troubleshooting

In its Knowledge Base, ScriptLogic Corporation has a library of articles that may
provide an answer to a problem you are experiencing. Before calling technical
support, check to see if your problem is documented here. You might also browse the
Discussion Forums to see if anyone else is experiencing the same issue.

http://www.scriptlogic.com/support

Not seeing events in the database

Check that (a) you have set up the service configuration utility correctly to capture
the events, and (b) you have not excluded the files and folders you are auditing.

Auditing database fills up fast

Use caution if including File-Read or File-Access Denied (Opening/ Modifying)
events as the number of events recorded by File System Auditor may overwhelm the
auditing database. Any focus on a file in Windows Explorer, such as a mouse-over or
using the arrow keys to scroll through the directory, causes a File-Read event in File
System Auditor if the user has access to the file(s). If the user does not have access to
the file(s), File System Auditor records a File-Access Denied (Opening/Modifying)
event.

If you need to include the File-Read or File-Access Denied (Opening/ Modifying)
events, restrict the path to a minimum number of files/folders, and to eliminate false
positives, make sure you have either ScriptLogic’s WinCloak, or Windows Access-
Based Enumeration (available with Windows Server 2003 Service Pack 1) enabled
and operational.

UNINSTALLING FILE SYSTEM AUDITOR

1. From the Windows Control Panel, double-click Add/Remove Programs.

2. Select File System Auditor — Console Setup, and then click Remove. A message
box prompts you for confirmation.

3. Toremove the application, click Yes.
Note: The installation directory that contained File System Auditor remains after
the process is complete. This directory contains the license file for the product

and any files created after the product was installed. These may be deleted
manually if you wish to completely remove File System Auditor.

UPDATED 31 JANUARY 2006 20
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