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This evaluation guide provides all the information necessary to understand and evaluate
Symantec Backup Exec System Recovery’s primary features. This guide is divided into
two sections.

1. The first section describes issues to consider when setting up a test environment.

2. The second section provides hands-on exercises that demonstrate Backup Exec System
Recovery’s powerful and easy-to-use features. Step-by-step instructions are provided to
help you along. Only the most relevant screenshots have been provided to keep the
document at a manageable size.

Remember that when you are evaluating recovery software, you are also testing the
hardware, software, and other variables in your environment. In order to evaluate
Symantec Backup Exec System Recovery effectively, it is important to minimize the
impact of other variables.

System recovery software tests many hardware components, including the CPU, device
bus, hard disk, backup storage location, network cabling, and network connections.

Computer Hardware

Select a recent model computer with only the hard disk(s) you’ll use connected to a clean
data bus (or network if you are storing your recovery points on a shared storage device
such as NAS or SAN). If you plan to run a network-based backup test, make sure the
network hardware is functioning properly and that the topology reflects the real world
(and is not oversimplified).

Recovery Point warehouse

With Backup Exec System Recovery, most people back up to hard disk drives (either
direct- or network-attached). Smaller capacity devices are not recommended for server
and network backups. They are more costly per gigabyte of capacity and have too little
capacity to meet today’s backup requirements.

The software environment

Standardize on a logical set of system software and installed applications for each
machine in the test. While some evaluators may require test environments that use mixed
operating systems, be careful not to work with too many variables at once.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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Other variables

Other variables to consider include disk fragmentation, network traffic, etc. Your best bet
is to test everything on an isolated network so you can control traffic issues. You will
also want to get a realistic system configuration for benchmarking your recovery point.
You may want to install the standard applications that you would expect to see in a
production environment. And try to minimize hard disk fragmentation. Ideally, use a
freshly restored data set on a newly formatted hard disk. Otherwise, you must ensure the
same type and degree of fragmentation for each of your tests.

There are three hands on exercises described in this evaluator’s guide. They are as
follows:

1. Creating a recovery point schedule that shows you how to create your automated
recovery points.

2. Performing a hardware independent restore that shows you how easy it is to restore a
failed computer (including the operating system, settings, configurations,
applications, everything) to any new computer with the same or greater capacity for
storage.

3. Configuring LightsOut restore to load the recovery environment without using a CD
and, optionally, to conduct remote bare metal recovery using a ‘lights out’ type
controller to remotely boot a server.

This combination of hands on exercises will give you a solid understanding of the power
and true ease of use that you’ll have when you use Symantec’s Backup Exec System
Recovery.

A recovery point is only as good as it is current. An outdated recovery point may save
some time in rebuilding a failed system, at least compared to rebuilding it from scratch.
But that is not good enough for fast-paced businesses, which are usually low on resources
anyway. So there needs to be certainty in the backup mechanism that the recovery point
of a critical system is current with all the most recent system changes; you would not
want to leave this responsibility to a human being. Backup Exec System Recovery lets
you precisely define when and how to create a recovery point.

To create a Recovery Point Schedule, you need to have Backup Exec System Recovery
Server or Small Business Server or Desktop Edition installed. To perform exercises two
and three you must have a Symantec Recovery Disk (CD) and a full license or 30 day
evaluation license for the product. Because the installation is as simple as running the
Installer Wizard, we’ll skip it here. It should take you only a few minutes to install the
software you are going to evaluate.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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Creating the Schedule

Start the Backup Exec System Recovery Application, select the computer for which you
want to create a recovery point schedule and click the Configure Jobs command.

I=Y
Console  Yiew Tools Help
A My Computers Drives |J0bs I Histor_l,ll E\-'entsl Yiews 2
SR EEREE Select a drive to create or restore a recoverny point.
R e i B Basic View
il 49 Desktops [Dirive | Sizel Uzed | Last Hecave
SUTILITY [ 2015 ME 512MB  E/6/2006 1. Status =
S STSTEM [C:Y) BEES1 MB 3422 MB  7/6/2006 10 e
' Ready
& Progress and performance
A Cancel
Tasks «
4!';’ Configure Jobs
@5 Create Recovery Point
<& Recover Drive
4 3
| | —I Drive Tasks -3
r~ Diive Details _
) ’ 2% Copy Drive
Dirive: C:h File Spstent: NTFS
LearnAbout 3
. Used space: 358, 33GB
5 — RER %) Configure Jobs
—| R o ) & Create Recovery Paint
Capacity: 594 ERAGHE C @) Recover Drive
%) Copy Drive
Lazt Recovery Point: 7/6/2006 10:32:47 Ak
Last Recovery Point Location: F-\RecaverhC_Drive.w2i , Syn]al“ltec..
|Fh3ac|5I | v

The Backup Exec System Recovery Main Window

In the next dialog (shown below) select the job type. As this recovery point job will run
according to a very tightly recurring schedule the option Base with Incrementals is the
best choice. This opens the option of scheduling base recovery points to the widest
choices possible. Click the Next button.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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Configure Jobs Wizard

Type @‘) »

“f'ou can select the type of recovery points you want to create. [

‘What type of recovery points would you like thiz job to create?

Creates base recovery points of pour diives and enables full-time drive monitoring with
incremental recovery points, Incrementals are faster and smaller because they contain only
the changes since the last recovery point. A base and its associated incrementals are
called a recovery point set.

" Base only
Creates complete, independent copies of your drives.

- When you restore any recavery paint, your diive is restared to the state it was in at the:
\!) time: of the recovery paint creation

<¢ Back I Hest > I Cancel

Define the Job Type

Now select the source for the recovery point creation depending on which part of the
system you want to protect. The source for all recovery points is a logical volume.
Backup Exec System Recovery does not backup individual files or folders — only logical
volumes (which can be comprised of a disk partition, a whole disk, or an array of disks
arranged in a logical volume). You can use the Ctrl key to select more than one partition.

Configure Jobs Wizard

Drives -
Select the drives to include in the recovery points. -
v

Select a drive, or press <Chl> and select multiple drives:

Drive I SleI Llsedl Last Recovery Paint
FUTILTY 4] 2015 MB G12ME  B/B/2006 1:23:63 AM
- SYSTEM [C:Y) 56651 MB 3423 MB 7462006 10:32:47 AM

. Used space: 3588,878.336 bytes  3.3GB
. Free space: 55.814.090,752 bytes  B2.0GE

Capacity: 59,402 969,088 bytes  55.3GB 4

Cancsl |

Y Hex[» =

Define the Source

Next, select the destination directory for the recovery point. If you intend to save the
recovery point onto a device on the network, you should enter the network credentials
into the appropriate fields; otherwise the job might fail to run without proper
authentication.

Copyright © 2005 Network Frontiers LLC. All rights reserved.




Evaluator’'s Guide ,Symantec..

You will now define the schedule for this job. Because the system will remain online
while recovery points are captured, you want to schedule this job to allow for normal
resource demand. In a regular business situation the weekend is more appropriate for the
longer lasting base recovery point while the incrementals capture all changes during the
week. In the example below we have selected to create a base recovery point on the
weekend while the incrementals run Monday to Friday every hour. Click the Next button
to continue once you’ve made your selection.

Configure Jobs Wizard
Schedule ey
Yau can specify when the recovery points should be created, b
Schedule: rBase
& WEEH}‘ Sun  Mon  Tue ‘wWed Thu @ Fi Gat
€ Monthiy Vv O Crr
" No schedule Stat time W

I Incremental

Sun Mon Tue Wed Thu i Sat
r v K F F F T

Start time: 300 AM :‘
End time: 5:00 PM =
Hours betwesn recovery points 1 33
Incrementals per day: 9

¢ Back | et »> | Cancel

Define the Schedule

A Backup Exec System Recovery feature that is exceptional is that in addition to the
scheduled creation of recovery points you can select events that trigger the recovery point
creation. A commonly used trigger for creating a recovery point is if the amount of
changed data has surpassed a defined threshold.

Configure Jobs Wizard

Event Driven Incrementals -]
Select the events that will automatically create a recovery point, [y
-

Autamatically create a recavery point when:

I™ &rw user logs on to the computer

™ Any user logs off from the computer [Nt at Shutdawn or Restart]
I &y application is jrstalled

™ The data added to a drive exceeds:
0 =] Me

<¢ Back Cancel |

i Neut»»

Define the Events for the Recovery Point Creation

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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Next you can set various options for this recovery point job. Either enter a descriptive
name or let the software automatically assign a name based on the computername, and
choose standard compression for the best performance to compression ratio. If you are
under space constraints in the recovery point warehouse, select the number of recovery
points that you would like to keep. In order to further save space you can select an
interval to consolidate the incrementals. Pick either from 4 hours or 12 hours and click
the Advanced button.

Configure Jobs Wizard

Options e >
You can specify the recovery point options below. [
i

Name: |F\ecovery point of C:h

Compression: ISlandard [recommended) j
I™ Werify iecoveny point after creation

¥ Limit the number of recovery point sets saved for each diive

Maﬁimuml 3 3:
Consolidate incrementals: Mewver vl

Description [included in each recovery point);

[ E

:I Advanced...

<< Back I Mext > I Cancel |

Define Job Options

In the Advanced dialog Backup Exec System Recovery lets you define a password for
recovery points created by this job in order to protect it from unauthorized access. When
password protected, the recovery points can also be encrypted. Choose from 128, 192, or
256 bit encryption based on the three different password lengths provided. In addition
you can divide recovery points into chunks not exceeding a certain size for saving them
on CD or DVD for example. For the remainder of the settings choose the defaults. Click
the OK button when done and click the Next button in the Options dialog.

Advanced Options

Security options i
I Use password l—l

Password Concel |

Confim password:

™| Use encrption

ISIandald [8+ character password] ™

I Divide into smaller files to simplify archiving

File sizez | 100 = | KB

[ lgnore bad sectors during copy

™ Disable SmanSectar copying

Advanced Options

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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In the Command Files dialog Backup Exec System Recovery lets you select command
files that can be executed before the snapshot, after the snapshot and after the creation of
the recovery point. For example, this could be a batch file that stops a database before the
snapshot is taken and starts it up right after the snapshot has been taken. Click the Next
button to continue.

Configure Jobs Wizard

Command Files 7 »
Tointegrate with existing backup systems, command files can be run during g
the process. [

Betore data capture: Timeout [sec)

After data capture:

| <none> =1 =
After recovery point creation:

| <none> =l [ &

All command files must exist in the following folder:
IE.\F'rugram Fileg\Symantec'Backup Exec System RecovenybgentyComman Browse.. |

ety Credentials

User name: I E‘

Eassword: I

<< Back I Mext»> I Cancel

Select Command Files

Finally, Backup Exec System Recovery presents you a summary of this recovery point
job. Click the Finish button to save this job. It will now run at every scheduled point in
time or can be manually initiated to run immediately by right-clicking on the job and
choosing ‘run job now.’

With Symantec Backup Exec System Recovery it is possible to restore a volume to the
same or to a new computer within minutes. This powerful capability allows users to
restore their full system to whatever computer is available even if the storage controller
and hardware abstraction layer (HAL) are different. The Backup Exec System Recovery
installation CD doubles as a ready-made bootable recovery environment. This CD is
commonly called the Symantec Recovery Disk (SRD).

Performing the Restore

To perform a hardware independent restore using the Restore Anyware capability, select
a computer that is different from the one where the recovery point originated. This
simulates an environment where the user does not have the original hardware to restore
to. You might need to change the settings of the BIOS of the computer to allow booting
from CD. During the boot up process you will wait a short moment then see the message
Press any key to boot from CD... Press a key, otherwise the computer will try to boot
from other devices. The boot process can take a few minutes during which the SRD is

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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detecting all the necessary drivers to load. You will be presented with the license
agreement for the recovery disk. Read the license agreement and click the Accept button.

When the boot up process is finished you need to start the network services, as later on
you will connect to the server that holds the recovery point for this computer. Click the
Yes button or wait for 10 seconds for the services to start automatically.

¥ Symantec Recovery Disk x|

Symantec Backup Exec” System Recovery Help

Recovery Disk Home Page

I Home Welcome to the Symantec Recovery Disk. To assist pou in getting staited, click
a recovery task below.

Recover My Computer
Recover my computer to a specific time and day when it was working comectly,

Recover My Files

Using an existing recovery point, recover specific files of folders that have been lost,
damaged, changed, or deleted.

Allow other computers to remotely traubleshoot my computer.

Help
Open the Symantec Recovery Disk help system,

&
E Start the pcAnywhere Thin Host
O

(GhAT-08:00) Pacific Time (US & Canada); Tijuana

, symantec. Exit

The Symantec Recovery Disk Main Screen

Now click the Network command to get to the necessary tools for system restoration.

The first thing you need to do is map a network drive to gain access to the volume where
the recovery points of this computer have been stored. Click the Map Network Drive
command.

Select one of the available drive letters, then enter the exact UNC path to the network
share that contains the recovery points in the Folder field. Click the Finish button.

You will then be asked to authenticate yourself as a user with administrative rights on the
domain, or at least on the server containing the recovery points. Enter your credentials
into the User name and Password fields and click the OK button.

After the drive has been successfully mapped you are returned to the Network screen.
Click the Home button to return to the start screen.

Now that you are ready to recover the volume click the Recover My Computer button
on the Home screen.

The System Restore Wizard will lead you through the restoration of the computer. Click
the Restore drives radio button as we will restore a complete volume.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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In the next step you can select the restore method by choosing between Single drive,
Multiple drives and Multiple drives using system index file. Select the Single drive
option and click the Next button to continue.

Now choose the location of the recovery point by either typing the path into the text field
or by using the Browse... button to locate the recovery point. Click the Next button to
continue.

As a final step you need to indicate the target volume for restoration. Select the target
volume by clicking on it and click the Next button.

In the Recovery Options dialog de-select the Verify recovery point option and select the
Set drive active option so that the computer can start from the hard drive after it has been
restored. As we are restoring a recovery point that came from a different system you need
to select the Perform Restore Anyware checkbox. Click the Next button to continue.

! Symantec Recovery Disk
Esystem Restore Wizard

Recovery Dptions
Select the options ta use for the recovery. @

Select the recovery options to use:
¥ erify recovery point before restore

[T Check for file system erors after recoveny

-

Advanced options (zee documentation]):

Partition type:
[l

i
[~ Set drive active [for booting 05)
[v Restore original disk. signature
[~ Restore MBR
[w Freserve domain tust token on destination [recommended)

[v Perform Restore Anyware

< Back | et > | Caneel

Recovery Options

Before you get to restoring the recovery point, Backup Exec System Recovery displays a
summary of the planned restore. Select the Reboot when finished checkbox to let the PC
reboot into its last good state, then click the Finish button.

Read the warning about retargeting and click the Yes button — if you are really sure that
that is what you want to do.

The restore process is in progress. As the progress bar reaches completion, Restore
Anyware will begin the retargeting process by automatically updating critical system
drivers so that the operating system will boot on the new computer.

If the new drivers are not already on the SRD then you will be prompted to provide the
drivers. If prompted for a driver, it is simplest to place the drivers in the same directory
where the recovery point is located as you already have access to this location. The

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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software installs these additional drivers using a process much like a typical Windows
driver installation.

When it is finished the computer will reboot into the state of the last good recovery point.
During boot, Windows plug-and-play will run detecting non-critical device and
peripheral drivers. When plug-and-play has completed check the device manager and
install any additional drivers necessary to complete the process.

When a system fails due to an error in the operating system, for example caused by a
faulty driver that leads to a blue screen or caused by a virus attack, it is often less of a
problem to restore the system to a functioning state than to find the culprit and remove it.
Often it is impossible to completely clean a system that has been heavily infested by
viruses. In addition the damaged system may be hundreds of miles away and a technician
would need to be deployed to restore the system. Backup Exec System Recovery and
LightsOut Restore will eliminate the need to boot from the recovery CD and can also be
used to perform remote recovery by using a standard “lights out” controller available in
many server computers.

For this scenario you need to have Backup Exec System Recovery and you need to
configure LightsOut Restore.

LightsOut Restore

LightsOut Restore functionality in Backup Exec System Recovery accommodates an easy
system restore without the need of inserting a boot CD. This provides a faster boot time
when loading the recovery disk from hard drive instead of CD. And it gives the option for
users who have remote “lights out” controllers to remotely drive a bare metal recovery.
To configure LightsOut Restore go to Start>Programs>Symantec>Backup Exec System
Recovery>LightsOut Restore Setup. This wizard will guide you through the installation
of the recovery CD onto your hard drive.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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LightsOut Restore Wizard

‘welcome to the LightsDut Restore wizard.

Thiz wizard will help pou customize the Symantec R ecovery
Disk. It will install the Symantec Recovery Disk to the system
partition and create a boat menu entry. This gives you access
to the Symantec Recovery Disk using any iemote access
method

To continue. click Next

<Back || Nesss Cancel |

The LightsOut Restore Wizard

Next select the path to the Backup Exec System Recovery installation CD and click the
Next button.

LightsDut Restore Wizard
Source | ion of a & R ry Digk

S pecify location of the Backup Exec System Recovery installation CD or a —
Symantec Recovery Disk. g

Location of installation CD or a Symantec Recovery Disk:

Browse.. |

<< Back I Mext »» I Cancel

Select the Installation CD

In the next dialog you can configure the startup options for the Symantec Recovery Disk.
Adjust the Time to display boot menu value to your likes and leave the Enable
Symantec pcAnywhere checkbox checked. As you are configuring a server for a
possible restore, it probably has a static IP-address. Enter the server’s IP-address, Subnet
address, Gateway address and DNS server address. Click the Next button to continue.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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LightsOut Restore Wizard
Options

Optional settings for the Symantec Recovery Disk O

Time ta display baot menu:

10 3: seconds

I~ Enable Symantec poanywhere

7~ Metwork
& Dynamic IP address

€ Static IP address:

1P Address: Subnet Address:

Gateway Address: DMS Server Address:

< Back I Next > I Cancel |

Configure LightsOut Restore Capability

If the server has devices installed that are not being supported by the Symantec Recovery
Disk you can point the LightsOut Restore configuration wizard to the directories that
contain supporting drivers. Click the Next button when done.

LightsOut Restore Wizard
Source location of drivers to add.

Specily the source location of drivers to be added

Starage driver files location:

|| Browse.

Metwork driver files location:

I Browse.

NOTE: The above location should paint to a path which containg the Fully
exhracted install package for the desired diiver. The drivers referenced above
should be compatible with Windows Server 2003, The driver install package
can be downloaded from the mamufacturers web site.

<¢ Back I Mest »» I Cancel

Optional Driver Directories

Finally LightsOut Restore displays a summary of the options that you selected. Click the
Finish button to finalize the setup of LightsOut Restore.

As a next step LightsOut Restore installs a Windows Pre-Install Environment (Windows
PE) into the hidden MININT directory in the root directory of drive C. This directory
contains a boot environment by the name of Symantec Recovery Disk, which is
selectable as an alternative to the regular Windows installation upon system boot.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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ights0ut Restore Option Wizar
Preparing Symantec Recovery Disk boat file..

Installation in Progress

LightsOut Restore configures and installs the Symantec Recovery Disk according to the
previously selected settings.

At the end of the installation, LightsOut Restore reports that the installation has been
performed successfully. The server you installed LightsOut Restore on is now prepared
for a restore in case it fails.

Performing the Remote Restore

If you don’t have a “lights out” controller you can still perform most of the recovery
remotely to see how it works. Begin by restarting the computer where you just installed
LightsOut Restore. The computer will restart and present you with the option to start
either the installed operating system or to start the Symantec Recovery Disk. Select the
Symantec Recovery Disk option and hit the Enter key on your keyboard.

[Please select the operating system to start:

Microsoft Windows 2000 Server
Symantec Recovery Disk|

se T and | to move the highlight to your choice.
[Press Enter to choose.

[For troubleshooting and advanced startup options for Windows 2000, press Fd.

Boot Options

The Symantec Recovery Disk will now load into RAM.

Next, a Windows installation environment will start from the Symantec Recovery Disk.
after the boot-up is finished you will see the main screen of Symantec Backup Exec
System Recovery LightsOut. As you previously selected to start pcAnywhere when the
LightsOut capability starts you will switch to a computer running pcAnywhere to
remotely control the computer running LightsOut Restore.

Within pcAnywhere click the Quick Connect command. This will list all pcAnywhere
hosts. Select the server that is accessible via the pre-configured IP-address by double-
clicking its name.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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=10l
File Edit view Help
Symantec pcAnywhere” () , symantec.
g Glg] & mm| [
2 Remotes Quick Connect
1 Quick Connec
4 Quick Connect Name [ I Address Status
= Quick Deploy and Connect [ElvmrnT-sqssts 10.0.1.130 Waiting
kol Hosts
Favorites
&) History
[ Command Queues
B8 petinphere Tooks
[ Dption Sets
m Serial D Sets
Actions ()
Refiesh
[~Manual entry
Details Type a phone number, computer name, or TCP/IP address, then dick Connect:
=l [ |
rSubnetsearch ariteie————————— 7 Connectionoptons ————————————————————————|
Start mode:
& UDP Configure TCPfIP [remote contral =l
) LDae Encryption level:
€ goth Configure Directory Services <None> =| | Advanced...

, symantec.

Connect through pcAnywhere

pcAnywhere will prompt you for the credentials of a user with administrative rights on
this machine. By default the pcAnywhere host on the Symantec Recovery Disk provides
the user symantec with the password recover. Enter both values and click the OK button.

From now on you have complete remote control over the computer via pcAnywhere.

In order to restore the damaged system installation you need to get access to the
previously saved recovery point. If the recovery point has been saved to a local hard drive
you can easily access it, otherwise you need to map a network drive to the path where the
recovery point resides. In latter case click the Network button on the left-hand
navigation.

Within the Network options click the Map a Network Drive command.

Select an available drive letter and enter the path to the location of the recovery point and
click the OK button.

A dialog will pop up asking you for the credentials of a user with at least the minimum
read rights to the location where the recovery point resides. Enter the credentials and
click the OK button.

Now you need to return to the Recovery menu. Click the Home button.

Next click the Recover My Computer command.

The System Restore Wizard will start, prompting you to select from alternative options.
In the first dialog select the Recover drives option as you will restore the entire volume.

Next select the Single Drive restore option and click the Next button.

Copyright © 2005 Network Frontiers LLC. All rights reserved.
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Now browse to, or enter the location of the recovery point that you want to restore and
click the Next button.

As a next step, select the destination to which you want to restore the recovery point. As
no hardware has been exchanged this will be the original hard drive. Select the drive and
click the Next button.

In the Recovery Options dialog you can deselect Verify the Recovery Point . Also
select to Set the Drive Active for Booting and to Restore the Original Disk Signature.
If your system was the member of a domain then select Preserve the Domain Trust
Token on Destination. Click the Next button to finalize the restore process.

5 System Restore Wizard x|

Recovery Options
Select the options to use for the recavery,

Select the recovery options fo use:
¥ Wiy iecovery point before estore

¥ Check for file system emors after recovery

r

Advanced options [see documentation]

Partition type;
o)

g
¥ Set diive active [for booting 05)
¥ Restore original disk sighature
" Restore MBR
[ Preserve domain tust token on destination (recommended]

[ Perfaim Restore Anwware

< Back Mext > Cancel

Recovery Options

Review the restore summary, keep the Reboot when finished checkbox checked to
reboot into the restored OS and click the Finish button.

The System Restore Wizard will prompt you one more time, informing you that all data
on the target device will be replaced by the data contained in the most recent recovery
point. Click the Yes button to finalize the restore operation.
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